MWHUCTEPCTBO OBPA3OBAHUA N HAYKU PO

FOCYOAPCTBEHHOE OBPA3OBATEJIbHOE YYPEXOEHUE
BbICLWWEINO NPO®PECCUOHAJIbHOIO OBPA30OBAHUA
“MOCKOBCKWUW NrOCYOAPCTBEHHbIA YHUBEPCUTET
NMPUBOPOCTPOEHUA N UHOOPMATUKIWN”

IS

=

Kadenpa “lNepcoHanbHble KOMNLIOTEPbLI U ZZ] éﬂ
3

”
ceTun
Mepcoranstisie Kounsiomeps! Jl/u cemu

A. B. POLLUH
OpraHusauMﬂ BBOoAa-BbiBOoAA
Apansepbl WDM
Yyeb6Hoe nocobue

YacTtb 4

MockBa
2011




VJIK 681.3
BBK 32.973.26-18.2

Pexomenoosarno xk uzoanuro 6 kauecmae yuebHo2o nocooust
peoaryuonno-uzoamenvckum cosemom MI'VITH

PenenzeHTsl:
3aBenyrommii naboparopueit 49 Wuctutyra mnpobnem ymnpaenenus PAH g.t.H.,
JNEUCTBUTEIBHBIN 4jeH MexXIyHapOoaHOM AaKaJeMHM HaBUTallud W yIPaBJICHUA
nBkenueM, podeccop Jloppu Manydep XabuOymraeBud

3amectutens aupekropa OI'Y 'HUU UTT "Undopmuxa", k.T.H., noueHT bynrakos
Muxaun BsiuecnaBoBuy

Pomun A.B. Opranuzaius BBoga-BeiBoja. paiisepst WDM. Yue6Hoe nocobue. — M..:
MI'VIIN, 2011. — 84 c.

Hacrosiiee yueOHOe mocoOue mpenHa3HayeHO [Jisi TOATOTOBKH  CTYJEHTOB
Pa3IMYHBIX CIEUUATbHOCTEH, W3yYalOMIMX BBIUMCIUTEIBHBIE CHCTEMBI Pa3IUIHOTO
Ha3HaueHus. Jlig CTyaeHToB, oOywaromuxcs no HampasieHuto «MHpopmatuka u
BBIUMCIIUTENbHAS TEXHHKa» Yy4eOHOe mocoOue MOXKET HCIIONIb30BaThcs B Kypcax
"Opranuzaius BBOJa-BhIBOAA" U "OYHKIMOHAIBHOE MPOTPAaMMHOE OOecreyeHue
BCTPOCHHBIX CHCTEM" JI CaMOCTOSITEIbHOTO M3y4YeHHUs MaTepuaia U MOATOTOBKH K
JICKIIHASIM.

WDM npaiiBepbl, onuchiBaeMble B JaHHOM Y4€OHOM IMOCOOWHU, CYIIECTBEHHO
o0JIeryaroT MpOTPaMMHUCTY HCIOJb30BaHUE W HANUCaHUE ApaliBepOB YCTPOICTB, a
MI0JIb30BATEIII0 — UX MCIIOJIb30BaHUE. DTH JpaiBephl MOACPKUBAIOT TexHooruio Plug
and Play u obecnieunBaroT OoraThle BO3MOXKHOCTHU YITPABIICHHUS YCTPOUCTBAMH.

B ydeOHOM mocoOuu OOBICHSETCS, MECTO M paboTa ApaiiBepOB B MOCIEIHUX
NPEJCTaBUTEIISAX ONEPAIMOHHBIX cucTeM cemeiictBa Windows.

YK 681.3
bbK 32.973.26-18.2

© PommH Anekcei BacwiseBuu 2011
© MI'VIIA 2011



Conepxxanue

1.1

3.10
3.11
3.12
3.13
3.14
3.15
3.16
3.17
3.18
3.19
3.20

Crpykrypa WDM-npaiisepa
Haznauenue npariBepa

Tunel npaiiBepoB

WDM-npaiiBepbl

Hepapxust yCTpOUCTB U ApaniBEPOB
[Topsimok 3arpy3ku apaiiBepoB
Bormpocsl 1t camorpoBepku
OCHOBHBIE CTPYKTYPHI JaHHBIX
OObeKTHI 1paiiBepoB

OOBEKTHI YCTPOHCTB

®dyukuus DriverEntry

®ynxkius DriverUnload

®ynkius AddDevice

Coznanue 00beKTa yCTpOicTBa
Wuunnnamusanus pacimupenus ycrpoiictsa (DEVICE_EXTENSION)
Borpocs! mi1st camorpoBepku

[TakeTs! 3ammpocoB BBoaa-BeIBOAA IRP
Crpyxkrypa IRP

Crtex BBOA-BEIBOJA

Tunuunas monens oopadbotku IRP
Coznanue cuaxponHubix |IRP
Coznanue acunxpoHHsix |IRP
[lepenada makeTa IUCTIETYEPCKON (PYHKITUU
dyukuus loCallDriver
Jucneryepckue GyHKIUN

[lepenauya IRP BHU3 O cTeky
[ToctanoBka IRP B ouepens mns mocnemyromieit o0padboTku
Oynkuus Startlo

O6padoTunk npepriBanus ISR
Oynkuus DPC

OyHKIMN 3aBEPIICHUS

Br130B QyHKITH 3aBepiIeHUS
Ouepenu 3apocoB BBO1a-BbIBOIA
O6vexT DEVQUEUE

OTMeHa 3anpocoB BBO/1a-BbIBOJA
Cuenapuu o6padotku IRP

Bomnpocs! miist caMmonpoBepku

CHucoK UCTOTB30BAHHBIX HICTOYHUKOB

Crp.

11
12
13
18
21
24
24
26
29
32
33
33
35
36
39
39
42
43
44
46
47
48
48
51
52
52
53
54
55
58
59
61
63
65
78
83



1 Cmpyxmypa WDM-opaiisepa

WDM (Windows Driver Model) Owvma paspaboraHa misi cTaHAapTH3ALUN
npaiiBepoB u TpeOoBaHnid k HuM. WDM-npaiiBeppl uCHONb3yrOTCS, HauyvHAs C
omneparrionHoi cucrembr Windows 98. Takoit mpaiiBep mnpeacraBiasieT OO0 KOHTEHHED
TUTsl QYHKIIHH, BBI3BIBAEMBIX OMEPAIMOHHOW CUCTEMOM. YTPOIICHHOE MPEICTABIICHUE O

konneniuun WDM-npatiBepa naet pucynok 1.1 [3].

DYHKLUA ANA peanmnpayum
3anpocoB ouepeaen

byHkuna ana DMA
(Direct Access Memory)

DriverEntry Startlo DispatchPnP

AddDevice AdapterControl < DispatchPower

O6azaTenbHble ¢YHKLMKA

ObnazaTenbHble GyYHKUUK

Onlinterrupt DispatchWmi
O6paboTyuKK NpepbiBaHUA 1
BbI30B OTSIOKEHHBIX NPoLeAYp DpsForlsr DispatchRead
ANA YCTPOWCTB € NpepblBaHUAMM
DispatchWrite

Heob6asaTenbHble AucneTyepcrie
¢ yHKyUM IRP

Pucynok 1.1 — [IpaiiBep, kak KOHTelHEp (PyHKIIHIA

HekoTtopeie u3 yka3aHHBIX (DYHKIHH SBISIOTCS OO0S3aTENBHBIMHU JUISI KaXKIOTO
npaiisepa. 9to ¢pyukuuu DriverEntry, AddDevice, a takke aucnerdepckue QyHKIUN
JUI HEKOTOPBIX THIIOB 3ampocoB BBOjaa-BbiBoAa |IRP. JlpaiiBepsl, HCIONB3YIOIIHE
ouepenr, OOBIYHO cojepxkar ¢yHkuuo Startlo. JlpaiiBepsl, OCYIIECTBIISIONINE
nepegavyy JaHHBIX 10 KaHajaM MpsSMOTO JOCTyNa K MHaMSTH COJCpKaT (PYHKIIHIO
AdapterControl. [Ipaiisepsl, paboTaromiue ¢ MpepbIBAHUAMHU, COJICPKAT 00PAOOTUHKU
npepeiBanuii (ISR — Interrupt Service Routine), a Taxke (QyHKIUH OTIONKCHHOTO
Be3oBa mnporeayp (DPC — Deffered Procedure Call). Bonbinas dacts apaiieepos
KpOME TPeX HEOOXOJUMBIX TUCTIETICPCKUX (PYHKITH COICpIKAT APYrUe AUCIICTUCPCKIEC

byHkuuu 17151 Heckobkux ThnoB IRP.



1.1 Hasnauenue opatieepa

B Windows NTS5 cymectByeT ueTkoe pa3rpaHWdeHHE JBYX o0nacteil B
ONEPATUBHOM MaMITH U PEKUMOB ITpOLECCOpa I UCHOJIHAEMOro koaa [1]:

— 00JIacTh HUCHOJNHIEMOro KOJia B HENPHUBWIETHPOBAHHOM pEeXUME paldOThI

npoueccopa (MOoJb30BaTEIbCKOM PEKUME) NIl MPUIIOKEHUIN MOIb30BATENS U
YaCTU KOMIIOHEHTOB ONEPAIMOHHON CUCTEMBI, U

— 00J1acTh UCHOJHAEMOI0 KOJIa ONEPALMOHHON CUCTEMBI B TPUBUIIETHPOBAHHOM

pexuMe nporueccopa (pexxume siapa).

[log o6macTbi0 MCHOJHAEMOrOo KoOJla HaJ0 MOHUMATh OOJACTU 3arpy3Ku
(Inama3oH aJpecoB) B OIECPATHBHOW IMaMATH BBIYHCIUTEIbHON cuctembl. Windows
2000/XP — 32-paspsimHas omnepamnroHHas cucteMa (64-pa3psaHyi0 BEpPCHIO 3TOM
OIEpallIOHHOM CHUCTEMBI B JIaHHOM IIOCOOMH HE paccMaTpUBaeM), U MOITOMY BCEM
MPUJIOKEHUSIM JOCTYNnHO 10 4 ['6allT NIrHEHHOro ajpecHoro mpocTtpaHcTBa. Yacto B
CUCTEME YCTAHOBJICH MEHbIIUMN O00BbEM (PU3NYECKOW MaMsiTH, HO, TEM HE MEHee, AJis
paboTarouMx mNporpaMM A3TO He3aMeTHO. CrenuanbHble CHCTEMHBIE MEXaHU3MbI
00€eCIeunBaOT BO3MOXKHOCTh BUPTYaJIbHOTO MPUCYTCTBUS 4 ['0aliT maMaTu B CUCTEME
[4]. Henenue 4 'GaiiT BUpTyaJIbHOTO (WJIM HE BUPTYAIbHOTO, €CIIA BbI MOXKETE ce0e ATO
MO3BOJIUTh) AAPECHOIO MPOCTPAHCTBA MEXKIY IOJb30BATEIIbCKUMU TMPUIIOKEHUSIMU U
CUCTEMHBIMM  [pOrpaMMaMM  OCYLIECTBISIETCS NOpPOBHY: nmepBble 2  ['GaiiT
MI0JI30BATENBCKNE, OCTAIBHOE — CUCTEMHOE aIpECHOE MPOCTPAHCTBO.

HcrnionHsieMblil KO/ B TIOJIb30BATENBCKOM PEXXMME UMEET OTPAaHUUEHUS HA JOCTYI
K CHCTEMHBIM pecypcaMm, B YaCTHOCTHM, Ha NPSIMON JOCTyln K OOOpYAOBaHUIO. ODTO
CBSI3aHO C JKeJaHUEeM 00ecleyuTh 0oJiee yCTOMYMBOE (PYHKIIMOHUPOBAHUE CUCTEMBI ITPU
HAJIMYMK OINMOOK B Mporpammax moJib3oBaTeneii. Hago yuutsiBath, uto Windows
MPOEKTUPOBAJIACh KAK MHOr033/IauHasl 1 MHOTOIOJIb30BATENbCKASl CUCTEMA, MOATOMY
Kpax OJHOTO MPUJIOKEHUS HE JOJKEH MPUBOJUTH K Kpaxy ONEpalMOHHOW CUCTEMBI U,
CJIeIOBATEIbHO, K Kpaxy APYTUX MOJIb30BATEIIbCKUX MPUIOKEHUM, 3alyIICHHBIX Ha
WCIOJIHEHUE B JTOM cucrteme. lIpunokeHus OnepauMoOHHOW CHCTEMBI W JIPYyTHE

nporpaMmbl, HCIHOJHAIOIIUCCA B PCKHUME dApa, HMCIOT MMOJIHBIN AOCTYII KO BCEM



pecypcam cucteMbl. YmpouieHHas cxema apxutektypbl Windows NT [1,2] nmpuBenena

Ha pUCcyHKe 1.2.

MNpoveccbl Monbanea-
Mpoueccbl MoacucTembl
noAAepxKu SaPEREeR Terbckue e
cUcTeMbl P NpUNoKeHUA Ry
) 4 v
DLL noacuctem
Monb3oBaTenbeKu i
| \ \ pPEXUM
Pexum sgpa
McnonHuTenbHaa cuctema MoaAepxka
fAapo | OpaiBepbl YCTPOHCTB OKOH 1 rpac Ky
YpoBeHb annapaTHbIX abcTpakyui

Pucynok 1.2 — YnpomenHnas cxema apxutrekrypsl Windows NT5

Kak yxe oTrmewanoch, B peXHME I0JIb30BaTeNsd (HYHKIIMOHUPYIOT HE TOJBKO
NPUKIIAJHBIE TPOTPAMMBI TIOJIb30BATENsl, HO U YacTh MPOIECCOB CaMOW OINEpalnOHHOM
CHCTEMBI.
K koMmoHeHTaM omeparioHHON CHCTEMBbI, pabOTaIOIMM B PEXHME MOJIb30Ba-
TEJISI, OTHOCSTCSI:
— HEKOTOpbIE MPOIECCHI TOICPKKH CHCTEMBI, HAIPUMEpP Ipolecc 00padoTKu
Bxoza B cucremy (Winlogon);

— mnporneccel Windows-cepBrcoB. B Buie cepBucoB 0(hopMIIeHBI KaK HEKOTOPHIE
cucTeMHbIe cepBHUCHI (Hampumep Task Scheduler), tak u oTnenbHBIE KOMITO-
HEHTBHI MPUKJIAIHBIX mporpamM, Hampumep Microsoft SQL Server, a Taxxke
HEKOTOPBIE IPANBEPHI;

— TIOJB30BATEIbCKHE MPUIIOKEHHA. Ha TeKymuii MOMEHT OHM OBIBAIOT IIECTH
tunos: Win32, Win64 (s 64-6utosoii Bepcuu cuctemsl), Windows 3.1, MS-
DOS, POSIX u OS/2;

— TIOJICHICTEMBI OKPYXXECHHSI. DTO 4acThb ONEPAIIMOHHONW CUCTEMBI (TIPOTPaMMHBIE
000JI0YKH), TPEAOCTABJISAIONIAS MPHIOKEHHUSIM IOJIB30BATEIS OMPEICIICHHBIN
JUIE KOHKPETHOM mojcucteMbl Habop ¢ynkimic. Windows obecrnieunBaet

paboty ¢ Tpems noacucremamu okpyxenus: Win32, POSIX u OS/2. Windows
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2000 mocTaBnsiercs ¢ aByMs noacucremamu, a B Windows XP, kpome Win32,

HC MMOCTABJIAIOTCA HUKAKUC JPYTUC ITOJACUCTCMBI OKPYIKCHUS.

K xomMmoHeHTaM OHCpaHHOHHOﬁ CHCTCMBEI, pa60TaIOHII/IM B PCKUMC A1Opa,

OTHOCATCA:

— HCIIOJHUTCIbHAsA CHUCTEMA, 06CCH6‘-II/IBaIOHIa$I 0a30BLIMH CCpBUCAMHU B 4YaCTHU

YIPABJICHUS MaMSThIO, TPOLIECCAMH U TIOTOKAMHU, BBOJIOM-BBIBOJIOM U T.JI.;
SAIPO, KOTOPOE COMEPKHUT OOOOIICHHBIM HAO0Op (GYHKIWHA OMNEPAIIMOHHON
CHUCTEMBI, CKPBIBAIOIIUN Pa3IUyUs MEXKIY amnmapaTHeIMH 1iaTdopMamu (Ha
pasHBIX 9JTamax pa3BuUTHS  omnepanoHHoW cuctembl  Windows  NT
noJyIepKuBauchk He Toiibko mpomeccopsl Intel, vo m MIPS, Alpha AXP,
Motorola PowerPC). Slnpo mpemocraBusieT mponenypbl/yHKIMUA U 0a30BbIe
OOBEKTHI, HCIOJIb3YyEMbI€ MCIIOJHUTEIPHOW CHUCTEMOM M JpaiiBepamu IS
peanmzanu CTPYKTyp U (QyHKUuA Oojee BbICOKOro ypoBHsA. K Takum
(GYHKIUSAM OTHOCSITCSI IUITAHWPOBAHUE IMMOTOKOB, TUCIETUEpHU3alUs IpephiBa-
HUI, CHHXPOHHU3aIUs IPOLIECCOB U T.1I.;

IpanBepbl YCTPOMCTB;

ypOBeHb ammapaTHbIXx abctpakiumii (Hardware Abstraction Layer, HAL) —
Ha0Op HU3KOYPOBHEBBIX (PyHKIMA (okojmo 92), obecneynmBaroIni
CTAaHJAPTHBIM UHTEpdeic B3aUMOJCHCTBHUS C  aMlapaTHO-3aBUCUMBIMU
dJIeMEHTaMu sl (YHKIUH, BBI3BIBAEMBIX KOMIIOHEHTAMH SJIpa, IPABEpOB U
UCIIOJTHUTENIHOM CUCTEMBI, TO3BOJISIIOIINNA abcTparupoBarbes OT TOro, Ha Ka-
KOM KOHKPETHO 3JIEMEHTHOW Oa3e (Yuiie KOHTpOJuiepa MNpephiBaHUS, KOH-

tposuiepa [1/][1) peanu3oBaHO BHITIOJIHEHHUE TOCTYIIA K IIMHE, TAaMEPy U T.J.;

— TMoJcCUCTEMA MOACP>KKU OKOH U TpauKH.

HpaiiBepsr  yctpoiicte B Windows, B oriauume ot DOS, nmns momnepkku

NEPEHOCUMOCTH He 00pamiaroTcst K 000pYJOBaHUIO HANpsSMYIO, a UCHOJB3YIOT (yHK-

uuu, nupeaocrasBiasieMble HAL. JlpaiiBepsl yCTpOWCTB peXuma slpa JOeNAarcs Ha

CICAYIOMIME OCHOBHBIC KATCTOPHH:

— JpaiiBepsl (PaillioBOM CUCTEMBI (HAPUMEP CETEBBIE PEAUPEKTOPHI U CEPBEPHI).

He crout nmoHnmars OyKBaJlbHO, UTO PeUb UAET TOJIBKO O (aillioBoil cucreme
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oreparroHHOW cucteMbl. Ha camoM Jnene MHOTHE (U3MYECKHE YCTPOMCTBa
(manpumep COM-mopTHI) MNPEACTABIAIOTCS B CUCTEME Kak (Dailiibl, u
oOpalieHue K HAM OCYIIECTBISIETCS MOCPEACTBOM BbI30Ba (DYHKIMHA, KaK K
oObryHBIM (paitlam, HO co crneruduueckuMu Tapamerpamu. Jlamee yxe
npaiiBepsl (pailloBOM CHUCTEMBI, MOJYYUBIINE 3alIpoC Ha BBOJ-BBIBO/I,
OTIPENIETSIOT, O KAKOM YCTPOMCTBE HIIET PeUb, M BHI3BIBAIOT COOTBETCTBYOIIHIEC
(bU3MYECKOMY YCTPONCTBY ApalBephl CICTYIOIIETO YPOBHS;

— npaiiBepsl ¢ noaaepxkoit Plug-and-Play (PnP) u ACPI (Advanced Configu-
ration Power Management interface — ycoBepiiieHCTBOBaHHBINH HHTEpdEic
yIpaBiIeHUS KOHPUTypaliel U SJHEPTOMOTPEOICHUEM);

— JpaiiBepsl, He mojiepxkuBatonue crnenudpuxamuu PnP u ACPl (manpumep
npaiiepbl mpotokosioB TCP/IP, IPX/SPX wu T.1.), KOTOpBIE paCIIUPSIIOT
(YHKIIMOHATBHOCTh CHUCTEMBI, MPEAOCTABIsIS JOCTYN M3 PEXHUMa IOIbh30Ba-
TeJIsl K CHCTEMHBIM CEpBHUCAM U JipaiiBepaM pexxuma siapa.

B cBoro ouepesnp, B KaKI0M U3 KaTErOpui €CTh TPYIIIBI JApaiBepOB, KOTOpPbHIE
pa3INyaloTCs B 3aBUCMMOCTH OT MOJETH YCTPOMCTBA M MECTa JIpaiiBEpOB B IIETIOUKE
00paboTKH 3ampoca Ha 00CTyKUBaHUE OTepalliii BBOIa-BbIBOJIA.

Haumnas ¢ Windows 2000, Obuta BBesieHa mojiepkka PnP u sHeprocOeperato-
mux texHosoruii (ACPI), 4To mpuBeno K CO3JaHUI0 MOJEIH IpaiBepoOB, HA3bIBAEMOU
Windows Driver Model (WDM). 3nech pedb HACT O JIMHEHKE OMEPAIMOHHBIX CHCTEM
NT, xors monmenb napaiiBepoB WDM u Obuta panee peasmzoBana B Windows 98 u
Windows Millennium Edition, omeparnmonnas cuctema Windows 2000 u Gosee
no3aaue Bepcun nuHekn NT mopmepkuBarOT M Tak Ha3blBaeéMble YHACIIETOBAaHHBIC
npaiiepsl (NT4), ecTecCTBEHHO, C HEKOTOPOM MOTEper PyHKIMOHATBHOCTH.

Monens WDM npenycmaTpuBaeT CyIieCTBOBAHUE TPEX TUIIOB JPANUBEPOB:

— JpaiiBep muHBL. MHTEPECHBIM MOMEHTOM SIBJIICTCS TO, YTO, B OTJIMYHE OT

ormeparionHo cucrema NT4, Windows 2000 wu Bblmie, IO3BOJISIOT
peanu3oBaTh MOMJCPKKY HOBBIX THIOB IIHH, HE TMOJJACPKUBACMBIX CaMOU

OIEPAIMOHHOM cHCTeMOM, He myTteM cosfanus cBoero HAL (DLL), a Bcero



JUIIb A00ABJIEHUEM CBOETO JApaiBepa IIMHBI. JTO KpalHe CYIIECTBEHHO MJIf
nocraBuukoB OEM-o60pynoBanus;

— (yHKIMOHAIBHBIN JpanBep;

— npaiiBep ¢uabTpa.

B pamkax o6oOmieHus moHsaTus ycrpoiictBa B WINAOWS cymiecTByeT MOHSTHE
Kjlacca yYCTpoucTB. BBemeHwe 3TOro ypoBHS — aOCTpakiuMi  COMPOBOXKIACTCS
HEN30€KHBIM MOSIBJICHUEM THUIIA APaiBEPOB, OTBEYAIOIIUX 32 00CTyKMBAaHUE YCTPOUCTB
omHoro kiacca (Hampumep CD-ROM), u npaiiBepoB, OTBEYAIOMINX 3a PEIICHHE TOTO
WM MHOTO YPOBHSI B3aUMOJICUCTBUSI C KOHKPETHBIM 000OpyanoBaHueM. B paMmkax 3Toro
JIEJIEHUS CYIIECTBYIOT JpAaBEPBHI:

— KJIACCOB YCTPOMCTB;

— TOpT-ApainiBepsl;

— MUHHUNOPT-APANBEPHI.

JlpaiiBepsl yCTpOKHCTB B oneparmonHoit cucreme Windows mMoryT paboTath Kak B
peXHUMeE s/ipa, TaK U B MOJIb30BaTEIBCKOM pexxkume. K mocnegHnum oTHOCATCS:

— npaiiBepbl BUpTyadbHbIX ycTpoiicTB (VDD);

— JIpaiiBepbl IPUHTEPOB.

BaxHelmmM KOMIOHEHTOM MCTIOJHUTEIBHOW CUCTEMBI, OTBEYAIOIIUM 32 CBSI3b C
YCTPOMCTBaMH, SIBJIAETCS MOJCUCTEMA BBOIAa-BbIBOA. IloCcTpOeHME TOACUCTEMBI BBOAA-
BBIBOJIA, KaK W JPYIMX KOMIIOHCHTOB omeparroHHon cucrtembl Windows mnpusBaHo
00ecreynTh MaKCHUMaJIbHYI0 YCTOMYMBOCTh cCHCTEeMbl B wHenoMm. lloatomy B
COOTBETCTBUHM C OOIIEH JOKTPUHOW pa3lelieHuss OTBETCTBEHHOCTH, CBS3aHHOU C
pesxkumMamu paboThl B oneparmonHoii cucreme Windows, nmpuitoskeHus mojib30BaTelis He
MOTYT oOOpalatbcsi K YCTpoWCTBaMm (ApaiiBepaMm) HampsMylo, a JUlIb Yepe3 Io-
CPEIHUKOB B JIMIIE AUCTIETYEPOB. HEKOTOPhIE KOMITIOHEHTHI TOJACUCTEMBI U AUCIIETUEPHI,
kak, Hampumep, aucrerdep Plug-and-Play, pabotaror kak B MO0JIb30BaTEIIECKOM
pexuMe, TaK U B PEKHUME sApa, HO B LIEIOM BCS MOJCUCTEMA M, B YaCTHOCTH, €€
IJIaBHBIA KOMIIOHEHT — JHCIETYEp BBOJA-BbIBOAA paboTaeT B pexume siapa. B
HEKOTOPOM TMPOMEKYTOYHOM TOJIO)KEHUH (C TOYKHM 3pPEHHUS JOCTYMHOCTU M3 Pa3HBIX

peKuMOB)  okasbiBatoTcs  INf-  wm cat-daitmel  (XpaHAT UQPOBBIE  OJIKCH,
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yIoCcTOBepstolue arrectanuio jJadoparopun Microsoft WHQL — Microsoft Windows
Hardware Quality Lab) u peectp. /lucnerdep BBOMa-BBIBO/IA HE TOJIHKO OOECIICUMBACT
B3aMMOCBSI3b MEKAY TMPUIOKCHUSAMHU TI0JIb30BaTENII U JIpaiiBepaMH YCTPOWCTB, HO
TaK)Ke IMPEIOCTABISACT OOLIMI I ApaliBepOB KO, HCIOJIb3yeMbIH IMpH 00pabOTKe
3allPOCOB, YTO CYIICCTBEHHO BIIMACT HAa MHHHMH3AIMIO KOJa caMux apaiiBepoB. OH
TaKXke oOecleynBaeT yIpaBjieHHe OydepaMu 3ampocoB BBOJA-BBIBOJA U IIPU
HCOOXOJUMOCTH BBI30BBI OJHUM JpaliBEPOM JIPYIHX JUIS OpPraHU3alldd 00pabOTKH
3aIpoca 1o Iernoyke. YPOIICHHAs CXeMa OpraHu3alluy MMOICUCTEMbI BBOIa-BbIBOIA [2]

n300pakeHa Ha pucynke 1.3.

MpunoxeHna Win32-cepBucobl
F 3 F 3 A ¥ §
v Y
Oucnetyep PnP YcTaHaBnuBa- INF- 1
Cryxba WMI nonib3oBaTesib- [T eMble CAT-
CKOro pexxuma KOMMOHEHTbI baiirbi
r'Y r'Y ;
MNonb3oBaTeNbCKUIA PEXUM PeseTp
Pexum agpa 'y
RAINY [RMPEN,, SNV [FSUSTRSCHIIS, /S eU T S PSSP S
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Pucynok 1.3 — KoMnoHeHTBI MOJICUCTEMbI BBOJ1a-BbIBO/IA

[Moacucrema BBOAa-BbiBoga WINdOWS mpoeKTHpOBaiach € LENbIO 00CCICUCHHUS
MaKCUMaJIbHOW THOKOCTH, KaK C TOYKH 3pPEHUS BO3MOXKHOCTH €€ pAaCIIUpEHUs
JIpaiiBepaMu cienu(PUIecKux yCTPOMCTB, TaK M C YYETOM MOAACPKKH MaKCUMAJILHOTO
abCTparupoBaHusl YCTPOMCTB JJIsl MPUKIATHBIX MPUIIOKEHUN. BakHBIMH MOMEHTaMU
obecrieueHus: MOAOOHONW (PYHKIIMOHAIBHOCTU SIBJISIOTCS BO3MOXKHOCTH JTMHAMUYECKOM
3arpy3Ku (SIBHOM WJIM HA OCHOBE MEPEUYHCIICHUSI) U BRITPY3KHU JIpaiiBepoB, 000OIICHHBIN

BUJT POPMUPYEMBIX CTPYKTYP 3alIPOCOB Ha BBO-BHIBOJ U aucneryepu3anus. OTHUM U3
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WHCTPYMEHTOB PETUCTPAIlUH, 3aIlyCKa, OCTAaHOBA M BBITPY3KH JIPAMBEPOB CITY)KUT
MEXaHU3M YIPABIICHHS CEPBUCAMHU.

1.2 Tunwi opaiisepos

B Windows NTS5 (2000/XP/XP Embedded) wucroms3yroTcst pa3iavuHbIC THITBI
npaiiBepoB. IlpuMepHOe mpeAcCTaBlieHHE O Pa3HOOOpa3WKM WX THUIOB MOXKET JaTh

pucyHok 1.4 [3].

Dpamaes:;:;;g:nwblx I HpaiiBepsbl pexxuma sapa I
vaaufsepbl [Opaiisepsl PP HacnfeAHble
¢aiitnosoil cuctembl I ApaiiBepbl
Hpaiieepbl WDM

MoHonMTHbIE
yHKUMOHANBHbIE
Apaiisepbl

Opaiisepbl
Knaccos

OpaiiBepbl-
¢unbTpbI

MununapaiiBepbl

Pucynox 1.4 — Tuns! apaiisepos B Windows NT5
HpatiBepsl BuptyanbHbix ycrpoiictB (VDD — Virtual Device Driver) ssistroTcs

KOMITIOHEHTAMH  TIOJIb30BATEIIbCKOTO  PEXKMMA, TO3BOJISIIONIMMU 1 6-pa3psaHbIM
MPUJIOKEHUSIM TIOJIHOLIEHHO paboTaTh ¢ 000pyJa0BaHUEM. DTH JpaliBepbl UCMIOJb3YIOT
OMTOBBIE MAaCKH BBOJIa-BbIBOJIA JIJIsl TIepexBaTa oOpalnieHuil Kk noprtam. Takum oOGpazoMm
OHM UMUTHUPYIOT (BUPTYATU3YIOT) YCTPONUCTBA JIJIsl MPUIIOKEHUN, OPUEHTUPOBAHHBIX HA
MOHOMOJIbHYIO TIPSIMYIO pabOTy C HUMHU.

JlpaiiBephl pexxumMa sijipa BKIIFOYAIOT B ce0s1 HECKOJIbKO moiBuaA0B. JpatiBep PnP —
9TO JIpaiiBep, moaaepxuBaromuii mporokossl Plug and Play B cucteme Windows XP.

WDM-npaiiBepom HasbiBaeTcsi [3] npaiiBep PnP momnepskuBaronuii  takxke
MPOTOKOJIBl YMIPABICHUSA MUTAHUEM U COBMECTHUMBIA C ONEPAIMOHHBIMU CHCTEMaMu
Windows 98/Me/2000/XP na ypoBHE UCXOAHBIX KOJIOB.

B kareroputo WDM-napaiiBepoB BXOAIT Takke JIpaiBEepbl KIaccoB (IS
yIpaBJICHUS YCTpOMCTBaMH OTIPEJICTICHHBIX KJIacCOB), MUHUPANBEPHI

(mpenocTaBistolMe ApadBepaM KJIAcCOB CHEHU(UYECKYI0 TMOANEPKKY YCTPOUCTB
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KOHKPETHBIX  MPOU3BOAUTENCH),  MOHOJUTHBbIE  (YHKUIHUOHAJIbHBIE  JpaiBEpbl
(peanusyronue (QYHKIIMOHAIBHYIO MOAJEPKKY YCTPOWCTBA) M ApailBepbl-(DUIBTPHI
(mepexBaThIBAIOIIKE ONEPAlMU BBOAA-BBIBOJIA JIJISi KOHKPETHBIX YCTPOUCTB C LIENBIO UX
paciMpeHus Uil MOAU(PUKALIUN).

HpaiiBepsl (GaitioBoN CUCTEMBI TTOIEPKUBAIOT CTAHAAPTHYIO MOJAETb (halIoBOM
CUCTEMBI Ha JIOKAJIbHBIX WJIH CETEBBIX HOCUTEIISX.

Hacnennble npaiiBeppl yCTPOMCTB HEMOCPEICTBEHHO YIIPABILIIOT YCTPOWCTBAMHU
0e3 momolu Apyrux apaiBepoB. K 3Tol kareropuu OTHOCSTCS B OCHOBHOM JIpaiiBEphI
panaux Bepcuii Windows NT, pabGotatomue takke u B Windows XP. ['maBHo#
OCOOCHHOCTBIO TaKUX APaiBEPOB SBISETCS OTCYTCTBHE B HUX IMOAJIEPKKH CTaHAApTa

Plug and Play.

1.3 WDM-opatisepwi

[Ipu wanucanum WDM-napaiiBepa 1jisi KOHKPETHOTO YCTPOMCTBA HEOOXOAUMO
NpEeXJIEe BCEro pElIUTh, KAaKOM HMMEHHO JpaiBep HEOOXOAMM — MOHOJIUTHBIN
GbyHKIHOHATIBHBIN JIpaiiBep, ApaiiBep-GuiasTp Wik MUHUApanBep. paiiBepamu KjIaccoB
OIEPAIMOHHYIO CUCTEMBI O0BIYHO oOectieunBaeT Gpupma Microsoft.

MuHugpaiiBep co3laercs B TOM CJly4yae, €clid JJid YCTPOMCTBA, KOTOPOE
HEOOXOMMO TOAJepKUBaTh, y ¢GupMbl Microsoft yxke ects napaiiBep Kiacca.
MunupapaiiBep Oyner npu paboTe ¢ YCTpPOWCTBOM BbI3bIBaTh (PYHKIMHU JipaiiBepa
KJj1acca.

HpaiiBepbl-GUiabTpbl HEOOXOAUMBI B T€X CIIy4asiX, KOrJa Haj0 JIMIIb HEMHOIO
WU3MEHHUTD PEAKIIMIO CYIIECTBYIONIETO 0000IICHHOTO ApaiiBepa oT ¢pupmbl Microsoft.

MononuTHble (YHKIIMOHATIBHBIE ApaiBepbl HEOOXOMUMBI ISl TEX YCTPOUCTB,
KOTOpbIE HE TNOMNAJal0T B ONMCAHHBIC BBINIE KAaTErOpuu. Takoil [paiiBep BIIOJHE
CaMOCTOATEJIEH, U ONPEAEIIAET BCE NEUCTBUS M0 YIPABICHUIO YCTPOMCTBOM.

Crnennduieckoil 0COOEHHOCTBIO JIpaiiBepa, OTIWYAIONIEH €ro OT MPHUIIOKEHUS,
ABJISIETCSI OTCYTCTBUE Y HErO TJIABHOTO MOAYJIS, ONPEAEISIIONIEr0 MOCIe0BaTEIbHOCTh
BbITIOJIHEHUS (yHKIMA. Kak yke roBOpHIIOCH, BBITIOJIHEHHE JTIF000H (YHKIIMU JIpaiBepa

OCYUIECTBIISIETCS TOJILKO IO 3aMIPOCY ONMEPALIMOHHON CUCTEMBI.
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Emie oqHo oTiuuue apaiiBepa OT JIF0OOTO MPUIIOKEHUS 3aKIH0YAeTCsl B TOM, YTO
CUCTEMa HE CO3/Ia€T CIEUHAIBHOTO MOTOKA /JI BBIOJIHEHUS KoAa ApaiiBepa. OyHKIIUH
JpaiiBepa BBIMOJHAIOTCS B KOHTEKCTE TOTO MOTOKA, KOTOPBI ObLT aKTUBEH B MOMEHT
BBI30BA CUCTeMOW (yHKIMH. B 3TOM cirydae TOBOPST, BhIOJHEHNE QYHKIIUN IpaiiBepa
MPOUCXOJUT B KOHTEKCTE MPOU3BOIBHOTO MTOTOKA.

OpnHako, cienyer UMETh B BUAY, YTO TaKO€ MPOUCXOAUT HE Bcerna. JpaiiBep
MOXXET  CO3/1aBaThb COOCTBEHHBIC CHCTEMHBIE TIOTOKH, BBI3bIBasS  (YHKIIHIO
PsCreateSystemThread.

[Ipon3BOJIBHOCTL ~ KOHTEKCTAa MPOTPAMMHOTO  IOTOKA  ONpENETsieT  JIBE
O0COOCHHOCTH JIpaiiBepOB:

— JIpaiiBep HE MOKET OJIOKMPOBATH MPOU3BOJIbHBIE MTOTOKH, TaK KaK 3TO MOXKET

MIPUBECTH K HETIPEICKA3yEMbIM MOCIIEICTBUSM,
— B IPOU3BOJLHOM IOTOKE JpailBep MOXET CO3/aBaTh TOJBKO ACHHXPOHHBIC
naketel |IRP, Tak kak CHHXpPOHHBIC MAaKEThl ABTOMATUYECKU OTMEHSIIOTCS B

CJIy4dac 3aBCpHICHMA IIOTOKA, B KOHTCKCTC KOTOPOIro OHHU CO3daHBbI.

1.4 Hepapxus ycmpoticme u opatieepos

[Ipexne, yem paccMaTpuBaTh NMpouecchl GyHKIMOHUPOBAHUS U B3aUMOACHCTBUSA
JPalBEPOB, CIEIYET PACCMOTPETh HEPAPXHUI0 YCTPOMCTB U JIPAWBEPOB, JICKAILYIO B
OCHOBE 13TOro B3aumoneucTBus. KoHuenuuss moaoOHOW uepapXuu JIOCTATOYHO

HarJISTHO MpeIcTaBiicHa Ha pucynke 1.5 [3].

¢"”§§5§'§r“‘"" -——-p| BepxHuit punLTPYIOWWMIA
YCTpOWCTBa ApaiiBep
¢Wmiﬁﬁc’:b”bm -] DYHKUMOHANbHDBIA
YCTpOWCTBA Apaneep
wn:;ﬁf,?,""”“ ———3| HwkHWA duUnsTpyIoWWi
YCTPOWCTBA apaneep

dusnyecknin
obbekT iatate o [paineep WWHbI
YCTPOWCTBA

Pucynox 1.5 — Mepapxust 00beKTOB yCTpOICTB U ApaiiBepoB B Mmoaenu WDM
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Ha pucynke 1.5 Tpu cTonlua o3Hayaror cieayroliee:

— JIeBBIM CTOJOEL] MPEACTABISIET CTEK (HANpPABJICHHBIA CHU3Y BBEPX) CTPYKTYP
sapa DEVICE_OBJEKT, xaxkmas W3 KOTOPBIX OIHUCHIBACT CHEIUDUKY
yIPABJICHUS OJJHUM YCTPONCTBOM,

— cpenHui ctonler mpeAcTaBisieT HA0Op ApailBEpOB YCTPOUCTB, YUACTBYIOLIUX
B yIpaBICHUH,

— TIpaBbIil cTO0CI] MOKa3bIBAET HampapieHus nepeaayn |IRP (makeros 3ampocoB
BBO/Ia-BbIBOJIa) MEXAY ApaiiBEpaMH.

Mopnens WDM npeaycmaTpuBaeT Kak MUHUMYM JBa JIpanBepa I KaXJo0ro
ycrpoiictBa. OIuH U3 IpalBEpOB — PYHKYUOHANbHYIL Opatiéep — OTBEUYAET 3a ONepaluu
BBOJa-BbIBO/Ia, OOpa0OTKY MpepbIBaHUM, a TaKKe IPEIOCTABICHUS I0JIb30BATEIIO
BO3MOKHOCTEHN YNPABICHUS YCTPOMCTBOM. ITO TO, 4TO B MS-DOS BBINOJHSIET ApaiiBe
YCTPOMCTBA.

BropsiM npaiiBepoM sIBIsiETCS Opatigep uitiHbl, OTBEUAIOIINANA 32 B3aMMOJICCTBHE
o0opyaoBaHusl ¢ KommbioTepoM. Tak, Hampumep, apaiisep mmubel PCl (Peripheral
Component Interconnect) oOHapyXHBaeT KapTy pacUIMPEHUs, BCTaBICHHYIO B CIOT
PCI, ompenensier TpeOoBaHUS KapThl K pecypcaM, KOTOPHIE JOHKHBI OBITh BBIICICHBI
Ui o0ecredeHus CBS3M C KOMIIbIOTEpOM (IIOPThI BBOAA-BBIBOAA, OOJACTU MaMSTH),
BKJIFOUAET M BBHIKIIOYAET MUTAHUE B CIIOTE KapPThI

MHorue ycTpoiicTBa MMEIOT 0oJjiee IBYX JApaWBEepoB. DTU JOMNOJHUTEIbHBIC
JIpaiiBepbl OOBIYHO HA3BIBAIOT Opausepamu-Quibmpamu (Ui  Guibmpyrowumu
opatieepamu). JpaliBepbl-QUIBTPBI OTCICKHUBAIOT BBHINIOJIHEHUE ONepaluidi BBOJAA-
BbIBOJIa (DYHKUMOHANBHBIMM JIpaiiBepaMu WM MOJUGUUUPYIOT UX TOBEJICHHE.
Bepxuuit  Qunbtpyromuii - gpaiiBep mosydaer jgoctyn k maketam IRP g0
(GYHKIIMOHATBFHOTO JIpaiiBepa, YTO MO3BOJSIET €My MOJAECPKUBATH JOMOJHUTEIbHBIC
GbyHKUIMH, OTCYTCTBYIOIINE B (YHKIMOHAIBHOM JipaiiBepe. MHorna BepxHuil apaisep-
GuIbTp HCTpaBIsSeT HEAOCTATKHU (DYHKIIMOHAIBHOTO JIpaiiBepa.

Hwxuuii  dunetpyrommii  apaiisep nomywyaetr mnaketel |IRP,  xotopsie

(GbyHKIIMOHATBHBIN JIpaliBep OTHpaBiseT (Kak OH JymaeT) ApaiiBepy muHbl. Ero 3amaua

14



TAKXEC 3aKJIII04YacTCsa B MO,ZII/I(i)I/IKaIII/II/I, a €CJIM HaJo, TO U B HUCIPABJICHHUHU ITOBCACHUS

(GYHKIIMOHATBHOTO JpaliBepa Mpy BHIMOIHEHUN ONEepaluil C IIUHOM.

Kak mokazano Ha pucyHke 1.5, Kaxabli M3 4YEThIpEX MOKAa3aHHBIX IPABEPOB

ycTpoiictBa cBsizan ¢ oaHou u3 crpykryp DEVICE_OBJECT neBoro cronbua. Otu

CTPYKTYPbI IPUHITO 0003HAYATh CIEAYIOLIMM 00pa3oM:

— PDO (Phisical

Device Object) — ¢dusuuecknii 00BEKT YCTpPOMCTBa,

UCIIOJIb3yeMbIH JIpaliBepOM IIUHBI JIsi MPEJCTABICHUSI CBSI3M YCTPOICTBA C

IIMHOM,

VCTIOJIb3YEMBI

(bYHKIIMOHATBHBIM

(YHKIMOHATBHOCTBIO YCTPOICTBA,

JpaiiBepoOM

FDO (Function Device Object) — ¢yukunoHambHbIH 00BEKT YCTPOHCTBA,

JJIA YIIPaABJICHUA

FIiDO (Filter Device Object) — o¢wibTpytommii 00BEKT yCTPOWCTBA,

UCIIOJIb3YEeMbIi  ApaiiBepoM-QUIbTpOM Uil XpaHeHus uHpopmanuu 00

000pyJOBaHUU U O BBIIIOJIHEHUH Olepanuil GUiIbTPALHH.

OpaiiBep WKWHBI

O6HapyxuBaeT
»  obopyaoBaHue,
cosgaeTt PDO

CoobuaeT Ha
HaWaeHHbIX PDO

Coobuaer
MASHTU UKATOPbI
YCTPOWCTB

YcTponcTeo  E

Coobuaer
0 TpebyemMbix
pecypcax

1 =lolnvalidate DeviceRelations —;

OucneTtyep PnP

CTpOUT CNUCOK,
AoyepHux PDO

2
IRP_MN_QUERY_DEVICE_RELATIONS &

IRP_MN_QUERY 2 3 ———

1
1
& IRP_MN_RESQURCE_REQUIREM ENTS():GQJ‘

Monb3oBaTens !:}7 —» IRP_MN_START_DEVICE

Onpeaenaet
naeHTUhUKaTopbl
AOYEPHUX YCTPOWCTB

Wwet cekyuio Install
B INF-¢aiine
YcTaHaBnuBaeT n
WHALMUPYET ApaniBe|

BbisbiBaeT
AddDevice

[

Onpeaenaet
KOH¢p urypavuio

Pucynok 1.6 — IMoakmouenue ycrpoiicrsa Plug and Play

Kak yxe rosopunocs Beiie, WDM-apaiisep, 3To, npexie Bcero, PNP-apaiisep.

JIro6oe yctpoiictBo PnP  o6mamaer »lEKTPOHHOM CHUTHATYpPOM,

CIyXallen ist

uaeHTudukanuu ycrpoictea. Jpaiisep munsl Plug and Play moanep:xuBaeT QyHKIHEO

nepeuucienusi (CKaHAPOBAaHUS BCEX BO3MOXKHBIX YCTPOICTB B MOMEHT 3aIlyCKa).

JpaiiBepbl IIHMH, TOAIEPKUBAIOLIUX «TOpsSYee» MOAKIIOYEHUE YCTPOWUCTB (Hampumep,

USB, PCMCIA),

OTCJIC)KMBAIOT allllapaTHBIC CHUI'HAJIBI,

15

CBUACTCIILCTBYIOIHUE O



IIOABJICHHUH HOBOTO YCTpOﬁCTBa Ha IIWHCEC. PGSYJIBT&TOM MEPCUNCICHMS, BBIIIOJIHACMOIO

B MOMEHT 3aIlyCKa WX B MOMEHT MOJKIIOYCHHSI YCTPOICTBA, ABIISETCS HAOOP OOBEKTOB

PDO, noka3aHHbIX Ha puUcyHKe 1.6 (mogpoOHee 00 00bEeKTax — B CICAYIOIIEM pa3jiene).

(1)

()

(3)

(4)

Kak Tonmbko npaiiBep MIMHBI OOHApyXUBAaeT (DAKT MOJKIIIOUECHUS WU
OTKJIFOYEHUS o0opynoBaHus, OH BBI3bIBAET byHKIHIO
lolnvalidateDeviceRelations, coobmas aucrneruepy PnP  crmcok
JIOUYEPHUX YCTPOUCTB.

Hucnetuep PNP otnpasinsier npaiiBepy naketr |IRP, kotopsiii conepxut
ocHoBaor (MJ) xox ¢yukmuu IRP_MJ_PNP u pomonHWTENbHBIN
(MN) xon ¢yakmuun IRP_MN_QUERY_DEVICE_RELATIONS,
O3Hauarolue, yTo aucrneryep PNP 3ampamimBaeTr OTHOIIEHUS IIHHBI
(QUERY DEVICE RELATIONS) — (2) Ha pucyHke. B oTBeT Ha 3TOT
3ampoc ApaiBep IMIMHBI BO3BpaIaeT CBOM cucok oowektoB PDO, wu3
KoToporo aucnetrdep PnP  moxer omnpegenuth, Kakue U3
IPEICTaBICHHBIX B CHUCKE YCTPOUCTB €I11€ HE MHUIIMATU3UPOBAHBI.
Hucnetuep PnP  mnoceutaer npaiiBepy mmHbl maketel |IRP ¢
JOTIOJTHUTEIIbHBIM kogom  ¢yakmmu  IRP_MN_QUERY_ID,
3ampalmBaroIie y JApaiBepa MMHBI HACHTU(GUKATOpbl. OauH U3
UACHTU(PUKATOPOB — HJEHTU(DUKATOP YCTPOHUCTBA — OJHO3HAYHO
ONpeaeNseT TUIl KOHKPETHOTO YCTPOUCTBA.

[lo unentudukaTopy ycrpoictsa aucneryep PnP umier cBeneHus od
YCTPOWCTBE B CUCTEMHOM peectpe. JlanpHeummme JelcTBUsA
JUCIeTYepa 3aBUCAT OT TOrO0, MUMEETCS JIW B CUCTEMHOM pEeecTpe
uHpopmanuss 00 H3TOM KOHKpETHOM ycTpoicTBe. Eciam Takoit
uHpopManuu  HeT (B CHUCTEMHOM  pEecTpe  OTCYTCTBYET
COOTBETCTBYIOIIMI  pa3jen), HauyuHaeT paboTaTh MOJACHCTEMA
yCTaHOBKH. MHCTpyKIIMM 1O yCTaHOBKE HEOOXOJUMOTro  JJis
YCTPOMCTBAa MPOrpaMMHOTO oOecreueHus XpaHsaTcs B (Qailax ¢
pacumpenueMm .INF. Kaxnpiii Takoil ¢aiin coaepXuT OAHY WU

HECKOJIBKO KOMaH[J, CBA3bIBAIOIINX I/II[eHTI/I(l)I/IKaTOPBI YCTpOﬁCTB C
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yCTaHOBOYHBIMU cekiusaMu B 3ToM .INF-daiine. To ectb, moacucrema
B 3ToM cnydae meitaetcs Hathn INF-aitn ¢ xomanmoi,
COOTBETCTBYIOIIEH UAEHTU(GUKATOPY ycTpoiicTBa. OOHAPYXHUB TaKYIO
KOMaHJly, MOJICUCTEMa YCTAHOBKHM  BBINOJHSAET  HMHCTPYKLUH,
MPUBEIEHHBIE B COOTBETCTBYIOLIEH CEKIMH YCTaHOBKH. [lpum
3aBEPILEHUU MPOIECCa YCTAHOBKU MOJCUCTEMA CO3/IaCT B CUCTEMHOM
peecTpe paszien A JaHHOTO YCTPOMCTBA.

Eciu e pucnerdep PnNP Haiimer B peecTpe cBeAeHHs 00 YCTpPOMCTBE,
HEOOXOJMMOCTh B BBI30BE IMOJICUCTEMBI YCTAHOBKH OTIIAJIET, U BCE ATAIlbl, CBSI3aHHBIC C
YCTaHOBKOM OyJyT MPOMYLIEHBI.

Teneppr nucneruep PnP 3Haer, 4yTO B CHCTEME HMEETCS YCTPOWCTBO, 3a
o0cCy’KMBaHUE KOTOPOTO OTBEYAET KOHKPETHBIM ApaiiBep. Eciau 3TOT ApaiiBep emie He
3arpy’ke€H B BUPTYaJIbHYIO NIaMATh, AucneTdep PnNP oOparmraercs k nucneryepy naMstu
C 3ampocoM Ha OTOOpakeHHe JpaiiBepa, IOCIE YEro CUCTeMa cO3JaeT (QailioBoe
otoOpaxkenue. llpu 3TOM mpom3BOAMTCS BBHIOOpPKA KOAa JpaiiBepa M HEOOXOIMMBIX
JAHHBIX C HCIIOJIb30BAHMEM MEXaHW3Ma TMOATPY3KH. 3aTeM JUCIeT4Yep MaMATH
BhI3BIBaCT PyHKIMIO DriverEntry.

Hanee mucneruep PnP Be3bBacT ¢yHkiuio AddDevice, 4To0Obl cOOOMIUTH
npaiiBepy 00 0OHapYyKEHUU HOBOTO IK3eMILIsIpa ycTpoiicTBa (5) Ha pucyHke 1.6.

3arem nucneruep PnP noceinaet apaiiBepy mmnbl naket IRP ¢ monosHuTe IbHBIM
kogoM IRP_MN_QUERY_RESOURCE_REQUIREMENTS, xoTopslii 3ampamniiBaeT
y IpaiiBepa IIMHBI OMUCaHusl TPEOOBAaHMIA YCTPOUCTBA K pecypcam (HOMEep IpephIBaHus,
ajpeca MOpPTOB BBOAA-BbIBOJA, KaHaibl DMA). JlpaiiBep HIMHBI yJOBJIETBOPSET 3TOT
3anpoc — (6) Ha pucyHke 1.6.

Teneps aucneryep PnP rotoB k HacTpoiike obopynoBanus. Eciu BblaeneHue
pecypcoB BO3MOXHO, aucnerdep PnP moceutaer gpaiiBepy mnaker IRP_MJ _PNP c
nononHutenbHbIM  komoM  ¢yukmuu  IRP_MN_START_DEVICE.  IpaiiBep
IIPOU3BOJMUT HACTPOMKY M MOJKIIOYEHUE PECYPCOB, MOCJE YETO YCTPOWCTBO F'OTOBO K

pabore.
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Ecnu ycTpoiicTBO mim JpaiiBep (TO, YTO Ha3bIBAIOT HACIEAHBIM JpaliBEpOM) HE
nojanepxkuBaet crapmaapt Plug and Play, onepanmonHas cuctemMa HE B COCTOSHHH
aBTOMATUYECKU OOHAPY>KUTh U OMO3HATh YCTPOUCTBO.

JUiss Takux yCTPOMCTB B KOMIUIEKTE OOBIYHO TIOCTABIIET KOMIUIEKTHOE
nporpaMMHoe obecrieueHue. [Ipu ycTaHOBKe yCTpONCTBA MOJIB30BATENb B JHATIOTOBOM
peXKHMME YKa3bIBAE€T CUCTEME HYKHYIO ceKUuto HykHOro .INF-¢aiina, kak 310 noka3aHo
Ha pucyHke 1.7 (1).

[IporpamMMa yCTaHOBKM CO3/1a€T B PEECTPE Pa3zeiibl, UCIOIb3yEMbIE KOPHEBBIM
nepeuncaurenemM (2). JlaHHble, 3amuchbIBa€Mbleé B PEECTP, MOTYT BKJIKOYATh TaKkKe
JIOTUYECKYIO KOHPUTYpAIHio U TpeOOBaHUs yCTpOHCTBA K pecypcam (3).

B  3aBepmieHMM  moOJICHCTEMa  YCTaHOBKM  IIPEUIAracT  I10JIb30BATEIIO
nepe3arpy3utb cucremy (4). Ecam HeoOXonMMo, IpH BBIKIIOYEHHOM KOMIIBIOTEPE
IPOM3BOJAUTCS ~ HAaCTpOMKAa  yCTpOMCTBAa  MHpH  MOMOILIM  [EpPEMBbIYEK  W/WIH

nepeKn}oaneJIeﬁ B COOTBCTCTBHU C PYKOBOACTBOM IIO YCTAHOBKC.

MNMonbsoBaTtensb Moacuctema
BanyckaeT MacTep YCTaHOBKM

YCTAHOBKM HOBOTO
obopygoBaHna CUCTeMHbIA
_________ ; peectp
A

Bbi6upaet
NpoN3BOAMTENA U
MoZenb YCTpocTBa

Co3paeT HeobXoauUMble
1 2 pasaensi
CUCTEMHOrO peecTpa

3

HactpaungaeT n ‘ Onpeaenset
noaxnoyaeT 4 KOHeh Mrypauuio
YCTPOWUCTBO | no LogConfi

YcTponcTeo I

Pucynok 1.7 — YcranoBka ycTpoiicTBa, He nmoanaepxuBatomiero Plug and Play

[locne mepe3arpy3ku CHUCTEMBI KOPHEBOM MEPEUHUCIUTENh CKAaHUPYET PEECTp H
HaxXOJUT YCTaHABIMBAEMOE YCTpPOMCTBO. Jlamee Bce MPOMCXOAUT TakK XK€, KaK IpHU

yCTaHOBKE yCTpoiicTBa, nmoaaepkuaromero Plug and Play.

1.5 Ilopsioox 3azpysku Opaiieepos
Panee yxe ObUTO CKa3aHO, YTO KpoMme (DYHKIIMOHAJIBLHOTO JIpaiiBepa yCTPOHCTBO

MOXKET 00JIaflaTh eIlle BEpXHUM U HIDKHHM JpaiiBepamu-(uasrpamu. Mabopmanms o
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npaiiBepax-puiabTpax XpaHUTCS B pas[enax CHUCTEMHOro peectpa. B pazmene
YCTPOMCTBa, conepkameM uHPoOpManMio 00 SK3EeMIUIIpE YCTPOMCTBA, MOTYT
npucyTcTBoBath mapamerpbl UpperFilters u LowerFilters, xotopsie ompenensiroT
COOTBETCTBECHHO BEPXHHE W HIDKHUE JIpaBephI-PIIBTPBI AJIsI 3TOTO dK3eMIuiipa. B
peecTpe HMMeeTCs Takke pasfen uid Kiacca, K KOTOPOMY OTHOCHUTCS JIaHHOE
ycTporcTBO. Pasnmen kmacca Takke MOXET cojepxarh mapamerpbl UpperFilters u
LowerFilters. Onu omnpenenstoT apaiBepbl-QUIBTPBI, 3arpyKaeMble CHUCTEMOH s
Ka)XJ0T0 yCTPOMCTBA ATOTO KJlacca.

Yacto ObiBaeT HEOOXOAUMO 3HATh, B KAaKOW IOCJIEIOBAaTENIbHOCTH CHUCTEMA
3arpy)kaet ApaiBepsl. PaHee y)ke TOBOPHIIOCH O TOM, YTO TMPOIIECC 3arpy3Ku ApaiiBepa
IPUBOJUT K  OTOOpaXKEHHIO €ro KoJa Ha  BUPTYaJIbHYIO maMmsATh. U3
MOCJIE0BATEILHOCTH 3arpy3Ku JpaiiBepoB Hanbosiee BaXKHOU siBisieTcs MHPOpMaIus o
nopsizike BbI3oBOB (yHkimit AddDevice apaiiBepoB. 31ech MOCIEIOBATEIBHOCTD
TakoBa (pucyHok 1.7) [3]:

— BboB QyHknuit AddDevice Bcex HMKHUX JpaiiBepoB-(QHUIBTPOB, YKa3aHHBIX

B pasJiesie yCTPOMCTBA B MOPSIAKE UX ClieoBaHus B mapameTtpe LowerFilters,

— Bb3oB pynknuii AddDevice Bcex HWKHUX JpaiBepoB-(PHUIBTPOB, YKa3aHHBIX

B pa3jielie Kjacca B MOPpsIKe UX cieaoBanus B mapamerpe LowerFilters,

— BboB ¢yHkuuun AddDevice ¢yHKIHOHAIBHOTO ApaiiBepa, OMPEAeIsieMOro

napaMeTpoM Service B pasjelie yCTpoicTBa,

— BbI30B (pyHKIMiIt AddDevice Bcex BepXHHUX ApaiBepOB-(PHILTPOB, YKa3aHHBIX

B pasjiesie yCTPOMCTBA B OPs/IKE UX ciemoBanus B mapamerpe UpperFilters,

— BbI30B (pyHKIMit AddDevice Bcex BepXHUX ApaiBepOB-(PHILTPOB, YKa3aHHBIX

B pasjielie Kjacca B MOpsJIKe UX cliegoBanus B mapamerpe UpperFilters.

Jlist Toro 4yToOBl HAJISAHO YBUIETh UEPAPXUIO YCTPOUCTB U APANBEPOB, MOKHO
BOCIIOJIb30BaThCs yTrauToi DevView, nmerorerics Ha aucke K [3].

Ha pucynke 1.9 mnokazan pe3ynbTaT paOOThl YTWIMTHI Ha KOHKPETHOM
KoMmmbioTepe. Ha pricyHke BbIOpaH NapaulebHbIA MPUHTEP, M IMOKa3aHa WH(OpMAIIHs
no obwekty PDO ((usnmueckuii 0OBEKT YCTpPOWMCTBA), a TaKXKe JIOMOJHHUTEIbHbBIE

nanfbie (details).
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BepxHue

5 ) GhUnbTPLI

KnaccoB

BepxHue

4 o) GUNBTPbI

YCTPOWCTB

byHKMOHanNbHble
Apaneepbl

HwxH1e

2 |::> ¢ UnbTpbI

KflacCoB

HwxHue

1 |::> ¢ UnbTpbI

YCTPOWCTB

Pucynox 1.8 — INopsinok Be1zoBa ynkuit AddDevice

Ha pucynke 1.10 nokazana undopmanus no o6sexty FDO (pyHKIHOHATHHBIN
00BEKT ycTpoicTBa). M3 MpuBENEHHBIX PUCYHKOB BUAHO, YTO AJIA 3TOTO YCTpOWCTBa
Ipe/ICcTaBIIeHbI Jinb ABa Tuna oosektoB PDO u FDO.

Jna cpaBHeHust Ha pucyHke 1.11 mokazana uHopMmanusi Juis YCTpOMCTBa —
CDROM. Ha pucyHke BHIHO, YTO B yCTPOMCTBE IMpencTaBiieHO Ienbix Tpu FIDO —

GuIBTPYOMUX 0O0BEKTA YCTPOUCTBA.

x|
PDO | Foo |
\Device\DOT4PRINT1
Device type [FILE_DEVICE_PARALLEL PORT
iver [Eoevicopetaie xl
Flags: Device Object Name ADevice\DOT4PRINT1
gg:gﬁss_ [EL—LIJOMERATED_DE\/I Instance Path: |DOT4\vm_uamaPm_u31mﬂav_muuapm
DO_POWER_PAGABLE
FDO Service Name: [potaprint
Characteristics: Manufacturer: |Mi|:vusuﬂ
Hardware ID [poTavid_03i08Pid_03172Rev_0T002PRI
Device Class: IIEEE 1284.4 COBMECTUMBIE MPUHTEPEI
~Security Information
Owner: .
Access Control Entries: Allow to Bee

SYNCHRONIZE
READ_CONTROL
FILE_WRITE_ATTRIBUTES
FILE_READ_ATTRIBUTES
FILE_TRAVERSE
FILE_WRITE_EA
FILE_READ_EA
FILE_APPEND_DATA |

SYSTEM

AoMuHUCTpaTOpEI
OrPAHUHYEHHBIE

ok | owewa | momene |

Pucynok 1.9 — Undopmarmst DevView o 06bexTy PDO i napasuiebHOToO MpUHTEPA
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IEEE 1284.4 cOBMECTVMbI MPUHTED x|

PDO FDO |

\Device\10000077

Device type: [FILE_DEVICE_PARALLEL_PORT]

Driver. ,W Siom
Flags:

DO_DIRECT_IO

DO_POWER_PAGABLE

Characteristics.

FILE_AUTOGENERATED_DEVICE_NAME

— Security Infol
Owner: AIMAHUCTPATOPS!
Access Control Entries: Allow to Bee:
SYNCHRONIZE
SYSTEM
AIMUAHUCTPETOPEI
OrPAHMHYEHHLIE

oK omera || Mpusire |

Pucynok 1.10 — Uadopmanus DevView no oobexkty FDO a1 mapanienbHoro
pUHTEPA

INERO IMAGEDRIVE2 SCSI CdRom Device E x|
POO |FiDo | FiDo | FiDO |

\Device\Scsitimagedn1PortdPath0TargetOLun0

Device type: IF\LE_DEV\CE_CD_ROM

Driver: imagedn View.
Flags:

DO_DIRECT_IO

DO_BUS_ENUMERATED_DEVICE

Characteristics:

FILE_DEVICE_SECURE_OPEN
FILE_REMOVABLE_MEDIA

~ Security Informatic

Owner: /ADMUHUCTPATORb!

Access Control Entries:

Allowto Bee:

SYNCHRONIZE

SYSTEM READ_CONTROL

AqvnvcTpaTops FILE_READ_ATTRIBUTES

OMPAHUHEHHEIE FILE_TRAVERSE
FILE_READ_EA

FILE_READ_DATA

ok | omewa | mpsmene |

Pucynok 1.11 — Uudopmarus DevView no oobexty PDO nis yerpoiicteBa CDROM

1.6 Bonpocwt onsa camonpogepku

Kaxkoga ctpykrypa WDM-npaiisepa?
Kak npencraButh paiiBep, Kak KOHTeMHep (QyHKIIHA?
Kakue ¢pyHkumu sBisitoTcs: 00s13aTeIbHBIMU B IpaiiBepe?

Kakune Heobs3aTenpHbIe (PYHKIIMU MOTYT MPUCYTCTBOBATH B ApaiBepe?
Kaxkue apaiiBepbl conepkaTh 00pabOTYHKY TTPEphIBaHUI?

Kaxkue apaiiBepbl MOTYT cOZIEpKaTh (DYHKITMHU OTI0KEHHOTO BBI30BA Mpotieayp?
Uto Takoe 00J1acTh HCIIOJIHIEMOTO KoJ1a JpaiiBepa?

KakoBbI 0COOCHHOCTH HCITOJIHIEMOTO KoJa B II0JIb30BAaTCIBCKOM pe)KI/IMC?

KakoBbl 0COOEHHOCTH MUCIIOJIHSIEMOI'0 KOJIa B peXKUMeE sipa?

21



10.KaxoBa ynpomennas apxurekrypa Windows NT5?

11.YT1o Takoe Npouecchl MOJACPKKH CUCTEMbI?

12.Y10 Takoe mpoiecchl CEpBUCOB?

13.Yto Takoe Noab30BaATENbCKUE MPUTOKEHUS?

14.Jlnia yero HyxHbl DLL noacucrem?

15.YT1o Takoe NoJCUCTEMBI OKPYXKEHUs?

16.YT0 Takoe HCTIONHUTENbHAS cucTeMa?

17. 1151 4ero Hy>XHO sIApO?

18. 1151 4ero Hy>KHBI ipaiiBepbl YCTPOUCTB?

19.YT10 Takoe ypoBeHb anmapaTHbIX a0CTpaKIuii?

20./15s yero Hy>KHa MOJJIEPKKAa OKOH U rpaduku’?

21.Kakue KOMIIOHEHTHI OTIEPAIIMOHHON CHUCTEMBI paboOTaIOT B MOJIH30BATEIHCKOM
pexume?

22.Kakne KOMITOHEHTHI OITePAIlMOHHON CHCTEMBI pab0TalOT B peXKUME siapa’?

23.Kakue kateropuu ipaiiBepoB pexxuma sapa Bei 3HaeTe?

24.Yto Takoe apaiiBepbl (HaiIoBOM CUCTEMBI?

25.Yto Takoe PnP?

26.Kakue Tursl npaitBepoB npucyTcTBytoT B Moaenu WDM?

27.Yto Takoe apaiBep UIUHBI?

28.Yto Takoe (HyHKIIMOHATBHBIN ApanBep?

29.Yto Takoe apaiiBep punbtpa?

30.Yto Takoe moacucTeMbl BBOIa-BbIBOIA?

31./Ins1 yero Hy»Ha MOJICHCTEMa BBOJ1a-BbIBOIA?

32.13 KaknX KOMIIOHEHTOB COCTOUT TOJICUCTEMbI BBOJIa-BbIBOIA?

33.Kakue Tumsl qpaiisepoB umerotrcs B Windows NT5?

34.Yto Takoe MuUHUApanBep?

35.YewMm apaiiBep OTIHYAETCS OT MPUITIOKEHUS?

36.B kakoM MOTOKE BBIMOJHSICTCS KO ApaiBepa?

37.MoxeT 11 apaiiBep c0o3/1aBaTh COOCTBEHHBIE MTOTOKU?

38.KakoBa nepapxus 00beKTOB YCTPOUCTB U JipaiiBepoB B mojaenu WDM?

39.YUto Takoe pusnueckuit 00bEKT yCTpoucTBa?

40.YTo Takoe (PyHKIIMOHATIbHBIN O0OBEKT yCTpOKCcTBA?

41.KakoBO MUHUMAaJILHOE KOJIUYECTBO APABEPOB yCTpoUcTBA?

42.Yt0 Takoe (PyHKITMOHATBLHBIN aApaniBep?

43.YTo Takoe apaiiBep MUHbI?

44 Yto Takoe napaiiBep GpuiibTpa’?
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45.CKoIbKO ApaiiBepoB (PUIBTPOB MOKET OBITh Y yCcTponicTBa?

46.]151s yero Hy>KeH BEpXHH apaiiBep duapTpa’?

47.]J151s yero Hy>KEeH HIKHUH ApaiiBep huibtpa?

48.KakoB MopsA0K MOAKIIOUCHHS ycTporicTBa PnP?

49.KTo obHapyxuBaeT 06opyaoBanue?

50.KT0 co3maer ocHOBHOM (hr3udecKnil 0OBEKT yCTPOMCTBA?

51.KT0 co3maer ciucok AoYepHUX 0OBEKTOB YCTPOUCTBA?

52. 1151 4ero HyeH CUCTEMHBIN peecTp?

53.Kto BeI3BIBacT yHknuto DriverEntry?

54.KakoB nops10K MOAKIIOUEHHs YCTPOHCTBa, HE Mo iiepxkuBaroiiero PnP?

55.KakoB nopsiiok 3arpy3ku JpaiiBepoB?

56. /1151 yero Hy»eH BepXHHUit JipaiiBep dunbTpa?

57.J1ns yero Hy>KeH HIKHUU ApaiiBep ¢punbTpa’?

58.KakoB nopsiiok Bei3oBoB (yHkiuit AddDevice?

59.Kak MOXHO HarJisTHO YBUAETh HEPAPXHUIO YCTPONUCTB U APAaiiBEPOB HA KOHKPETHOM
KOMITbIOTEpE?
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2 OcHogHble cmpyKkmypvl OAHHbIX

C WDM-napaiiBepaMu CBsS3aHbl JIBE OCHOBHBIE CTPYKTYPBI JAaHHBIX — OOBEKT
npaiiBepa U 00BEKT YCTPOIMCTBA.

OOBeKT nmpaiiBepa npeAcTaBiseT apaiiBep. OH COACPKUT yKa3aTean Ha QyHKIIAN
JpaiiBepa, KOTOpPbIE MOTYT BBI3BIBATHCS CUCTEMOM. (3/1€Ch ClEAyeT HAllOMHHTb, YTO
WDM-npaiiBep sBasieTcsl KOHTEHHEpOM (PYHKIMM, KOTOpbIE OH I10 COOCTBEHHOM
UHUIIMATUBE HE BHIMONHSAET. Bce BBI3OBBHI (yHKUMN [paiiBepa BBITOIHSAIOTCA
OTIEpaITMOHHON CUCTEMOM. )

OObeKT yCTpoiicTBa MpEACTaBIACT KOHKPETHBIM 3K3eMIULsip ycTpoicTBa. OH

COJIEPKUT JaHHBIE, ITO3BOJIAIOLINE YIIPABIATH 3TUM YCTPOUCTBOM.

2.1 Obvexmul Opatieepos
JlucrieTuep BBOAA-BBIBOAA MCIIOJIB3YET I MPEACTABICHUS Ka)KIOTO JpanBepa
YCTpOMCTBA OOBEKT JpaiBepa.

O6nekT npaiiBepa onpenensiercs B DDK B ¢aitne WDM.H cnenyromum o6pazom:

typedef struct DRIVER OBJECT

{ // OOBABJIEHME CTPYKTYPH C MMEHEM
CSHORT Type; // DRIVER OBJECT, njs KOTOPOM
CSHORT Size; // oBBABIAETCA TUI yKas3aTesd

// PDRIVER OBJECT m T2T
}  DRIVER OBJECT, *PDRIVER OBJECT; // DRIVEROBJECT

(CSHORT - xopoTkoOe LeJjoe CO 3HAKOM)

Ta6muna 2.1 — CraggapTHbIC UMEHA TUIIOB IS APABEPOB

Wma tnna OnucaHue

PVOID, PVOID64 O606weHHble  ykasaTtenu (CcTaHgapTHble ©n  64-
paspsgHble)

NTAPI Ncnonb3yetca B 0OBLABNEHUS CUCTEMHBIX (DYHKLUUN

ANA MCMNoNnb30BaHWSA cornaweHun BbidoBa _stdcall
Ha nnatdgopme i86

VOID 3KBMBaneHT void

CHAR, PCHAR 8-paspsagHbI CUMBOI U yKa3aTerlb Ha Hero

UCHAR, PUCHAR 8-paspsagHbin cumBon 6e3 3Haka 1 ykasaTtesb Ha Hero
SCHAR, PSCHAR 8-paspsagHbI CUMBOJT CO 3HAKOM U yKasaTeslb Ha Hero
SHORT, PSHORT 16-paspsgHoe Lernoe co 3HaKoM U yKasaTernb Ha Hero
CSHORT KopoTkoe uenoe co 3Hakom
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Tabmuma 2.1 — IIpogomkeHue

USHORT, UPSHORT

16-paspsagHoe uenoe 6e3 3Haka 1 ykasaTeslb Ha Hero

LONG, PLONG

32-paspsigHoe Lienoe co 3HaKoM U ykasaTesb Ha Hero

ULONG, PULONG

32-paspsgHoe Lenoe 6e3 3Haka 1 ykasaTerb Ha Hero

WCHAR, PWSTR, PWCHAR

CvMBon unu ctpoka a KOHukoae

PCWSTR

YKasaTenb Ha KOHCTAHTHYH CTPOKY B KOHuKoae

NTSTATUS

Kop coctosiHus (AnnHHoe Lenoe 6e3 3Haka)

LARGE_INTEGER

64-pa3pagHoe LieNioe co 3HaKoM

ULARGE_INTEGER

64-paspsgHoe Lenoe 6e3 3Haka

PSZ, PCSZ

Ykazateno Ha cTpoky ASCIIZ ¢ ogHobanToBoOM
KOAMPOBKOW NN HA KOHCTAHTHYH CTPOKY

BOOLEAN, PBOOLEAN

TRUE unn FALSE (akBuBaneHT UCHAR)

3necy oObsaBisgercs cTpykrypa ¢ uMmeneM tuna DRIVER_OBJECT, mns uee

oobsBasgerca Tun ykazarens PDRIVER _OBJECT u nasnauaerca or  DRIVER _OBJECT.

PaccMmoTpum gocTymnHbI€ OIS CTPYKTYpbl 00BEKTa JipaiiBepa.

[Tore DeviceObject (PDEVICE_OBJECT) wucnonb3yercs s CO3JaHUS

CBA3HOIO CIIMCKa OOBEKTOB YCTPOMCTB, OOCIYKMBAa€MbIX JAHHBIM JIpaliBEpOM. ITO

I1OJIC 3aIIOJHACT JUCIICTYCD BBOJA-BbBIBOA.

3akpebiTble nons Type Size
DeviceObiject
3akpbiToe none Flags
3akpbIToe none DriverStart
3akpbiToe none DriverSize
3akpbiTOe none DriverSection
Driver Obiject
DriverExtension AddDevice
Count
ServiceKeyName
3akpbiTOe none DriverName
HardwareDatabase
FastloDispatch
Driverlnit

DriverStartlo

DriverUnload

MajorFunction

Pucynok 2.1 — Ctpykrypa nannbix Driver_Object
[Tone  DriverExtension  (PDRIVER_EXTENSION)  yka3biBaer

Ha

BCIIOMOTaTeNIbHYI0 CTPYKTYpPY, B KOTOPO#l IOCTYmHO Tojbko onxHO moje AddDevice
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(PDRIVER_ADD_DEVICE). B AddDevice xpanutcs ykaszareab Ha (QYHKIHIO
JpaiiBepa, CO3JAI0UTYI0 0OBEKThI YCTPOUCTB.

[Tone HardwareDatabase (PUNICODE_EXTENSION) xpanut cTpoky c
UMEHEM pasliena JaHHOTO YCTPOMCTBAa B CHUCTEMHO peectpe. MMsi umeer BUA
\Registry\Machine\Hardware\Description\System wu ompezaenser pasaen peecTpa,
comepkammii “HPOPMAIMIO O BbIAEIEHHBIX pecypcax. s WDM-npaiiBepoB sta
uHpOpMaITUs HE Hy)KHA, TaK KaK pecypcaMu 3aHuMaeTcs nucneraep PnP.

I‘ Bo Bcex CTPOKOBBIX TaHHBIX PEKUMA sIIpa UCTOIB3yeTcs: FOHUKO/T.

ITone FastloDispatch (PFAST_IO_DISPATCH) cchutaetcss Ha Tabnawmily,
KOTOpasi COACPIKHUT yKa3aTeNu Ha (YHKIUH, IKCIIOPTUpYEMbIe (aillIoBO CUCTEMON U
CETEBBIMH JIPABEPAMH.

[Tore Driverlnit (PDRIVER_INIT) conepxut yka3atenb Ha (QYHKIUIO
WHUIMAIN3AUN paiiBepa. OyHKIUS WHUAMATH3AINN WHAUBUIyaIbHAS IS KaKJOTO
JpanBepa.

[Tone DriverStartlo (PDRIVER_STARTIO) coaepxut ykazarenb Ha (QyHKIIUIO
00pabOTKH 3aIpOCOB BBOJIa-BhIBOIA, TIOJTOTOBJICHHBIX IUCIIETYEPOM BBOA-BBIBOIA.

[Tone DriverUnload (PDRIVER_UNLOAD) yka3piBaeT Ha (DYHKIUIO
neuHuIManu3auun - Apaiisepa. (Bcmomuum, uto Beirpy3koit  WDM-apaiiBepos
3aHUMACTCs OTIEPALMOHHAS CHCTEMA. )

[Tone MajorFunction (PDRIVER_ DISPATCH) coxepxutr Tabmuily
yKazatenei Ha QyHKIHMH ApaiiBepa oOpabaThIBaIOIIME 3alpOChl BBOAA-BBIBOMA. TaKux
3ampocoB  MOXeT ObITh Oosniee 20 TunoB. OTH (QYHKUMH U ONPEACISIOT

GyHKIMOHATIBLHOCTD JIpaiiBepa.

2.2 Obvexmol ycmpoiicma

dopMar 00BEKTa YyCTpPOWCTBA TMOKa3aH Ha pUCyHKe 2.2. 31mech, Kak W paHee,
cepbIM (DOHOM MOKa3aHbI 3aKPHITHIC TTOJIS.

Cosnaercs Takoii 00bekT Bei3oBoM (pyHkimu l0CreateDevice. [Ipu pa3pabotke

WDM-npaiiBepa MpuUXOIUTCS 4aCTO UCIOJIb30BATh ATY (HYHKIIHIO.
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[Tonre DriverObject (PDRIVER_OBJECT) yka3piBaeT Ha OOBEKT ApaiiBepa,
CBSI3aHHBII C 3TUM YCTpOHUCTBOM. OOGBIYHO 3TO TOT JApaiiBep, KOTOPHIN U CO3/1al JaHHBIN
00BeKT ycTpoiicTBa BeizoBoM (yHkimu l0CreateDevice.

[Tore NextDevice (PDEVICE_OBJECT) yka3biBaeT Ha CICAYIOIIHNA OOBEKT
yCTpOMCTBa, MPUHAUICKAIIMA TOMY K€ ApaiiBepy, 4TO U JaHHBIA OOBEKT. DTO MOJe
o0benuHAEeT OOBEKTHI YCTPOMCTB JApaiiBepa B CBS3HBIM CIHCOK, HAUYMHAIOLIUICS C

o0BeKTa, ykazaHHoro B mojie DeviceObject o6nekTa npaiiBepa.

Type | Size
ReferenceCount
DriverObject
NextDevice
AttachedDevice
Currentlrp
Timer
Flags
Characteristics

DeviceExtension
DeviceType
StackSize |

AlignmentRequirement

Pucynok 2.2 — Crpykrypa nannsix DeviceObject

[Tone Currentlrp (PIRP) peructpupyer nocnenanuii naker |IRP, ornpasieHHbIi
byaknun Startlo. 91o monae HeOOXOAMMO B TOM CITydae, €CJIM UCTIOJIB3YIOTCS (PYHKITUH
StartPaket u StartNextPaket mist pabotsi ¢ ouepensmu IRP.

[Tone Flags (ULONG) coaepsxut HaOop OMTOBBIX (hiiaros (Tabnwuma 2.2).
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Tabnura 2.2 — ®aaru nons Flags B ctpykrype DEVICE_OBJECT

dnar OnucaHue
DO_BUFFERED_IO Onepaunn YTeHUs n 3anvcu NCNOonb3YyT
Oycdepumsaumto npu  obpaweHnn K  [OaHHbIM
Nnosib3oBaTesIbCKOro pexuma. Wcnonbayetca
CUCTEMHbIN Bydep.
DO_EXCLUSIVE [eckpunTtop yCTpOMCTBaA MOXET OblTb OTKPLIT TOSbKO
OZHUM NPOrpamMmmMHbIM MOTOKOM.
DO_DIRECT_IO Onepauun YTEHUS M 3anucu UCMOMb3y MNPAMON

Aoctyn npu paboTe ¢ AaHHbIMKU MONb30BaTENbLCKOro
pexuma. [Ona  3TOro  MCnosnb3yetcs  CMUCOK
AECKPUNTOPOB NaMsATK.

DO DEVICE_ INITIALIZING | O6beKkT yCTpONCTBA eLle HE NHNLMANN3NPOoBaH.

DO_POWER_PAGABLE 3anpoc IRP_MJ PNP pomxeH obpabaTtbiBaTbCsl Ha
ypoBHe PASSIVE LEVEL.

DO_POWER_INRUSH BknioyeHne nuTaHMs yCTPOWCTBA COMNPOBOXOaeTCs
©onbLMM BGPOCKOM TOKa.

[Ipedpukc DO_ ¢maros B Tabmuie 2.2 o3nauaet DEVICE_OBJECT.

Tabnuna 2.3 — ®naru nmonss Characteristics B crpykrype DEVICE_OBJECT

dnar OnucaHue

FILE_ REMOVABLE_MEDIA YcTponcteo ncnosnb3yeTt CMEHHble
HOCUTENN

FILE_ READ ONLY DEVICE HocuTtenb nogaepXxmBaeT TONbKO YTeHne

FILE_FLOPPY_DISKETTE YCTPONCTBO — AUCKOBOL Anst  MbKnx
ONCKOB

FILE_WRITE_ONCE_MEDIA Hocutenb ponyckaet TOJIbKO
OAHOKpPATHYH 3anuchb

FILE_REMOTE_DEVICE [locTyn K yCTPOMCTBY BO3MOXeEH 4epes
CEeTEBOE MNOAKNIYEeHne

FILE_DEVICE_IS MOUNTED dnsnyecknn HocuUTeENb MPUCYTCTBYET B
YyCTPOWCTBE

FILE_VIRTUAL_VOLUME YCTpOMUCTBO  sBNAETCA  BUPTYalibHbIM
TOMOM

FILE_AUTOGENERATED_DEVICE_NAME | msa yCTponcTea aBTOMaTU4eCKM
reHepupyetcsa  gucnetyepom  BBOAa-
BblBOAA

FILE DEVICE_ _SECURE_ OPEN lMpoBepka 6e30NacHOCTN NPU OTKPLITUN

[Tone Characteristics (ULONG) anamoruuHo mupeabiaymiemy moito. Ho ero
OUTOBBIEC (py1ard ONMMCHIBAIOT JOTMOJIHUTEIbHBIE XapaKTEPUCTUKU YCTpOicTBa (Tabnuia
2.3). lucrmietuep BBOJAa-BBIBOJA YCTAHABIMBAECT JTH (hjlard HAa OCHOBAHHM TISITOTO

aprymenta ¢pynkinuu loCreateDevice.

28



[Tonre DeviceExtension (PVOID) yka3piBaeT Ha CTPYKTYpy JaHHBIX,
cofiepkainyr0 HMHGOPMALUI0 O KOHKPETHOM »JK3eMIuiipe ycrpoiictBa. CTpyKTypy
ompeIessieT aBTop JApanBepa.

[Tore DeviceType (DEVICE_TYPE) coaepXUT KOHCTaHTY IEPEUYUCIIMOTO
THUIIA, COOTBETCTBYIOIIYIO THITy YCTpOWCTBa. J{McneTuep BBOAA-BBIBOJIA 3ATIOJHSIET TO
TI0JIe B COOTBETCTBHUH C UeTBepThIM aprymerTom ¢yukuuu loCreateDevice.

B nmone StackSize (CCHAR) comepxuTcsi KOIM4eCTBO OOBEKTOB YCTPOHCTBA OT
TeKyIero A0 HwkHero yposHs PDO.

[Tore AlignmentRequirement (ULONG) omnpeaenser TpeOoBaHHS K
BBIPABHUBAHHIO Oy(hEepOB aHHBIX, HCIIOJIB3YEMbIX 3alPOCAMU HA YTCHHE MJIU 3aITUCh B
YCTPOMCTBO. Darin WDM.H COJICPKUT Habop KOHCTAaHT OT
FILE_ BYTE_ALIGNMENT a0 FILE 512 BYTE_ALIGNMENT. 3nadeHue
KOHCTAHTBl OMNpPENCSIeTCS TPAHUICH BBIPaBHUBAHHUS (COOTBETCTBYIOIIAS CTEICHb
neovikn) —1. Tak FILE_64 BYTE_ALIGNMENT=0x3F (63D).

Jlanee paccMOTpUM OCHOBHBIE HEOOXOAUMBIE (PYHKIIMU JpaiiBepa.

2.3 @yuxkyus DriverEntry

Kak yxe roBopwioch Bbimie, aucrerdyep PNP mpu oOHapyXeHUHU HOBOTO
YCTPOMCTBA 3arpykaeT HeoOXoIuMbIe JIpaiiBepsl U BbI3biBacT ux ¢ynkimu AddDevice.

Onnako apaiiBep mpu 3arpy3ke MOXeT TpeOoBaTh COOCTBEHHOW MHUILIUAIU3AIUU,
KOTOpasi BBIMOJIHACTCS TMPH €ro 3arpy3ke. 3a 93Ty TNI0OalbHYI0 HHULUAIA3ALUIO
otBevaer ¢pynkuus DriverEntry.

Ee ITPOTOTHII BBITJIAAUT TaK:
extern “C” NTSTATUS DriverEntry (IN PDRIVER OBJECT DriverObject,
IN PUNICODE STRING RegistryPatch)

{
}

Pa3bepeM mpoTOTHIT 1O JIEMEHTaM.
extern “C” — mo3BOJIIET WCIOJIb30BaTh KOMIWIMpyemble monyiu C++, B
kotopoM, B ommmuud 0T C, OOBSBIATH TEPEMEHHBIC MOXHO HE TOJBKO 3a

OTKPBIBAIOIIECH CKOOKOM, HO U B JIOOOM Jpyrom mecte. Kpome Toro, sta aupexkTuBa
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0003HaYaeT UCIOJIb30BaHUE MPOCTOM reHepaluy CUTHATYpbl QYHKIMH (B CTUJIE SI3bIKA
C) npu monydeHun oOBEKTHHIX (haitioB. B wacTHOCTH, 3TO 3ampeniaeT KOMIUISTOPY
C++ Opou3BOAUTH  "gekopamuio"  (uaum  "ykpaimieHue") UMEeHM — (PYHKIUHU
JOTIOTHUTETFHBIMA CUMBOJIAMH TIPH IKCITOPTE.

Kirouesie cinoBa IN. B DDK IN u OUT — 310 mycThle Makpochl, KOTOpbIE
ciyXaT s JoKyMeHTHpoBaHus. B mapamerpe, nepen kotopbim ctout IN, ¢pyHkium
nepesarnTcsi TOJbKO BXOAHbIE AaHHble. B mapamerpe OUT QyHkius Bo3Bpaiaer
BBIXO/IHBIC AaHHbIe, a mapaMmeTpbl IN OUT ucnonas3yroTcst s BBOAA U JUIS BBIBOJA.
Taxum oOpazom, 00a mapamerpa PyHKIIUU SABISIOTCA BXOTHBIMH.

NTSTATUS roBoputr o TOM, uyTO (GYHKIMS BO3BpAl[aCT 3HAYEHUE THUIIA
NTSTATUS. Ha camom pmene 310 oObiunoe mnuHHOe meioe (LONG). Jlyurre
ucnonb3zoBaTh NTSTATUS, tak xak MHOrMe (QYHKIUU sipa BO3BpAIalOT KOIbI
coctosiHug »Toro Tumna. CHUCOK 3THX KOJOB HMEETCS B 3arojioBOYHOM aiiie
NTSTATUS.H.

B nepBom aprymente ¢ynkiuu DriverEntry nepemaercs ykazatenb Ha OOBEKT
npaiiBepa, mnpencraBisiommii  Bam  gpaiiBep. s  WDM-ngpaiiBepa  QpyHKuus
DriverEntry nomkHa 3aBeplIMTh HHUIMATM3AINIO O0BEKTa U BEPHYThH yIIPaBJICHUE.

Jnst  npadiBepoB  Apyrux THUHOB 3Ta (GYHKUOUS JODKHA  OOHAPYKUTh
o0opyloBaHHE, 3a KOTOPOE OHHM OTBEYAIOT, CO3[aTh OOBEKTHI YCTPOWCTBA,
MPEICTABIIAIONINE 3TO 000pya0BaHrMe M WHULIMATU3HpoBaTh ux. s WDM-napaiiBepa
BCIO ATy pa0OoTy BBIMOJHSET aucnetdyep PnP.

Bo Bropom aprymente ¢ynkuum DriverEntry mnepemaercs ykasarenb Ha
ctpyktypy PUNICODE_STRING, TpeThe nojie KOTOpoi COIECPKUT yKa3aTellb Ha UMs
COOTBETCTBYIOILETO pa3jiesia peecTpa.

I'maBHO# 3amaueéi  ¢yuknuu DriverEntry B  WDM-npaiiBepe  sBisieTcs
3aMoJHEHUE yKaszarejled B OOBEKTe npaiiBepa. DTHU yKa3aTeldW HY>KHBI Ui BbI30Ba
byHKIMNA ApaiiBepa OMEPAIMOHHON CHCTeMOW. BaKHEWITUMHU MOJSIMU-YKa3aTeIsIMU
o0BeKTa JipaiiBepa sIBISIOTCS:

— DriverUnload — ykasarens Ha QyHKIHIO JSHHHWIMAIU3aIUN JapaiiBepa. OTy

(GYHKIIMIO BBI3BIBACT MCIIETYEP BBOJA-BBIBOJA TIEPENl BHITPY3KOU IpaiiBepa.
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Ota (QyHKIMS AOMKHA MPUCYTCTBOBATH, JaXKe, €CIM JCUHUIMAIN3alus HE
Hy)kHa. OHa HEOOXoAMMa JJI TUHAMUYECKON BBITPY3KH JIpaiiBepa.

— DriverExtension - AddDevice — ykaszatens Ha ¢ysakiuo AddDevice
npaiiBepa. Jucneryep PNP olHOKpaTHO BBI3BIBAET ATY PYHKIUIO JIJISl KAXKIOTO
AK3EMILISIpa 000PYA0BaHHUSI, OOCTYKMBAEMOTO IPAUBEPOM.

— DriverStartlo — B 3ToM mojie coaepKuTcs ykaszareiab Ha pyHkmuio Startlo,
€CJIM JpaiiBep HUCIOJIb3YyeT CTaHAApTHBIM METOJ (OpMUpOBaHUS Ouepeneu
3aIpOCOB BBOJA-BhIBO/IA.

— MajorFunction — aucrneTuep BBOJA-BBIBOJA MOMEINACT CHOJIa YKa3aTelW Ha
(GUKTUBHYIO JMCHETUYEPCKYI0 (DYHKIMIO, KOTOpas cOoOOIIaeT O HEeyJayHOu
o0paboTke 3ampoca. PaHee yXe TOBOpPWIOCH, 4YTO JApaliBep JOJKEH
oOpabatbiBath Kakue-To |IRP, moatoMy xoTs Obl HekoTOpble U3 yKazarenein
JIOJKHBI CChUIATHCS Ha BalllM aucrieTdyepckue GyHkuuu. [paiiBep 00s3aTenbHO
JOJDKeH o0pabaThiBaTh 3ampochkl BBoAa-BeiBoma PnP ~ POWER u
SYSTEM_CONTROL.

Hrak, paccMoTpuM npuUMepHbIi ko pyHknuu DriverEntry:

extern “C” NTSTATUS DriverEntry (IN PDRIVER OBJECT DriverObject,
IN PUNICODE STRING RegistryPath)
{
DriverObject->DriverUnload = DriverUnload; //1
DriverObject->DriverExtension—->AddDevice = AddDevice;
DriverObject->MajorFunction[IRP MJ PNP] = DispatchPnp; //2
DriverObject->MajorFunction[IRP MJ POWER] = DispatchPower;
DriverObject->MajorFunction[IRP MJ SYSTEM CONTROL] =
Dispatchimi;
//3
servkey.Buffer = (PWSTR) ExAllocatePool (PagePool, //4
RegistryPath->Length + sizeof (WCHAR)) ;
if (!servkey.Buffer)
return STATUS INSUFFICIENT RESOURCES;
servkey.MaximumLength = RegistryPath->Length + sizeof (WCHAR)) ;

Rt1lCopyUnicodeString (&servkey, RegistryPath);
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servkey.Buffer[RegistryPath->Length/sizeof (WCHAR)] = 0;
return STATUS SUCCESS; //5
}

1. Vannmanu3anys ykaszateneil Ha JBe (YHKIMH, KOTOPbIE MOTYT HaxXOIUThCS B
ar06oM Mecte apaiiBepa. iMeHa QyHKUIUNA MOTYT OBITh JIFOOBIMH JIPYTHUMH, OJHAKO
1enecoodpasHo aaBaTh MM ocMbiciacHHBIEe uMeHa (DriverUnload u AddDevice).

2. Kaxneiit WDM-napaiiBep  00s13aH oOpabaThiBaTh JBa 3alpoca BBOJIa BBIBOJIA
mucrnietdepa PNP_POWER u SYSTEM_CONTROL. B 3TomM MecTe Ha3Ha49arOTCs
aucnerdepckue GyHKIuM st 00pabOTKU ATUX 3ampocoB. VX WMeHa TakKe MOTyT
OBITH JIFOOBIMH JIPYTUMHU.

3. Ha wmecte wM™HOrOTOUMS MAOMKHBI (POPMHUPOBATHCSA yKa3aTelnW Ha JPYTHE
aucneTyepckue GyHKINUU, KOTOPbIE T0JKEH 00padaThIiBaTh apaiBep.

4. 3nech cosmaercs komms RegistryPath wa ciyuwaii, ecnmu w3 npaiiBepa mpumeTcs
oOpaImiarbcsi K COOTBETCTBYIOIIEMY pa3fieily peectpa. 3/1eCb UMEeTCs B BHUAY, YTO
nepeMeHHas ¢ umMeHeM servkey tuma UnicodeString yxe Obuia re-T1o o0bsABICHA.

5. 3aecs BosBpamaercs koxm STATUS SUCCESS (koTopslid, Kak Bcerga HWMeEeT
3Hauenue (), 4To 03HaYaeT ycnenrHoe 3aBepiienue pynkiuu. Ecnu B (4) He yaanoch
OTBECTH TMaMsATh s KomupoBanus RegistryPath, Bo3spamiaercs xon
STATUS_INSUFFICIENT_RESOURCES (nenocratouno pecypcoB). Koasr ms

HETIOJIaJIOK Pa3IMYHOrO THIIA COJCPKATCS B CTAHIAPTHOM Habope.

2.4 ®@ynxyus DriverUnload
Oyukuus WDM-npaiisepa DriverUnload «youpaetr mycop» mociie Ha4aabHOM
UHUIMaIM3anun npaisepa (ynkuueit DriverEntry. B Hamem cinydae oHa JoJDKHA

0CBOOOIUTH MaMsITh, 3aHUMaeMyto kKomnuer RegistryPath.
VOID DriverUnload (PDRIVER OBJECT DriverObject)

{
RtlFreeUnicodeString (&strvkey) ;

}
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CraenyeT UMETh B BUY, YTO IpH 3aBepiinennn Gpyukuun DriverEntry ¢ ommobkoid,
cucreMa He Bbi3biBaeT (ykiuio DriverUnload. [Tostomy, ecnu ¢pynkmus DriverEntry

yCIICjia 4TO-TO HAaTBOPHUTH 10 BbIXOJa C 0HlH6KOI>i, OHa O0JKHa CaMa BCC UCIIPABUTD.

2.5 @yuxyus AddDevice

Ecnu apaiiBep o6cmyxuBaeT 0osiee 0JHOTO (PU3NIECKOT0 YyCTPOMCTBA, OH JTOJIKEH
BKITIOYATh B ce0s crienuanbHyo Gynknuto AddDevice. lucnietuep PnP BEI3bIBaeT ee
TSl KQXKIOTO JIOTIOTHUTEIBHOTO YCTPOMCTBA.

CDYHKHI/IH BBITJIAINUT HpI/IMepHO Tak:
NTSTATUS AddDevice (PDRIVER OBJECT DriverObject,
PDEVICE OBJECT pdo)

Return STATUS SOMETHING; //Hampwumep, STATUS SUCCESS
}

Apryment DriverObject yka3piBaeT Ha 00BCKT JipaiiBepa, HHAITUATN3UPOBAHHBIN
¢yukuuern DriverEntry. Apryment pdo coaepxut ampec oObeKTa (HU3HUECKOTO
YCTPOMCTBA B HUYKHEW YaCTH CTEKA.

OcHoBHbIE JielicTBUS, BhinonHsseMbie ¢yHkiuerr AddDevice:

— BrzoB loCreateDevice nmns co3ganus o0ObeKTa yCTPOMCTBA M IK3EMILIApA

00BEKTa paCUIMPEHUsI YCTPOUCTBA.
— Perucrtpanus oHOTO WM HECKOJIBKUX UHTEP(ECOB yCTPONCTBA IJIs CBA3U C
NpWIOKEeHUsMU. J[pyroil cmoco0 CBS3M C MPUIOKCHHUSIMH — TMPUCBOCHHE
UMEHHU 00BEKTY U CO3/IJaHUE CUMBOJIMYECKON CCHUIKH.

— Huaunmanuzanms o0beKTa paciiMpeHus ycrpoiictBa u moyis Flags oObekra
YCTPOMCTBA.

— BepoB ¢ynkiuu loAttachDeviceToDeviceStack mis BkiItoueHHs HOBOTO

00BEKTa B CTEK.

2.6 Coz0aHue 0bvexma ycmpoucmeda

Jlns cozmanms oOBeKTa ycTpolcTBa BbI3biBacTcs ¢yHkuus |loCreateDevice.

[IpumMep Takoro BbI30Ba NPUBEECH HUKE:
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PDEVICE OBJECT fdo;

NTSTATUS status = IoCreateDevice (DriverObject,
sizeof (DEVICE EXTESION), NULL, FILE DEVICE UNKNOWN,
FILE DEVICE SECURE OPEN, FALSE, &fdo);

[Tepeoiii apryment ¢yakuu (DriverObject) anamorndeH nepBoMy apryMeHTY
¢ynkuun AddDevice. OH cBsi3pIBaeT IpaiiBep C HOBBIM OOBEKTOM YCTPOWCTBA IS
TOTO, YTOOBI JUCIETYEp BBOAA-BBIBOJA 3HAN, KOMY TOoChUIaTh  makeTel |IRP,
MpeIHa3HAYCHHBIC VISl 3TOTO YCTPOHCTBRA.

Bropoii aprymeHT coo0Omiaer pasmep CTPYKTYypbl pacHIMpEHUs YCTPOUCTBA,
OTIpe/IeTICHHON aBTOPOM JipaiiBepa (OHA COJEPKUT JaHHbIE O KOHKPETHOM JK3EMILISIPE
yCTpoicTBa). B COOTBETCTBUM C ATUM apryMEHTOM JUCIIETYEP BBOJIa-BbIBOJIA BHIACIISCT
naMaTh JUIA JTOM CTPYKTYpbl M TIOMEIIAaeT yKa3aTelh Ha HEe B TOJe
DEVICE_EXTESION o0nekTa ycTpoicTBa.

Tpetuit aprymenT moxker conepxkath anapec crpoku UNICODE_TRING ¢
UMEHEM O0BEKTa YCTPOWCTBa, €CIIM OHO OIpeneieHo. B Hamem cioydae ums He
OIpEJENIeHO, T03ToMY 3HaueHue aprymenta NULL.

UeTBepThIii apryMeHT OMNpPEACsIeT TUIl YCTPOUCTBA (OJUH U3 ONPEICICHHBIX B
WDM.H), B nannom ciayuae FILE_DEVICE_UNKNOWN. D10 3HaueHHEe MOXKET OBITh
MepeonpesieieH0 B paszziesie 000pyIoBaHUsA YCTpPOWCTBA WM B pasjelie Kiacca
cucremHoro peectpa. (Ecim ompenenenust 3amucanHbl B 000MX paszenax, TO pasfeln
o0opyZoBaHUsI UMEET OoJbIIMKA TpHOPUTET.) B onHOM M3 Tpex MecT (B aprymeHTe
GyHKIUUA UK XOTA ObI B OJTHOM pasfielie peecTpa) J0JDKEH ObITh yKa3aH MPaBUIbHBIN
TANl yCTPOWCTBA. B NPOTMBHOM cCiydae JpallBEp HE CMOXKET IPaBUIBHO
(GyHKIIMOHUPOBATD.

[Tarerit apryment FILE_DEVICE_SECURE_OPEN conepxut dmnaru moss
Characteristics, o0bekTa ycTpoiicTBa, ONMCaHHbBIE BhIIIC. YKa3aHHOE 3HAUCHUE MOXKET
OBITH TIEPEOTIPEICIICHO TaKUM K€ 00pa3oM, KaK U MPEIbITYIINI apTyMeHT.

[ectoit apryment (FALSE), mno3Bomsier 3amaTh MOHOMOJBHBIN  PEKUM
oOcmykuBaHusi ycTpoicTBa. (Jlyurne sToro He aenarh.) YKa3aHHOE 3HAUYCHHE TaKKe

MOXET OBITh MIEPEOTPEICTICHO, KaK U MPEABIIYIIUE apTyYMEHTHI.
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Cenpmoii, mocienuuii, aprymenTt (&fdo) coxmepskut ykasatenb Ha aapec
CO37aHHOTO 0OBEKTA YCTPOMCTRA.

B ciiydae meynaun ¢yHKITHS BO3BpAIIaeT COOTBETCTBYIOIINI KO COCTOSIHUS U HE
U3MCHSCT yKa3aTelb, 3aJlaHHbIi MOCICIHUM aprymMmeHToM. IIpu ynadHoOM 3aBepIlicHUN
byHKIIHS BO3BpaIaeT COOTBETCTBYIOIIUN KOJI U 3a71a€T yKa3aTelb
PDEVICE_OBJECT.

[Tocne ycmemHoro 3aBepIicHUS (DYHKIMM MOXXHO 3aHSATHCS WHUIIMATU3AIACH
TOJIS paciIupenusi 00bekTa. Ecim nmpu 3TOM BO3HHKHET OIMMOKa, CIEAyeT OCBOOOIUTH
aMsTh, 3aHAUMaeMyl OOBEKTOM YCTPOWCTBA W BEPHYTh COOTBETCTBYIOIIMI KOJT
OIITHOKH.

Koa 00paboTku Heyjauu BRIMISLAUT PUMEPHO TaK:
NTSTATUS status = IoCreateDevice(..);
if (!NT SUCCESS (status))

return status;

i1f (<xakasa-To eme ommbka>)

{
IoDeleteDevice (fdo) ;

return status;

2.7 Unuyuanuzayus pacwupenus yempoticmea (DEVICE_EXTENSION)

ConepxuMoe pacIIMpeHus] YCTPOMCTBA 3aBUCUT OT OCOOCHHOCTEH YCTpPOMCTBA U
CIIOCOOOB €ro MpOorpaMMHUpPOBaHMs. 3aroHEHWE JTON CTPYKTYypbl U paboTa ¢ Hel
BO3JI0’KEHA MOJHOCTHIO Ha aBTOpA JIpanBepa.

B GonpmmHCTBE NpaiiBepoB B paclIMpeHUE YCTPONCTBA BKIFOUEHBI CIEAYIONINE

aTpuOyTHI:
typedef struct DEVICE EXTENSION { //1
PDEVICE OBJECT DeviceObject; //2

PDEVICE OBJECT LowerDeviceObject; //3

PDEVICE OBJECT Pdo; //4
UNICODE STRING ifname; /75
I0 REMOVE LOCK RemoveLock; //6
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DEVSTATE devstate; /1
DEVSTATE prevstate;

DEVICE POWER STATE devpower;

SYSTEM POWER STATE syspower;

DEVICE CAPABILITIES devcaps; //8

} DEVICE EXTENSION, *DEVICE EXTENSION;

3necy (1), kak ¥ paHee NPUBEICHO TAKOE OOBSBICHHE CTPYKTYpPhI, KOTOPOE
ucnones3yercs B DDK. To ects, pacimmpenune ycTpoucTBa OnpeaeacHo, Kak CTPyKTypa ¢
umeHeM DEVICE_EXTENSION, tunom ykazarens PDEVICE_EXTENSION wu
tarom _DEVICE_EXTENSION.

Kak yxe ObUIO CKa3aHO, Ha CTPYKTYPY pACIIUPEHUS YCTPOMCTBA YKa3bIBaCT
coaepxumoe nosist DeviceExtension B oobekte yerporicTia (2). OmHaKO 4acTo ObIBACT
HEOOXOJMMO HAWTH OOBEKT YCTPONCTBA MO CTPYKTYypE pACIIUPEHUsT YCTPOMCTBA,
KOTOpasi MOJAPOOHO OMHCHIBAET KOHKPETHBIM €ro 3K3eMIunsip. IMEHHO i 3TOTO B
paciMpeHue yCTpoicTBa BKIFOUaeTes ykaszarenb DeviceObject.

[Tone LowerDeviceObject (3) ciyXuT Ui COXpaHCHHS aipeca HIDKEIIKAIIETO
oOBekTa ycTtpoicTBa. HeoOXomuMocTh B 3TOM BO3HHMKAET MPHU BbI30BE (DYHKIIMU
loAttachDeviceToDeviceStack.

[Tore Pdo (4) comepxut aapec 00BEKTa YCTPOMCTBA, KOTOPBIH OBIBAaET
HEO0OXOMM HEKOTOPBIM CITY>KEOHBIM (DYHKLIHSIM.

[Tone ifname cmyxut s XpaHeHUs UMEeHHM HHTepdelica ycTpoicTBa (THNa
UNICODE_STRING), Heobxoaumoe 11t 0OpaIieHruo K yCTPOMCTBY.

B nosie (6) oTpeeIseTCs 00BEKT OJIOKUPOBKHU yCTpOMCTBA
IO_REMOVE_LOCK, wucnonp3yemblid Jj1si 0€30MacHOT0 OTKJIIOUEHHUS YCTPONCTBA.
Wuununanuzanueii 3Toro oovekra 3annMaercs ¢pyukius AddDevice.

B mone (7) BKIrOYEHBI MEPEMEHHBIC NJISI OTCICKUBAHUS TEKYIETO COCTOSHUS
Plug and Play wu »sHepromotpeOnenus yctpoiicTBa. IIpeamosaraercs, 4To THII
DEVSTATE yxe rue-to oObsiBieH.

[Tone (8) cBsi3aHO ¢ JOMOJHUTENBHBIMU BO3MOKHOCTSIMU YIIPABJICHUS MIUTAHUEM.

2.8. Bonpocul 05 camonposepku
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UYro Takoe CHAR?
Yro Takoe UCHAR?
UYro Takoe LONG?
Uto Takoe ULONG?

. Uro takoe WCHAR?
10.Yto Takoe PWCHAR?
11.Y1o Takoe PWSTR?
12.Yto Takoe PCWSTR?
13.Yto Takoe PSZ?

© o Nk wWDR

Yo npencrapisieT OObEKT ApaiiBepa’?
Uto npencrapisieT 00bEKT yCTpocTBA?
Kaxk o0wekT npaiiBepa omnpezaencH B DDK?

KakoBsl CTaHdapPTHBIC UMCHA THUIIOB JJIA ﬂpaﬁBCpOB?

14.1ns gero cayxwut mose DeviceObject B o0bekTe apatiBepa?

15.]1J15 4ero CIy>KUT ToJie
16.J1J1s yero CIy>KUT ToJie
17.J151s 4ero CIy>KUT ToJie
18.]171s1 9ero CIyKUT TOJIe
19.]151s1 9ero CIy»KUT TOJIe
20. /17151 9eTo CITY’>KHT T0JIe
21.]17151 9ero CITY>KHT T0JIe

22.]17151 9€eTo CITY>KHT T0JIe

DriverExtension B o0bekTe npaiiBepa?
HardwareDatabase B o0bexTe npaiiBepa?
FastloDispatch B 00bekTe apaiiBepa?
DriverlInit B o0bekTe npaiiBepa?
DriverStartlo B 00bekTe npaiiBepa?
DriverUnload B o0bexTe napaiiBepa?
MajorFunction B o0bekTe apaiiBepa?
AddDevices o6bekTe apaiiBepa?

23.Kaxkast pyHKIus co3qaeT 00beKT ycTporcTBa?

24.]1151 9eTo CITY>KHT T0JIe
25.]17151 9€eTo CITY>KHT T0JIe
26. /17151 9ero CITy’>KHT T0JIe
27.J1151 9eTo CITY>KHT TT0JIe
28. 17151 9ero CITy>KHT TOJIe
29. /17151 9ero CITY>KHT T0JIe
30. 07151 9ero CITy>kKHT ToJIe
31.J151s yero CIIyKuT ToJIe

32.J151s yero CIIyKuT ToJie

DriverObject B o0bekTe ycTpoiicTBa?
NextDevice B 00bekTe ycTpoiicTBa?

Currentlrp B 00bekTe ycTpoiicTBa?

Flags B o0bekTe ycTpoiicTBa?

Characteristics B 00bexTe ycTpoiicTBa?
DeviceExtension B o0bekTe ycTpoiicTa?
DeviceType B 00bekTe ycTpoiicTBa?

StackSize B o0bekTe ycTpoiicTBa?
AlignmentRequirement B 00bekTe ycTpoiicTBa?

33.Kakue ¢uaru npucytcTByOT B mosie Flags B o0bekTe yerporicTBa?

34.Kakue ¢uaru npucytcTByroT B mosie Characteristics B 00bekTe ycrpoiictBa?
35./Ins vero HyxHa QyHkiws DriverEntry?
36.Koraa Beimosasercs Gpyukuus DriverEntry?
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37.Yto o3nauaet npedukc extern “C” B pynkmuu DriverEntry?

38.Uto o3Hayarot kitoueBbie cioBa IN u OUT?

39.Uto takoe NTSTATUS?

40.Yem otiimyaercsa pyukuus DriverEntry mist WDM npaiisepa?

41.Kakwue noJjsi-yKa3zaTelu J0JDKHA 3armoHuTh GyHkius DriverEntry?

42 JIns gero HyxHO mone DriverUnload?

43. 11s gero HyxHO mosie DriverExtension->AddDevice?

44.J1nsa gero HyxHo nose DriverStartlo?

45.Kakue nBa 3ampoca BBOJIa BbIBojIa 00s13aH oOpadaThiBaTh Kaxapli WDM npaiisep?

46.Yto nenaet pyukuus DriverUnload?

47.B kakoM cnydae OIEepalMoHHAash CHCTeMa MOXKET HE BbI3BaTh (DyHKIHIO
DriverUnload?

48.Yto nenaet pynkmus AddDevice?

49.Kro Be13biBaeT ¢pynknuto AddDevice?

50./1ns gero HyxkeH apryment DriverObject 8 pynkuuu AddDevice?

51.]1ns gero HykeH aprymeHT Pdo B pynkiuu AddDevice?

52.Kakwue nerictBus Beinonnser Gynkuus AddDevice?

53.Kto Be3bIBacT dynknuto l0CreateDevice?

54.Yto nenaer ¢pynkmus loCreateDevice?

55. /1511 yero HyXKHa perucTpanus uaTepdeiica ycrpoiicrpa?

56. /17151 yero HyKHA UHUITMATN3AIMA 00bEKTa pacIIUPEHUs yCTpoicTBa?

57.J1ns yero Hy)KHa HHUIIMAIA3aIMs Moy Flags oobekTa ycrpoiicra?

58.KTo0 3aHMMaeTcs nHUITMaIu3aIuel 00beKTa pacuiupeHus ycTpoucTaa?

59.KTo 3anumacTcs mHALMaIu3anuei mons Flags oobekra ycrpoiicra?

60.1is yero Bei3biBaeTcs GyHkims l0AttachDeviceToDeviceStack?

61.Kto Be3biBacT Qynkiuio l0AttachDeviceToDeviceStack?

62./1ns wero Bei3biBactes Gynkius l0CreateDevice?

63.KakoB Tum o0bekTa ycTporncTa?

64.]1ns yero Hy)keH nepBbIit aprymenT ¢pyukuuu loCreateDevice?

65. /1151 yero HykeH BTopoii aprymeHnT ¢ynkiuu loCreateDevice?

66./1ns1 uero HyxeH Tpetuit aprymenT Gpynkuuu loCreateDevice?

67.]1ns yero HyXeH 4eTBepThIi aprymeHT ¢pynkuuu loCreateDevice?

68. /151 uero HykeH nAThIN aprymenT ¢pynkinuu loCreateDevice?

69.KakoBbI IpUOPUTETHI B ONIPEICTICHUHN THIIA YCTPOMCTBA?

70.J1ns1 yero HysxeH 1rectoit aprymedT pyskiuu loCreateDevice?

71.]1ns yero HyxeH ceapMoii apryment ¢pyukiuu loCreateDevice?
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3 Ilaxemul 3anpocos 6so0a-evieooa |IRP

[Ipu oGpabGoTke 3ampocoB BBOJA-BbIBOJA HAaWOOJEE BaXXHBIMU SIBISIOTCS JBE
CTPYKTYpHI JaHHBIX. CaM MaKeT U CTeK BBO/A-BBIBOJIA.

3.1 Cmpyxkmypa IRP

Crpykrypa mannbix |IRP mokazana Ha pucynke 3.1. Kak u paHee 3aKpbIThIE TOJIS

OTMEYEHBI CEPHIM (POHOM.

Type | Size
MdIAddress
Flags
AssociatedlIrp
ThreadListEntry
loStatus
RequestorMode | PendingReturned StackCount CurrentLocation
Cancel Cancelirqgl ApcEnvironment AllocftionFlags
Userlosb
UserEvent
Overlay
CancelRoutine
UserBuffer

Tail

Pucynok 3.1 — Ctpykrypa nansasix IRP
[Tone MdIAddress (PMDL) coaepxut aapec TaOIUIBI ASCKPUIITOPOB MaMSITH

(Memory Descriptor List). B atoit Tabmutie onrcan Oydep moab30BaTeIbCKOro peKuma,
CBSI3aHHBIN ¢ JaHHBIM 3anpocoM. MDL co3gaeTcs qucneTdepoM BBOIa-BhIBOJIA.

Jns 3anpocoB utenus u 3anucu (IRP_MJ_READ u IRP_MJ_WRITE), ecnu
daaru 00beKTa BEpXHETO yCTpoicTBa yka3biBatoT pexkum DO_DIRECT _IO.

st 3anpoca IRP_MJ_DEVICE_CONTROL MDL co3nmaercs mpu HaJu49uH B
ynpasisitoriiem kozae guraros METOD_IN_DIRECT unu METOD_OUT_DIRECT.

Tabnuia omuchIBaeT BHUPTYyalIbHBIA Oydep MOJb30BATEIBCKOTO peXUMa U
COJIEPKUT (PU3NYECKHUE aJipeca 3a0JOKMPOBAHHBIX CTPAHUI] C TUM Oydepom.

[Tone Flags (ULONG) coxepxut ¢uiark, KOTOpbIe JpaiBep YCTPOHCTBA MOKET

quTaTrb, HO HC MOXXCT U3MCHATD.
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[Tone Associatedlrp oObeauHsSEeT TPU BO3MOXKHBIX yKaszaTels. YKazaTelb s
craumaptaoro WDM-npaiieepa Ha3wsiBaeTcss Associatedlrp.SystemBuffer. On
COJICPKUT aJIpec CUCTEMHOro Oydepa B HelepeMenaeMoi maMIaTh pekuma sapa.

JlucneTdyep BBOAA-BBIBOJA CO3/IA€T ATOT Oydep st 3apOCOB UTEHUS U 3alUCH
(IRP_MJ_READ u IRP_MJ WRITE), ecnu ¢uarn o0beKTa BEpXHEr0 yCTPOMCTBA
ykasbiBaroT peskum DO_DIRECT _10.

Jist 3arpoca IRP_MJ_DEVICE_CONTROL gucnerdep BBOa-BBIBOJA CO3AET
1o Oydep npu Hamuuuu B ynpaisomeMm koae ¢guraroe METOD _IN_DIRECT wm
METOD_OUT_DIRECT.

Jucnetdyep BBOJA-BbIBOAA KOMUPYET B 3TOT Oydep NaHHBIE, OTIpaBICHHBIC
JpaiiBepy KOJIOM IOJIb30BaTEILCKOr0 pexuMma rnpu coznanuu IRP. Oto mpoucxomut
npy 3ampocax 3anvcu u ynpasierus ycrporicteoM (IRP_MJ_DEVICE_CONTROL).

[Ipu 3ampocax ureHuss 3TOT Oydep 3amoyHsIEeTCs pallBepoM YCTPOKCTBA.
[ToznHee qucneTyep BBO/IA-BBIBOJIA KOMUPYET 3TH JIaHHBIE B Oydep MoIb30BaTEIHCKOTO
pexuMa.

[Tonre loStatus (I0_STATUS_BLOCK) comepxut CTpyKTypy ¢ ABYMS TOJISIMH,
KOTOPBIE 3aIIOJIHSET JIpaiiBep MpHU 3aBEpIICHUH 00pabOTKH 3arpoca BBOAa-BbIBOIA.

[Tone loStatus.Status coaepxut kox NTSTATUS, a nose loStatusinformation
JIOTIOJIHUTENbHBIE JaHHbIe, 3aBucsamue oT Tuna |IRP u craryca 3aBepmienus. [Ins
3alpPOCOB YTCHUS MPU YAAYHOM €T0 3aBEPIICHUHM B 3TOM TOJIE€ MOXET YKa3bIBaThCS
oOlee KOTUYECTBO MepenanHbix 0aittoB. HekoTopsie 3ampocsl PnP nepenaroT B sTOM
T0JIe yKa3aTellb Ha CTPYKTYPY, KOTOpas U SIBJISICTCS OTBETOM Ha 3ampoc.

[Tore RequestorMode coaepXuT OaHy M3 KOHCTAHT IEPEYSCIIMMOIO THIIa
{UserMode nnu KernelMode}. 3naueHne 3aBHCHT OT HCTOYHHKA 3aMpoca.

[Tone PendingReturned (BOOLEAN) noka3biBaeT, BepHyJa JId JUCIIETYSPCKas
¢dbynkius HiwkHero ypoBHs ko STATUS_PENDING.

[Tore Cancel (BOOLEAN) umeer 3uauenne TRUE, ecau mist oTMeHBI 3ampoca

obuta Bei3Bana Gyukius |OCancellrp, uin FALSE B mpoTtuBHOM cityuae.
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[Tonre Cancellrgl (KIRQL — Tum menoro yucia, coaepkaiiero 3Hauenue IRQL)
COZIEPKUT ypoBeHb 3ampoca npepreiBanus (IRQL), Ha koTopom ObLTa 3axBaueHa CIHH-
0JIOKMPOBKA OTMEHBL.

[Tore CancelRoutine (PDRIVER_CANCEL) conepxur aapec (GyHKIUH
orMmenbl IRP manHoro apaiisepa.

[Tonre UserBuffer (PVOID) coaepXuT BUPTyalbHBIN afpec MOJb30BaTEIbCKOTO
pexxuma 1yt BeixoaHoro Oydepa 3ampoca IRP_MJ _DEVICE _CONTROL, ecnmu nns
Hero 3aaan pexxum METHOD_NEITHER.

[Tosre Taile conepkut 0ObeTMHEHNUE MTOJICH (PHCYHOK 3.2).

[Tone Taile.Overlay Taxxe cogepkut 00beTUHEHNE ATbTCPHATHB:

Taile.Overlay.DeviceQueueEntry (KDEVICE_QUEUE_ENTRY) u

Taile.Overlay.DriverContext (PVOID[4]).

JlucrieTdep BBO/AA-BhIBOJIa MCHoJb3yeT mosie Taile.Overlay.DeviceQueueEntry

AJI1 Opra’Hrn3aliii CTaHJAapPTHBIX oqepez[eﬁ.

Taile.Overlay

DeviceQueueEntry TailCompletionKey

DriverContext

Thread

AuxiliaryBuffer

ListEntry Tail. Apc

CurrentStackLocation PacketType

OriginalFileObject

Pucynok 3.2 — O6benunenue Tail B IRP

[Mocnenuuit snement wmaccua Taile.Overlay.DriverContext wucmons3yor

bynakuun [0CSQXXX (pyHKIIMU 0TMEHBI Oe30macHoi ouepenu). Ecnu apaiiBep siBisieTcst
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BiazenbleM |IRP, 1 makeT He HaXOAUTCS B OYEPEH, UCTIOJB3YIOMIEH 3TOT IJIEMEHT, BCE
YEeThIPE YKa3aTess B MAaCCHBE MOTYT OBITh HCIIOJIb30BaHbBI TIPOM3BOJIBHO.
[Tore Taile.Overlay.ListEntry (LIST_ENTRY) MoXeT HCIIONB30BaThCs IS

opraHmn3aniu 9aCTHBIX oqepeﬂeﬁ.

3.2 Cmex 6600a-6b1600a
[Tpu cozmanuu IRP mucmerdep BBOJA-BBIBOJA CO3/MaeT TaKyKE€ MACCUB CTPYKTYD
IO_STACK _LOCATION. B creke COAEpKUTCS CTOJIBKO TaKUX CTPYKTYp, CKOJIBKO

npaitBepoB Oyaet oOpabaTteiBaTh manublil IRP (pucynok 3.3).

dUnbTpyIOWUIA
00beKT
YCTPOWCTBA

I0_STACK_LOCATION

dUNbTPYIOLLUIA
Apaieep

PYHKUMOHAaNbHbIA
00BbeKT
YCTPOWCTBA

DYHKLMOHaNbHbIA

+ - --»{I0_STACK_LOCATION
dpaviBep

DU3NYECKUA
0b6beKT
ycTpoWcTBa

dU3NYecKUn
Apaiisep

IO_STACK_LOCATION

Pucynok 3.3 — CooTBeTcTBUE MEXKY ApaiiBEpaMu U CTEKOM BBOJIa-BbIBOJIA

CrpykTypa KaxXI0ro 3JIEMEHTa CTEKa MoKa3aHa Ha pUCYHKe 3.4.

MajorFunction | MinorFunction Flags Control

Parameters

DeviceObject

FileObject

CompletiovRoutine

Context

Pucynok 3.4 — CTpykTypa 351€eMeHTa cTeKa BBO1a-BbIBOJA

[Tone MajorFunction (UCHAR) comepkxuT ocHOBHOH Ko (3HaYeHHE) (QYHKIIHH,
cesa3anHor ¢ IRP. Otot koa, nanpumep, IRP_MJ_READ coorBeTcTByeT onHomy u3

sreMeHTOB Tabnuiel GyHkiuin MajorFunction oobsexra npaiiBepa.
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[Tore MinorFunction (UCHAR) coaepuT AOMOJHUTEIBHBIN KOJA (YHKIUH,
KOTOpBIN yTOuHseT cMbIca TakeToB IRP, ecnu 3To HeoOxomumo. Hampumep, 3ampockl
IRP_MJ_PNP nonpazaenstorcs Ha NOATUIBI TP MOMOUIM JOMOJHUTEIBHBIX KOJOB
¢bynxmuii, nanpumep, IRP_MN_START_DEVICE.

[Tore Flags coumepkut iarm oOpaOOTKH, ONMPEACIICHHBIC JUIS BBITOJHICMOMN
(GYHKITMHM BBOJIa/BBIBOIA. DTO TOJIC BAXKHO IS IPAUBEPOB (PAJIOBBIX CHCTEM.

[Tone Control sBisercs HaOOpOM (aroB, KOTOPbIC YCTAHABIMBAIOTCA U
YUTAIOTCS IUCIIETYEPOM BBOJIa-BBIBOJIA, YKa3bIBasA, KaK HaJl0 00paboTaTh JAaHHBIN MaKeT
IRP. Hampumep, B »TOM Tmoyie ¢ TOMOIIbIO0 oOpaiieHusi ApaiiBepa K (YHKIUU
loMarklrpPending moxer ObiTh ycranoBiaeH Out SL_PENDING, yka3siBarormii
JUCIIeTYepy BBOA-BBIBOJIA, YTO 3aBepiieHrne o0padboTku nakera IRP otnoxeHo.

[Tone Parameters siBnsercss 0ObeIMHEHUEM MOACTPYKTYP IS KaXKIIOTO THIA
3aMpoCcoOB, COMPOBOXKIAIOIIUXCS 3aJaHueM MapaMeTpoB. Hampumep, moacTpykrypa
Create nyxHna misa 3amnpocoB IRP_MJ_CREATE, noacrpykrypa Read nyxna s
3anpocoB IRP_MJ READ uT. 1.

[Tone DeviceObject (PDEVICE_OBJECT) yka3biBaeT Ha 00BEKT YCTPOMCTBA,
COOTBETCTBYIOIIETO JIaHHOW TMO3WIMU CcTeKa. JlJs 3amojHeHusT TOoJiS BBI3BIBACTCS
¢yukuus loCallDriver.

[Tone FileObject (PFILE_OBJECT) comepxut agpec daiia pexuma sjpa,
KoTopomy Hampapisiercs |IRP. DToT ykazaTenb 4acTo MCHOJIB3YETCs NI OTMEHBI BCEX
naketoB |RP npu 3akpeiTiin cooTBeTCTBYIOIIETO (haiina.

[Tone CompletionRoutine (PIO_COMPLETION_ROUTINE) coaepxur aapec
GbyHKIIMM 3aBEpIICHUS] BBOJIa-BbIBOJIA. JTa (DYHKIUSI YCTAHABIUBAETCS BBIMIECTOSIIUM
(B cTeke) npaiiBEpOM.

[Tone Context (PVOID) comepxuT To, 4TO TepeaaeTcsl B KaueCcTBE apryMeHTa

GyHKIINY 3aBEPIICHMS.

3.3 Tunuunas moodenv oopabomru |IRP
Tunuunas monens o6padotku |IRP mokazana wa pucynke 3.5. Ha pucynke

MmokasaHa cMeHa Biagenbla |IRP Ha xaxxnoMm stane ero xn3Hu. He Kakaplil THIT ITaKeTa
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IpoxoauT BECb IMOKa3aHHbIN IIyThb. HGKOTOpble €ro (1)3351 MOI'YT HM3MCHATHCA WA

HCKIIKOYaThCA.

AucneTyep i
BBOJA-BbIBOAA

AucneTyepckan

hyHILMA
DYHKUM A L
Startlo ]

ObpaboTunk
npepbiBaHuA

AucneTtuyep
BBOJA-BbIBOAA

Pucynok 3.5 — Tunnunasa mozaens oopadotku IRP

Kuznennsiii nuka |IRP HaunmHaeTcss ¢ ero co3gaHueM JUCIETYEPOM BBOAA-
BbIBOJIA. st co3nanus IRP ucnons3yroTcs yetbipe GyHKIMY:

Oyukuus loBuildAsynchronousFsdRequest (Fsd — File System Driver)
co3aaeT IRP, 3aBepiiieHrs KOTOPOro Bbl HE COOUPAETECH JOKUTATHCS.

®yukius  loBuildSynchronousFsdRequest  cosmaer IRP,  3aBeprienus
KOTOPOTO BBl HAMEPEHBI JOXKIATHCA.

®dyukuus  loBuildDeviceControlRequest  co3maer  CHHXPOHHBIH — 3ampoc
IRP_MJ_DEVICE_CONTROL unmu IRP_MJ_INTERNAL DEVICE_CONTROL.

®ynkius l0Allocatelrp co3maer acunxponnsiii IRP 1r000ro Trmna.

3.4 Cozoanue cunxponnoix IRP
Cunxponsbiii IRP npunagnexxut notoky, B KOHTEKCTE KOTOPOTO OH ObLI CO3/1aH.
DTO onpeaensieT cleyoIe ero 0COOEHHOCTH:
— Ilpu 3aBepiieHHH MOTOKA JUCHIETYEP BBOJIA-BBIBOJA ABTOMATUYECKU OTMEHSIET
BCE HE3aBEpIIECHHbIE CUHXPOHHBIE |IRP, mpuHaaiexanme 3ToMy HOTOKY.
— Ecmu cunxponnbiii IRP ObuT co31aH B MPOU3BOJILHOM MOTOKE, TO OH OyJeT

OTMCHCH B CJIy4ac 3aBCPHICHHA 3TOI'O IMOTOKA.
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— Ilocne BeoBa ¢yukiuun loCompleteRequest nucrerdep BBOJA-BBIBOJA
ormensieT IRP u BeijaeT 3apaHee moArOTOBICHHOE IpailBEpOM COOBITHE.
— Ilporpammuct npaiiBepa AOMKEH OOECHEUUTh CYIIECTBOBaHHE OOBEKTa
COOBITHSI HA MOMEHT BBIJIaYH €TO IUCIIETYSPOM BBOJIa-BHIBOIA.
CnemyeT Takke CIEAWTHh 3a TEM, YTOOBI (PYHKIIMHM BBI3BIBAINCH TOJBKO Ha
0JIb30BaTeIbcKOM ypoBHe nipepriBanmii (PASSIVE_LEVEL).

PaccmoTpum nipumMep, KOTOPBIN MPUBENET K COCTOSTHUIO OJIOKUPOBKH.

PIRP Irp = IoBuildSynchronousFsdRequest (..);

ExAcquireFastMutex (..) ; // BaxBaT MboTekca 3mecb IRQL
// nepexsodaerca Ha APC LEVEL

NSTATUS status = IoCallDriver(..);

if (status == STATUS_PENDING)
KeWaitForSingleObject (..); // !!!
ExReleaseFastMutex (..) ; // OcBOBOXIOEeHME MbITEKCA

[Tocne 3aBepmienns IRP dynkmus loCompleteRequest 3ammanupyer APC
(acMHXpOHHBIA BBI30B TPOIEAYpPHI) I 3aBepiieHus Hadatoro. APC, ecmu Obl oHa
CMOTJIa, BBITIOJTHUTHCS, WHUIMHPOBaja Obl coObiTHe. OHAKO, BBITOTHUTHCS OHA HE
MOXKET, TaK Kak 3axBaT MbloTekca yxe nepesen IRQL na APC_LEVEL, kotopslit He
MOXET OBITh IIPEPBaH MPOILIECTYPOH TOTO ke ypoBHs. B utore, GyHKIIMS HE MOXKET OBITh
3aBeplieHa (He CreHepUPOBAHO COOBITHE), @ MBIOTEKC HE MOKET ObITh OCBOOOXKIEH (TaK
Kak npaiisep He MoxeT BepHyTh STATUS_PENDING).

st Toro, 4ToObl W30€XkaTh TakoW OJIOKUPOBKH Tpu cuHxpoHuzamuu |RP,
OTIIPABIISIEMBIX JIPYTOMY JpaiiBepy, MOKHO MOCTYIHUTh 110 PA3HOMY.

— MoXHO HCHONB30BaTh OOBIYHBIA MBIOTEKC, BMECTO OBICTPOrO, KOTOPBIH
octapnmsier IRQL wna ypoBue PASSIVE_LEVEL. Ilpu »stom woryT
BeIToNHATHCSE APC pexxuma sipa.

— Moxno wucnonb3oBath ¢yuknuto  KeEnterCriticalRegion, kortopas
otkirodaeT oOsruHbie APC pexxumMa smpa, a 3aTeM HCIOJIb30BaTh (YHKIIUIO
ExAcquireFastMutexUnsafe nns 3axBara MbroTekca. Jta (GyHKIHS 0KHIACT

BBI30BA MPU OTKJIFOYEHHOH JocTaBke 0ObIdYHBIX APC pexuma siapa.
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— Cawmplii TPOCTOM BBIXOJ] — UCTIOIH30BaTh aCHHXPOHHBIN |IRP, 1 nHUIIMMpOBaTH
coObITHE B (DYHKIIUH 3aBEPIICHMUS.

B tabnuie 3.1 nmokazaHbl THIIBI CMHXpOHHBIX |IRP.

Ta6muma 3.1 — tunel cuaxpoHHbIX |IRP

PyHKUMA ‘ Tunbl cosgaBaembix IRP
loBuildSynchronousFsdRequest  IRP_MJ_READ
IRP_MJ_WRITE

IRP_MJ _FLUSH BUFFERS

IRP_MJ_SHUTDOWN

IRP_MJ_PNP

IRP_MJ_POWER
loBuildDeviceControlRequest IRP_MJ_DEVICE_CONTROL

IRP_MJ_INTERNAL_DEVICE_CONTROL

3.5 Coszoanue acunxponnwvix IRP

Jiist co3nanust acuHXpoHHBIX |IRP ucnonbs3ytores nBe npyrue GyHKINH:

PyHKUMA Twnbl co3pnaBaembix IRP
loBuildAsynchronousFsdRequest IRP_MJ READ
IRP_MJ WRITE

IRP_MJ_FLUSH_BUFFERS

IRP_MJ_SHUTDOWN

IRP_MJ_PNP

IRP_MJ_POWER

(Tonbko ana IRP_MJ_POWER_SEQUENCE)
loAllocatelrp Mobble (npu 3TOM HeoBXoANMO

WHUUManuaupoBaTb none MajorFunction B

NnepBOM 3IIEMEHTE CTEKA)

Acunxponnbsie |IRP He npunamiexar nopoauBiieMy HX MOTOKy. Jucmeruep
BBOJIa-BbIBOIa He IutanupyeT ACP 1 He BBINONHAECT MX JEUHULHUAIU3ALMUIO TPU
3aepiienud |IRP. Ocobennoctu acunxponnsix IRP:

— TMpU 3aBEpIICHUH MOTOKA JUCIETYEp BBOJA-BBIBOJA HE MBITAETCSI OTMEHUTH

Bce acuHxpoHHbie |IRP, co3nannsie B 3TOM noToke,
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— acunxpoHHsle |IRP wmoryr co3maBaThcsi kKak B TIPOU3BOJIBHBIX, TaK U B
(pUKCHPOBAHHBIX MOTOKAX,

— TaKk Kak JuCHeT4Yep BBOJA-BBIBOJA HE cieAuT 3a 3aBepuieHuem [RP,
OpPOrpaMMUCT JpaiiBepa JOHKEH MOATOTOBUTH (DYHKIHMIO 3aBEpIICHHS,
Kotopas Bbe3oBeT |loFreelrp nns ocBoboxaeHus namsitu, 3anstoit IRP,

— MpOrpaMMHCT JpaiBepa JoJbKeH mo3abotutecst 00 ortmene |RP, korma
HaJ00HOCTh B UX BBITIOJHEHUH OTHAJIET,

— TaK Kak 3aBeplleHUs acuHXpOHHBIX |IRP noxunatbcs HE HAlNO, UX MOXKHO
co3laBaTh ¥ OTHpaBIATH Ha Oosee BeICOKMX ypoBHiIX [IRQL (<=
DISPATCH_LEVEL); ipu 3TOM HaJo CIICIUTh 3a TeM, 4TOOBI TOT JApaiBep,
KoTopomy Harmpasisgercs 3ToT IRP, mor o6pabaTeiBaTh €ro Ha MOBBIIIEHHOM
ypoBHe |IRQL; moaTOMy k€ BO3MOXHBI CO3/IaHHWE M OTHpPaBKa aCHHXPOHHBIX

IRP mpu 3axBaTe OBICTPOTO MBIOTEKCA.

3.6 Ilepeoaua nakema oucnemuepckou QyHKyuu

ITocne coznanust |IRP (CHHXpOHHOTO WM ACHMHXPOHHOI'O) MOKHO BBI3BATH
dyukuuto loGetNextlrpStackLocation ans nosy4eHus yka3aTess Ha MepPBbIA JJIEMEHT
CTeKa. 3aTeM HE0OX0IUMO MHULIMATU3UPOBATH NEPBBIN AJIIEMEHT.

Ecmu IRP Obut co3nan gynkuueit I0Allocatelrp, Heo6xonumMo 3amoIHUTE TMOJIE
MajorFunction (Bo3moxuo u napyrue). [lpu cozmanwm IRP npyrumm ¢GyHKIusMu
HEOOXOJMMOCTh MHUIIMAJIM3AIMUA TEPBOr0 3JeMeHTa 3aBUCUT OT Tuma IRP (Moxet
OKa3aThCsl, YTO BCIO HEOOXOAMMYIO MHHUIIMATU3ALNIO YKE BBITIOTHIII TUCIIETYEp BBOJA-
BBIBOJIA).

[Tocne nnnnmanuzauuu creka |IRP noceuiaercs apaiiBepy ycTpoiicTBa (hyHKIMEH

loCallDriver:
PDEVICE OBJECT DeviceObject // TOJNy4YdeHO M3BHE
PIO STACK LOCATION stack = IoGetNextIrpStackLocation (Irp);
stack->MajorFunction = IRP MJ Xxx;
// Tpouas uMHUIIMAIM3ALMUAg CcTeKa (eciau HeoBxoIMMO)

NTSTATUS status = IoCallDriver (DeviceObject, Irp):;
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[epesiii apryment ¢yukiuu loCallDriver comepxut aapec o0bekTa yCTpOHCTBA,
MOJTyYEHHBIM OJTHUM U3 YKa3aHHBIX BBIIIE CIOCOOOB M3 BHEITHETO NCTOYHHKA.

Yacto IRP mnoceatorcs Hukenexamemy (B creke PnP) npaiiBepy. B atom
ciyqae  DeviceObject coxmepskutr 3umauenme LowerDeviceObject, xkoropoe
COXpaHsAeTCSs B  DACIIUPEHHH  yCTPOWCTBa  TOCIE  BbI30Ba  (PyHKIHH
loAttachDeviceToDeviceStack.

Jucnerdyep BBOJA-BbIBOJA yKa3bIBaeT Ha 3yieMeHT creka |IRP 3a onny nmosunuro
no ¢aktuueckoil. To ecTh, (pakTHUECKH OH yKa3bIBA€T HAa MUHYC NeEpEblli DIEMEHT,
KOTOpPOTO B TMpHUPOJE He cymecTByeT. [loaTomy, ecinm HEOOXOaUM MEPBBIA SJIEMEHT

CTEKa, HEOOXOIMMO 3aMPalIUBATh C1e0YI0Ujull SIIEMEHT.

3.7 @yukyus loCallDriver
Tunmanerii Beenani Bua Gyakiwm [0CallDriver mpuMepHo TakoB:
NTSTATUS IoCallDriver (PDEVICE OBJECT DeviceObject, PIRP Irp)

{

IoSetNextIrpStackLocation (Irp);

PIO STACK LOCATION stack = IoGetCurrentIrpStackLocation(Irp):;
stack->device object = DeviceObject;

ULONG fcn = stack->MajorFunction;

PDRIVER OBJECT driver = DeviceObject->DriverObject;

return (*driver->MajorFunction[fcn]) (DeviceObject, Irp):;

}
Kak BuaHO u3 npumepa, yukus loCallDriver:

— IepeMellaeT yKa3aTelb CTeKa,
— BBI3BIBAET COOTBETCTBYIOLIYIO JUCHETYEPCKYI0 (GYHKIUIO JApaiiBepa Uis
L[E€JIEBOTO OOBEKTA YCTPOUCTBA,

— BO3BpalIaeT KOJi COCTOSIHUS, MMOJTYYEHHBIN OT AUCTIETYEPCKON (DYHKIIHMH.

3.8 lucnemuepckue ¢hynkyuu

PaccMmoTpum TUNIMUHYIO qucnieTyepekyto pyHkuuo IRP:
NTSTATUS DispatchXxx (PDEVICE OBJECT fdo, PIRP Irp)
{
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PTO STACK LOCATION stack =

ToGetCurrentIrpStackLocation (Irp) ; //1

PDEVICE EXTENSION pdx =

(PDEVICE EXTENSION)Device-> DeviceExtension; //2

return STATUS Xxx; //3

}

KommenTapuu:

//1 Jlns onmpeneneHus: mapaMeTpoB U JIOMOJHUTEIBLHOTO KoJa (PYHKIIUU OOBIYHO

MMPpUXOIUTCA 06pa1uaTLc;1 K TCKYICMY 3JICMCHTY CTCKa.

//2 OOBIYHO HEOOXOIUM TaKXKEe JOCTYM K PACIIMPEHUIO YCTPONCTBA, CO3AaHHOTO

¢dyuknueit AddDevice.

//3 ducnetdepckas ¢pyHkiusa Bo3Bpaiiaet HekoTopbiid kog NTSTATUS dyukiun

loCallDriver, xoTopas mepemaer ero jaajee.

Ha mecte mMHOTOTOUMS B I[I/ICHGT‘ICPCKOI)’I (I)YHKHI/II/I JOJDKCH BBIIIOJIHATBCA OJUH

Y3 BAPUAHTOB JICVCTBUM:

a
b.

C.

HEMEUUICHHO 3aBEPLIUTH 3a1poc,
IepesaTh €ro ApanBepPy, PaCIlONIOKEHHOMY HHKE B TOM K€ CTEKE,
NOCTaBUTh 3alpoc B oOuepeab A Mochedyroueld o0paboTKU JIpYyruMH

byHKUMAMH paiiBepa.

a. 3asepuenue IRP

JIto6oit IRP pano wim mo3gHo momxkeH ObITH 3aBepiieH. B mucnerdepckoit

dbynkuuu |IRP 3aBepiaercs B cuemyromux ciyqasx:

— €Clld OYeBHJHA OIMMOOYHOCTh 3ampoca (HampuMmep, 3arnpoc Ha MEPEMOTKY

MpPUHTEPA WM HW3BJIIEUYECHUE KIABHATYphl); B 3TOM CJy4yae AUCHET4YepCKas
(GyHKUMS JOJDKHA OTKJIOHUTH 3ampoc, BBIIAB COOTBETCTBYIOIIMI  KOJ
COCTOSIHUS,

eclu 3amnpoc TpeOdyeT uH(OpMaIMIOo, KOTOPYIO MOXKET MPEIOCTaBUTh caMma
aucnerdyepckas QyHKIus (Harpumep, NoJIydeHHe BEpCUr ApaiiBepa); B 3TOM
cilydae qucrneTuepckas (yHKIUS MPeIOCTaBIISET 3apOLIEHHYI0 HHPOPMAIIIO

1 3aBCpHIacT 3alpoC C YCIICIIHBIM KOAOM.
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3apepuienre IRP cBoguTcs k 3anonaHeHuro moyed Status u Information B 6oke
IRP loStatus u mocneayromemy Boi3oBy pynkmuu loCompleteRequest.
[Tone Status nmpuHHMaeT OJHO U3 3HAUEHUH, ONpPENETICHHBIX B 3ar0JIOBOYHOM

daitne NTSTATUS.H. HekoTtopsie cTanmapTHbIe 3HAUEHHsI COCTOSIHUSL MPUBECHBI B

tabume 3.2.
Ta6mumna 3.2 — Crannaptaeie 3HaueHuss NTSTATUS

3HayeHne OnvcaHuve

STATUS SUCCESS HopmarnbHoe 3aBepLueHne

STATUS_UNSUCCESSFULL 3anpoc 3aBepLunnca HeyaavyHo, HO TOYHas
npuynHa He MOXeT BbITb onncaHa

STATUS NOT IMPLEMENTED dyHKUMA He Bbina peanu3oBaHa

STATUS_INVALID_HANDLE [nsa BbinonHeHnsa onepaunn 6bin nepenax
HeAEeNCTBUTENbHbIN OECKPUNTOP

STATUS INVALID PARAMETER HeBepHoe 3Ha4YeHue napameTpa

STATUS_INVALID_DEVICE_REQUEST 3anpoc HegencTBuTeneH Ans  LaHHOro
yCTPOMUCTBA

STATUS EBD OF FILE [oCTUrHyT KoHeL, panna

STATUS_DELETE_PENDING YCTPONCTBO HaxoguTcs B npouecce
OTKNKYEHUS

STATUS_INSUFFICIENT_RESOURCES HepoctatoyHO  CUCTEMHbLIX  pecypcoB
(06bI4HO NamaATH)

3aB€pIHGHI/I€ 3aIIpocCa B III/ICHequpCKOﬁ (bYHKLII/II/I BCTPCUHACTCA HauOoJIee JacTo.

CooTtBercTByOIIAs PYHKIIHUS MOXKET BBITJISCTD CICTYIONIUM 00pa3oM:
NTSTATUS CompleteRequest (PIRP Irp, NTSTATUS Status,
ULONG_PTR Information)
{
Irp->IoStatus.Status = status;
Irp->IoStatus.Information = Information;
IoCompleteRequest (Irp, IO NO INCREMENT)
return status;
}

[Tpu Be3oBe pynkuuu loCompleteRequest aprymentom nepenaercs BelIMIMHA
MIpUpAILCHUs MPUOPUTETA, OTHOCSIIASACSI KO BCEM IOTOKAM, OXKUJIAIOIIUM 3aBEPIICHUS
ATOTO 3ampoca.

[Tepen BezoBoM Qynkimu loCompleteRequest HeoOxoauMo yaamuTh BCe
GyHKIIUA OTMEHBI, KOTOpbIe MOTJIM OBl OBITH cBsizaHbl ¢ IRP. Ota dynkmus pemaer

HECKOJIbKO 33J1ay:
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— BbI30B (YHKIUI 3aBEPILIECHHUS, YCTAHOBICHHBIX PA3HBIMU JpaiBEpamH,

— cHatue OnokmpoBku co crpanury MDL (Memory Descriptor List),
accouuupoBaHHbix ¢ |IRP (oHHM cBsizanel ¢ Oydepamu 3ampocoB YTEHUS U
3aIllCH),

— 1iaHupoBaHue crenuanbHoro APC pexxuma sjipa Juisi BEIIIOJIHEHUST UTOTOBOM
3aUUCTKH.

B UTOroByI0 3a4MCTKY, B YaCTHOCTH, BXOIUT:

— KOMHUPOBAaHUE BXOJHBIX JAHHBIX OOPATHO B MOJIb30BATEILCKUM Oydep,

— KomupoBaHue uToroporo cocrosinus IRP,

— YCTaHOBKA COOBITHS, KOTOPOTO OkuaaeT co3narens |IRP.

3.9 Ilepeoaua IRP enuz no cmexy

Bo3moxHocTe mpoctoil mepenaun |IRP ¢ ogHOro ypoBHS Ha CIEIYIOIIMMA,
HU3IINNA, 00€CTIeYNBAET CO3/1aBaeMasi uepapxusi 0OObEKTOB YCTPOUCTB.

Coznanue creka 0ObEKTOB yCTPOWCTB 00ECIIEUMBAETCS, B YACTHOCTH, (PyHKIMEH
AddDevice:
pdx->LowerDeviceObject = IoAttachDeviceToDeviceStack (fdo, pdo);

3necy fdo — aapec Bamero odbekTa ycrpoiictBa, a Ppdo — aapec Gpu3NIECKOro
Oo0OBEKTa  YCTpOWCTBA Ha HIDKHEM YypOBHE CcTeka  ycTpoucTB.  DyHKIms
loAttachDeviceToDeviceStack  BosBpamaer  ajpec  oObekTa  YCTPOWCTBa,
PACITOJIOKEHHOTO HEIMOCPEACTBEHHO Mo BammuM o0bekToM. Jlmsa mepemaun IRP,
MOJIyYEHHOTO C BBICIIETO YPOBHS, UMEHHO 3TOT OOBEKT YCTPONCTBA yKa3bIBaeTCs B
¢yukuuu loCallDriver.

[Ipu mnepenaye |IRP wa Hu3mmii ypoBeHb, Ha MpOTrpaMMHUCTa JApaiiBepa
BO3JaratoTcs o0si3aHHoCcTU no uHUIMamm3anuu cTpyktypbl |O_STACK _LOCATION.
JlaHHBIE M3 A3TOU CTPYKTYPBI MCHOJIB3YIOTCS CIECAYIOIIUM IpalBEPOM ISl TOJTYYCHUS
napameTpoB.

[TpocTeiimmuii crmoco0 MHUIHAIM3AIUHA — (DU3NYECKOE KOITUPOBAHHUE:

IoCopyCurrentIrpStackLocationToNext (Irp) ;

status = IoCallDriver (pdx->LowerDeviceObject, Irp);
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loCopyCurrentirpStackLocationToNext KOITUPYET BCE 0JIst
IO_STACK _LOCATION w3 Tekymeid mnosumuu B cieayromyto. [lpm sTom He

KOIINPYIOTCH I10JIA, CBA3aHHBIC C (1)YHKI_II/I$IMI/I 3aBCPIICHUA BBO/JAa-BbIBO/JIA.

3.10 Ilocmanosxa IRP 6 ouepedw 0131 nociedyroweti obpabomiu
[TocranoBka IRP B ouepens ans nmocnemyromeit 00pabOTKU — TPETHI BOZMOKHBIN
BapHaHT MOBEJCHUS aucrerdepckor (yHkuuu. [lpuBenenHslii HKe (parMeHT Koja

npejmnoaraet, 4yTo ajs padoTsl ¢ ouepeasimu |IRP ucnonszyercs oobextr DEVQUEUE:
NTSTATUS DispatchSomething (PDEVICE OBJECT fdo, PIRP Irp)
{

IoMarkIrpPending (Irp); //a

StartPacket (&§pdx->dgSomething, fdo, Irp, CancelRoutine);//b
return STATUS PENDING; //c

}

a. DTy (QyHKOuIO ClenyeT BbI3bIBaTh BCErJa, KOrja aucrerdepckas (QpyHKUus
Bo3Bpamaer STATUS_PENDING.

b. Ecnu ycTpoHCTBO B JaHHBIH MOMEHT 3aHSTO WM OCTAHOBJICHO M3-3a COOBITHS
PnP wim ynpasnenus nutanuem, Gyakius StartPacket momernaer 3anpoc B
ouepelb; B MPOTUBHOM CIIydyae YCTPOWCTBO IOMEYAETCS KakK 3aHATOE, W
BbI3bIBaeTCs PyHkmsa Startlo.

c. Bosspar STATUS_PENDING rosoput o Tom, uto oOpabotka IRP emie He
3aBEPILICHA.

CrnenyeT OTMETHTB, 4TO TOcie BbI3oBa StartPacket me cienyer oOpamaThes K

IRP, Tak xak k MOMEHTY BoO3Bpara ympasieHus u3 31oil ¢yHkuuu |IRP wmoxer

OKa3aTbCs 3aBCPIICHHBIM, a 3aHUMacMasa UM IIaMATb — OCBO60)K)1€HHOﬁ.

3.11 @ynxyus Startlo
Oynkuus Startlo gacro ucnonszyercst mis oopadbotrku |IRP B ouepensix. B

MPUBEIECHHOM HIKE MTpUMepe coOCTBEHHO 00paboTka IRP n3ob0paxkeHa MHOTOTOYHEM.

VOID StartIo (PDEVICE OBJECT device, PIRP Irp)
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{
PIO STACK LOCATION stack = IoGetCurrentStackLocation (Irp);
PDEVICE EXTENSION pdx =

(PDEVICE EXTENSION) device->DeviceExtension;

}
3amaua ¢yskiun Startlo waumuupoBats 06padotky IRP. Crmoco6 oOGpaboTku

MOJHOCTBHIO 3aBUCUT OT Tuma ycTporcTtBa. HeoOxonumo umeTh B BHUAY, UYTO 9Ta

dbyukius nonyyaet ynpasienue Ha ypoBae DISPATCH_LEVEL.

3.12 Obpabomuuk npepuvisanus ISR

3aBepmMB TEPECHUIKY JTaHHBIX, YCTPOMCTBO MOKET BBIAATH allapaTHOE
npepbiBanue. OOpaboTuuk mpepbiBaHus pabdoTtaeT Ha ypoBHe IRQL koHkpeTrHOro
ycrpoiictBa (DIRQL) u 3amuiaercst CiuH-0JIOKUPOBKOM.

CnuH-0J10KUPOBKHU PEATU3YIOTCS PA3IMUYHBIM 00pa3oM JjIsi MHOTOIPOIIECCOPHBIX
¥ OJTHOTIPOIIECCOPHBIX CUCTEM. DTH OJIOKUPOBKH UCTIOIB3YIOTCS ISl JOCTYIA K 001meMy
pecypcy.

JIis MHOTOTPOIIECCOPHBIX CHUCTEM: KOJ, BBIMOJHIEMBIA Ha IMpoieccope A,
oOpamaercst Kk 0o01eMy pecypcy B HEKOTOpwhiii MoMmeHT tl. OH ycTaHaBIMBaeT CIIMH-
OJIOKUPOBKY M HauMHAET paboTath ¢ pecypcoM. Eciam B ciieqyronuii MOMEHT BpEMEHH
t2 xox, BBITONHAEMBIA Ha IMpoueccope b, TakkKe 3aX04eT MOJYYUTh JOCTYN K DTOMY
pecypcy, OH 3axOod4eT 3axBaTUTh CIHUH-OJOKMPOBKY. Tak Kak CHUH-OJIOKHPOBKA
MPUHAJIEKUT Tporeccopy A, mporeccop b BXOAUT B aKTUBHBIM LHKJ, IOCTOSHHO
IIpOBEpsisi COCTOSIHME pecypca, W oXuaas ero ocBoOoxkmenus. Korma mpomeccop A
CHUMaeT CIUH-OJOKUPOBKY, Mpoueccop b oOHapyxkuBaeT, uTo pecypc ocBOOOAMICS, U
3axBaTeiBaeT ero. C 3Toro MomeHTa mporeccop b nMeer HeorpaHWYEHHBI JOCTYN K
pecypcy. Ilocne 3aBepmienus paboTbl ¢ pecypcoMm, mpoueccop b ocBoOoxmaer
OJIOKUPOBKY.

B omHOmpOIIECCOPHBIX cHCTEMax CIHUH-OJIOKMPOBKA pealn30BaHa CYIIECTBEHHO
npoire. 31ech YCTaHOBJICHUE CITMH-OJIOKHMPOBKH TOBBIMIAET ypoBeHb IRQL 10 ypoBHS

DISPATCH_LEVEL. B stom ciy4yae 610kupoBKa obecrieunBaeTcsi TeM (aKkToM, YTO
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oneparuu Ha ypoBHsAX |IRQL Beime PASSIVE _LEVEL He Moryr mnpepsiBaThes
JPYTUMH OTIepaliusiMu, pabOTAIOIMMHI Ha TOM K€ WK 00Jiee HU3KOM YPOBHE.

Tunuaseiii ko ISR BeIMISANT creayrommum o0pa3om:

BOOLEAN OnInterrupt (PKINTERRUPT InterruptObject.
PDEVICE EXTENSION pdx)

{

if <yCcTpoMCTBO He BHIABAJIO IIPEPBIBAHUA>

return FALSE;

}

[lepBeiii aprymeHT ISR comepxuT ampec oObeKkTa MpEphIBaHUSA, CO3IAHHOTO
dynkuueii loConnectinterrupt.

BTopoii apryMeHT yka3pIBaeT Ha KOHTEKCT. Hale BCero, 3To apec paciiupeHus
YCTPOMCTBA.

O06paboTuMK MpephIBAHUN B OCHOBHOM OTBEYAET 3a UYTEHHUE W 3aIUCh JAHHBIX.
[Ipu sTOoM B OOJBIIMHCTBE CIy4aeB B €ro OOS3aHHOCTH BXOJUT IUIAHUPOBAHHUE
omoxenHoro Bbi3oBa mponenypsl (DPC — Defered Procedure Call). ITomumo
ocHoBHOro HazHaueHusi DPC — OpicTpee ocBoOOANTH MexaHu3M npepbiBanuii — B DPC
MO>XHO BBITIOJIHATH JCHCTBUSA, KOTOpPbIE HE MOTYT OBITh BBIMOJHEHH HA YPOBHE
obpabotunka (DIRQL), nanpumep, Bei3Bath l0CompleneRequest.

Ji1st 3T0T0 B 00pabOTUMKE MOMKET MPUCYTCTBOBATH CTPOKA THUIA:

ToRequestDpc (pdx->DeviceObject, NULL, pdx);

3.13 @yuxyus DPC

Oynkuus DpcForlsr, 3ampamuBaemas 00pabOTUYMKOM TpEpbIBaHUS, MOTy4YaeT
ynpasnenue Ha ypoBHe DISPATCH_LEVEL. O6saHO oHa nomkHa oOpabotats IRP,
CTaBIIMKA TPUYMHON TOCIEAHET0 TpepbhiBaHMs. [l 3TOro0 NPUXOAUTCS BHI3BIBATH
¢yuknuto loCompleteRequest mns  3aBepmienuss IRP, a Taxke ¢yHKImO
StartNextPacket mns wuckmouenus cienyromiero IRP w3 ouepenu ycTpoicTB u
nepenayu ero pynkuuu Startlo.

Hanpuwmep, Tak:

VOID DpcForIsr (PKDPC Dpc, PDEVICE OBJECT fdo, PIRP junk,
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PDEVICE EXTENSION pdx)
{

StartNextPacket (&pdx->dgSomething, fdo); //a
IoCompleteRequest (Irp, boost); //b
}

a. StartNextPacket ynamser cienyromuii IRP u3 odepenn W mochUIaeT €ro
Startlo,

b. loCompleteRequest 3asepmaer IRP, yka3aHHBII B TIEpBOM apryMeHTE;
BTOPOM  apryMeHT 3aJaeT TNpHUpalleHHe MNpPUOpUTETa A  TOTOKa,

oxxupgarorero 3roro IRP.

3.14 Qynxyuu 3a6epuienus

JUis  monyyeHus JipailBEpoM  BBILIENIEXKAIIEro YpoBHS HH(opManuu o
pe3ynbTarax BBIIOJHEHHUS KOHKPETHOIrO 3ampoca BBoAa-BeiBoja |IRP  mpaiiBepom
Hwkenexamero ypopas (CompletionNotification) MoxHO BbI3BaTh  (YHKIIHIO

loSetCompletionRoutine():
VOID loSetCompletionRoutine (IN PIRP Irp,
IN PIO COMPLETION ROUTINE CompletionRoutine,
INPVOID Context,
IN BOOLEAN InvokeOnSuccess,
IN BOOLEAN InvokeOnError,

IN BOOLEAN InvokeOnCahcel);

3necy Irp — ykazarenr Ha IRP, wuHdopMmanus o 3aBepiieHUd KOTOPOTO
HeoOxomuma, CompletionRoutine — ykasaten» Ha TOYKY BXojJa jpaiiBepa,
BbI3bIBaeMyto mpu 3aBepiieanu IRP, Context — onpenenenHoe apaiiBepoM 3HauUEHUE,
KOTOpOE€ HYXHO Tepeaarb Kak TpeTHH  mapaMeTp [ TOYKH  BXOja
CompletionRoutine, InvokeOnSuccess, InvokeOnError, IwokeOnCancel -
napaMeTphl, KOTOpbIe YKa3bIBaIOT, JOJDKHA JIM Touka Bxoga CompletionRoutine 6bITh

BbI3BaHa Ipu 3aBepuieHuu |IRP ¢ ykazanHbiM cocTosiHueM.
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Kak BumHo m3 mporortuna (yHKIUH, apryMeHTbl INVOKeONXXX npeacTaBisioT
c000ii IOTUYECKUE 3HAYCHHsI, KOTOPbIE YKA3bIBAIOT, B KAKOW M3 TPEX CUTyallui JOJDKHA
BBI3BIBATHCS (DYHKITUS 3aBEPIIICHUS.

InvokeOnSuccess o3HauaeT, uTo (PYHKIMS 3aBEPIICHUS JIOKHA BBI3BIBATHCS
nipu 3aBepiieHuu |IRP ¢ komom cocTosaus, npoxoasamum npoepky NT_Success.

InvokeOnError o3navaer, 4to (yHKIHS 3aBEPUICHUS JOJDKHA BBI3BIBATHCS TMPH
3aBepiiennu IRP ¢ kogom cocrosinus, He 1mpoxoasmum mpoepky NT_Success.

IwokeOnCancel o3navaer, uto (GyHKIMS TOJHKHA BBI3BIBATHCS B TOM Clydae,
eciu mepen 3aBepiieHueM Obuia Bei3BaHa (yHkiwms l0Cancellrp. Ha camom pene mpu
UCTUHHOM 3HaueHuu mapamerpa lwokeOnCancel nposepsiercs daar Cancel B IRP,
KOTOPBIi U ycTaHaBiauBaetcs ¢pynkuueii loCancellrp. Eciau naker IRP 3aBepimaetcs ¢
omMOKO#M, ¥ MCTUHHBIM sBJsieTcss mapamerp INvokeOnError, taxke OyneT BbhI3BaHA
¢dbyHkuus 3aBepiieHus. Eciou MCTHHHBIM sBisieTcs mnapamerp InvokeOnSuccess,
GbyHKUHMS 3aBeplIeHMs OyAeT BbI3BaHa IpH 3aBepuieHuu nakera |IRP 6e3 ommbku.

XoTst ObI OIMH U3 TPEX YKa3aHHBIX MapaMeTPOB JOJKEH ObITh UCTUHHBIM. Eciu
WCTUHHBIMH SBJISIIOTCSL BCE TPHU MapameTpa, (PYHKIMs 3aBepUICHUs OYyAyT BBI3BIBATHCS
npu Jiro0oM 3aBepiieHuu nakera IRP.

B kauwectBe BrOporo mapamerpa B BbI3oBe |0SetCompletionRoutine()
nepesaeTcs aApec TOYKH BXoJa JApaiBepa, KOTOpas AOJKHAa OBITh BBI3BaHA MPHU
3aBEpIICHUN yKa3aHHOTo B mepBoM mnapamerpe mnakera |IRP. Ilpororun dynkmum —

TOYKM BXOJa JpanBepa:
NTSTATUS CompletionRoutine (IN PDEVICE OBJECT DeviceObject,
IN PIRP Irp,
IN PVOID Context);

3nech DeviceObject — ykasarenb Ha OOBEKT-yCTPOWCTBO, KOTOPOMY
npenHasHavaics 3aBepumBluuiics naket |IRP, IRP — yka3zartens na 3aBepuiuBiimiics
naketr |IRP, Context — onpenenennoe mpaiiBepoM 3HaUY€HHE KOHTEKCTA, MEpPEIaHHOE,
Koraa Oblia Bei3BaHa Gyukiusa loSetCompletionRoutine().

[Tpu Be3oBe loSetCompletionRoutine() ykaszarenr Ha (YHKIHIO 3aBEpIICHUS

coxpansercs B IRP B cieaytoiiem nocie TEKyIIEro cmeke pameweHus 6600a/6v16004,
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TO €CTh B cCmieKke pasmewjeHusi 8600a/6vi600a HIDKENEKallero apaiiBepa. M3 storo
CIIEZYIOT JIBa BaXKHBIX BHIBOJA:

— eClM JpaiBep YyCTaHOBUT (YHKIIMIO 3aBeplieHus sl HekoToporo IRP u
3aBepmut 3ToT IRP, pyHKIMs 3aBepiieHrs He OyieT BbI3BaHa,

— JpaiiBep HH3LIEr0 YpOBHS (IMOO MOHOJMTHBIA JpaiiBep) HE MOXKET
yCTaHaBIMBaTh (DYHKIIMM  3aBEepIEHUs, TaK KakK, BO-TIEPBBIX, 3TO
0eCCMBICIEHHO (CM. MPEIbIAYIINI BEIBO/), & BO-BTOPBIX, ITO OLIMOKA, TaK KaK
cienyromero (3a TEKyIIMM) CTEKa pa3MEIICHUS BBOJIA/BBIBOJA IJISI TaKUX
JpailBEpOB HE CYIIECTBYET.

OyHKIMS 3aBEpIICHUs BBI3BIBaETCS MpH ToM ke ypoBHe IRQL, mpu kotopom
HIDKEJEeKAIMM JIpaliBepoM Oblila BbI3BaHAa (YHKUHMS 3aBepiieHus oOpadbotku IRP —
loComplete Request(). D10 Moxker ObITh 000N ypoBeHb IRQL MeHbImiA THO0
pasublii IRQL_ DISPATCH_LEVEL.

Ecnu npaiiBep Bbllenexaiiero ypoBHA co37aBajl HoBble makeTel IRP s
nepefaun JipaiiBepy HIDKENEXKAIlero ypOBHS, OH 00s53aH HCIOJIB30BaTh (HYHKIHUIO
3aBepmenust st 3tux IRP, mpuyuem mapamerper InvokeOnSuccess, InvokeOnError,
IwokeOnCancel nomkubl ObITh yeTaHoBICHB B TRUE.

B otux cnydasx ¢GyHKUOMA 3aBepuieHUs JODKHA OCBOOOAHWTH CO3/IaHHBIC
npaiisepom IRP ¢ momomsio ¢yukuuu IoFreelrp() u 3aBepiinth mepBOHAYATBHBIN
naket IRP.

OyHKIMS 3aBEPIICHUSI MOXKET BO3BpallaTh ABa BO3MOKHBIX 3HaUeHUs [3]:

STATUS_MORE_PROCESSING_REQUIRED (mpebyemcs
dononnumenbHas 00pabomra) — MPOIECC 3aBEPIICHUSI HEMEIJICHHO OTMEHSIETCHI.

JIroboe npyroe 3Ha4eHHE MPOCTO pa3peliaeT NPOAOHKUTh MPOLECC 3aBEPLICHHUS.
Tax kak Bce 3HaueHms, kpome STATUS MORE_PROCESSING_REQUIRED
UMEIOT OJMH W TOT K€ CMBICH, IIeNIeCOOOpa3sHO  HCIONB30BaTh  KOJ

STATUS_SACCESS.
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3.15 Bbvi306 (hyHKyuii 3a6epuieHust
3a BBI30B BCeX (DYHKIMI 3aBEpIICHHS, YCTAHOBJIICHHBIX TAHHBIM JPAiBEPOB B
3JIEMEHTax CTeKa BBOJA-BbIBOoja oTBeuaeT loCompleteRequest. Cxema BbI30Ba 3THX

dbyHKIUH TTOKa3aHa Ha pucyHke 3.6.

Texkywyun
3neMeHT
cTeKa

Mpeaplaywnia
aneMeHT
cTeka

# Ectb
¢ yHKUMA
3aBeplieHna?

Het

BbizoB
hyHKLMK
3aBepLueHnn

# Ectb Wy
¢ YHILUA
3aBeplueHna?

Pucynok 3.6 — Cxema BbI30Ba (\yHKLIUN 3aBEPILICHUS

Ha cxeme mokaszano, uto mocie BbizoBa (yHkiuu loCompleteRequest ona
MpOBEpsIeT TEKYIIUMHA DJIEMEHT CT€Ka BBOJIa-BhIBOJA HA NPEAMET HAJIUYUSI B HEM
GyHKIUM 3aBepIleHus, YCTAHOBJICHHOW ApaiiBepoM BhIcIIero ypoBHs. Ecimu dyHKims
HE OOHapyXeHa, yKa3zaTellb CTeKa CMEIAeTcsd Ha OJWH YpOBEHb BBEpPX, M IpPOBEpKa
BBITIOJTHSIETCSI CHOBA. [Iporiecc mpoBepKU BBIMOJHSIETCS 10 TeX IMOp, MOKa He Oyaer
HaWJIeH JJEMEHT CTeKa C YCTAaHOBJICHHOW (yHKIMEW 3aBeplUIeHUs, WUIu (PYHKIUS
loCompleteRequest He  jmocTurHeT  BepmIMHBI  CTeKa.  3areM  (QyHKIMS
loCompleteRequest BroimosiHgeT Bce HEOOXOauMbIe JCHCTBUS (B TOM 4YHCIE U
0CBOOOYKICHHE TTaMATH, 3aHuMaemoi IRP).

Ecmu dynkius loCompleteRequest HaxoauT mo3uImio cTeKa ¢ yKa3arejaeMm Ha
(GYHKIIUIO 3aBEpIICHUS, OHA BBI3BIBACT ITY (PYHKIIMIO M aHAJIM3UPYET KOJ BO3BpaTa.

Ecmu KOJ BO3Bpara HE COBIIAgacT C

STATUS_MORE_PROCESSING_REQUIRED, loCompleteRequest nepemernaer
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yKazaTresb cTeKa Ha OJIMH YPOBEHb BBEPX M MpojoiikaeT paboty. Ecnu e ko Bo3BpaTa
coBmagaet co 3HaueHnem STATUS MORE_PROCESSING_REQUIRED, ¢ynkuus
loCompleteRequest mpepeiBaeT paboTy W BO3BpallaeT yNpaBiICHHE TOMY, KTO €€
BbI3Baj. [Ipu aToM maker 3ampoca BBoja-BeiBoga |IRP oka3piBaeTcs B «10IBEIIEHHOM)
cocrostHUH. JIJIs BBIBOJA MMAKEeTa U3 TAKOTO COCTOSHUSA ApaiBep, QYHKIMS 3aBEPIICHUS
KOTOPOTO TIpepBajia MPOIECC «PACKPYTKH» CTEKA, BBHIMOJHUT 3Ty TOMOJHUTEIHHYIO
o6paboTky IRP m omsate Be3oBeT (yHKIMI0 l0CompleteRequest mis mpoaomkeHus
mpoliecca 3aBepIeHusl.

CnemxyeT OTMETUTh, 4YTO BHYTpH (YHKIMH 3aBEPIICHUS BBI3OB (DYHKIIHH
loGetCurrentlrpStackLokation mony4aer ykaszarens Ha 3JIEMEHT CTeKa, KOTOPBIN OBLI
TEKyIMM Ha MoMeHT Bbi3oBa loSetCompletionRoutine. B ¢yHkuuu 3aBepiieHus
HEJIb3s MOJIb30BATHCS COJCPKUMBIM 3JIEMEHTOB CTeKa HIKHETo YpoBHs. Bo mu3bexaHue
takoro cobnasHa ¢ynkmus loCompleteRequest oOnynser GonblIyi0 YacTh Mo

CJIEYIOILErO MIEMEHTA IEpe]] BBI30BOM (DYHKIUH 3aBEPILICHUS.

3.16 Ouepeou 3anpocos 6600a-8v1600a

beiBaeT Tak, yTO ApaiiBep MoIy4yaeT MakeT 3arnpoca BBoJa-BbiBoAa |IRP, koTophlii
OH He MOXeT o0paboTaTh cpa3zy. ucneruepckas GyHKIMS MOKET OTBEPTrHYTh 3TOT IRP
C KOJOM OILIMOKHM, WIM MOMECTUTh €ro B ouepenb. [lanee B npaiiBepe peanusyercs
noruka B3atus |IRP u3 ouepenu u nepenauu ero ¢pynkuuu Startlo.

B npunuune, opranuzoBatbh ouepens |IRP ouenb mpocrto. IlepBbiii 3nemeHT
(SIKOpB) CMHCKA BKIIOYAECTCS B OOBEKT pacUIMpEeHUs YCTPONUCTBA U MHUIIMATU3UPYETCS

¢yukuueit AddDevice:
typedef struct DEVICE EXTENSION ({
LIST ENTRY IrpQueue;
BOOLEAN DeviceBusy;
} DEVICE EXTENSION, *PDEVICE EXTENSION;
NTSTATUS AddDevice (..)
{

InitializelistHead (&pdx->IrpQueue) ;
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}
[Tocne aToro nmumryTcst ABe nMpocThie GyHKIUU 111 moctaHoBKH IRP B ouepenb

VOID NativeStartPacket (PDEVICE EXTENSION pdx, PIRP Irp)

{
if (pdx->DeviceBusy)
InsertTaillist (&pdx->IrpQueue, &Irp->Tail.Overlay.ListEntry);

else

{
pdx->DeviceBusy = TRUE;

StartIo (pdx->DeviceObject, Irp);

}
}
N U3BJICYCHU:A CI'0 U3 OUCPCIAU
VOID NativeStartNextPacket (PDEVICE EXTENSION pdx, PIRP Irp)

{
if (IsListEmpty (&pdx->IrpQueue))

pdx->DeviceBusy = FALSE;

else

{
PLIST ENTRY foo = RemoveHeadList (&pdx->IrpQueue) ;

PIRP Irp = CONTAINING RECORD (foo, IRP, Tail.Overlay.ListEntry);
StartIo (pdx->DeviceObject, Irp);
}

B kone wuszBneuenus |IRP u3 ouepenu ucmonb3yercss OpUTrHMHAIBHBIA Makpoc,
onpenencHubiid B ntdef.h:
#define CONTAINING_RECORD(address, type, field) \
((type *)((PCHAR)(address) - (ULONG_PTR)(&((type *)0)->field)))

OTOT MakpoC BOCCTAaHABIMBAET MO M3BECTHOMY aJpecy MOJsi CTPYKTYpPbl aapec

CaMOM CTPYKTYPBI.

PaccmoTpeHHBI MeTOJ HEyJ00€H TeM, YTO JOMOJHHUTEIBHO HE0O0X0auM
MEXaHHU3M MPUOCTAHOBKU OYEPEAN HA BPEMsI HEKOTOPBIX cocTossHUI PNP 1 ynpaBieHus

nutanvem [3]. Ilpy 3TOM makeTbl 3ampoca BBOJIa-BbIBOJA HAKAIUIMBAIOTCS B
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HpHOCTaHOBHGHHOﬁ o4ucpcan O0 TEX IIOp, ITOKa KTO-HI/I6y,Z[I> HC OTMCHUT IIPUOCTAHOBKY

ouepenu, U JUCTeTYep He CMOXKET BO300HOBUTH oTHpaBky |IRP ¢pynkmuu Startlo.

3.17 O6wexm DEVQUEUE
Jlist pereHust mpoOsieM, CBSI3aHHBIX € odepensiMd, B [3] TpensiokeH MakeT

byHKIMI ynpaBieHus: 00BEKTOM ouepenu, KoTopblii aBTop HasBan DEVQUEUE u

Bkitoum ero B ctpykrypy DEVICE_EXTENSION.
_DEVICE EXTENSION {

typedef struct

DEVQUEUE dgReadWrite;
*DEVICE EXTENSION;
IRP  nmpaiiBepom,

} DEVICE EXTENSION,
Ha pucynke 3.7 mokazaHa TUOM4YHAs 00paboTKa
ucnois3ytonmM 00bekTel DEVICE_EXTENSION [3].
Hawano pa6oTbl

ucne —=
Rucnersepcan |-~ 1RPe ovepesn — I
2 \\
Fs Z \ ~ .
J

AnnapaTtHble

£

1

!

X
4
1 /7
 / | -
! O6paboTyuK e

DPC B ouepean _ P -~
P S npepbIEaHis npepbiBaHuA

1
-

1
1
i
1
3 4
L} Fi
1 i
Y i
i v PyHILIMA 3aBepLUeHHble
N, MnaHnpoBwuk DPC ——p| OT/IOXKEHHOTO IRP
Bbl30Ba
1

Pucynox 3.7 — Jloruka o6pabotku IRP ¢ yaactuem oopexra DEVQUEUE u pynkiuun

Startlo
Kaxnpiii o0bekr DEVQUEUE o6mamaer cobcrBenHnoit ¢ynkumeit Startlo,

KOTOpask yKa3bIBaeTCs MPU MHUIMaIK3aluu oobekta B AddDevice.
NTSTATUS AddDevice (..)

{

- ces

PDEVICE_EXTENSION pdx
StartIo);

InitializeQueue (&pdx->dgReadWrite,
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}

Mo>HO HCIOJIB30BaTh 00IIYyI0 aucnetdepckyro Gynknuro 1 IRP_MJ _READ

u IRP_MJ_WRITE.
NTSTATUS DriverEntry(PDRIVER_OBJECT DriverObject,

PUNICODE STRING RegistryPath)
{

DriverObject->MajorFunction[IRP MJ READ] = DispatchReadWrite;
DriverObject->MajorFunction[IRP MJ WRITE] = DispatchReadWrite;

#pragma PAGEDCODE //Cnenmywomasa OyHKUMS OyIeT NOOKAUMBAEMOM

NTSTATUS DispatchReadWrite (PDEVICE OBJECT fdo, PIRP Irp)

{

PAGED CODE () //Makpoc, y©exmaommics B TOM, HYTO BHI3HBAIMYI
//ToTOK 3amnymeH Ha ypoBHe IRQL, KOTOPBIM HOCTATOUHO HUIBOK,
//YTOOH pas3pemmMTs [IOOKAUKY

PDEVICE EXTENSION pdx =
(PDEVICE EXTENSION) fdo->DeviceExtension;

IoMarkIrpPending (Irp) ;
StartPacket (&pdx->dgReadWrite, fdo, Irp, CancelRoutine);

return STATUS PENDING;
}

#pragma LOCKEDCODE //Cr;enmymomas byHkUMS OyneT 3abJIOKMPOBAHHOM

VOID CancelRoutine (PDEVICE OBJECT fdo, PIRP Irp)

{
PDEVICE EXTENSION pdx =
(PDEVICE EXTENSION) fdo->DeviceExtension;

CancelRequest (&pdx->dgReadWrite, Irp):;
}
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Creyer OTMETUTb, YTO TIOCIIEHUM aprymeHToM ¢yHkuuu StartPacket nomkna
ObITh MepeaaHa (PyHKIUS OTMEHBI.
[Ipu 3aBepmienuun |IRP B ¢ynknuun DPC  Bb3bBaetcss  QyHKIHUS

StartNextPacket.

VOID DpcForIsr (PKDPC junkl, PDEVICE OBJECT fdo, PIRP junk2,
PDEVICE EXTENSION pdx)
{

StartNextPacket (pdx->dgReadWrite, fdo);
}

3.18 Ommena 3anpocoé 6600a-6v1800a

JlocTaToyHO 4acTo BO3HMKAET HEOOXOJMMOCTh B OTMEHE 3arpoca BBOJ1a-BbIBO/IA.
Hanpumep, mpuiokeHue MOXKET 3aBEPIIMTHCS IMOCJE BBIJAYM 3ampoca, HO JO €ro
BEITIOJIHCHNS. [losiBJIeHME HOBOTO O0OpYAOBaHHS TaKkKe MOXET MOTpeOOBaTh
MIPUOCTAHOBKH 3aIIPOCOB, MTOKa MEHEKEP KOHPUTYpAIIMN HE 3aKOHYUT HACTPOHKY.

YToOBI OTMEHHTH 3aITPOC BBOIA-BBIBOJIA B PEXKUME sIIpa, KTO-TO JOJDKEH BBHI3BATH
¢yukmuto loCancellrp. Cucrema aBromatndecku Boi3zoBeT l0Cancellrp mist Beex IRP,
MPUHAICKAIINX MTOTOKY, 3aBEPIIaeMOMY C HEOOpaOOTaHHBIMH 3aITPOCAMH.

[TpunoxeHne MOJIL30BATEIBLCKOTO peXMMa MOXKeT Bbi3BaTh Cancello, uToObl
OTMCHHTh BCE HE3aBEPIICHHBIC ACHHXPOHHBIC OIEpAIlH, BHIAAHHBIC MOTOKOM JIJIS
neckpuntopa (handle) ¢aitna. loCancellrp morna 6bI IPOCTO 3aBEPIINTh YKa3aHHBIN
IRP ¢ xomom 3aBepriennss STATUS CANCELED. Onnako, pynkuus loCancellrp ve
3HAeT, Ie HaxojsaTcs ykaszatenw Ha |IRP, m eme ona He 3Haer, oOpabaThIBaeTcs JIH
nansbiii IRP B manHoe Bpemsi, win Her.

Ecnu Ob1 B cucTeMe He ObIT0O MHOT033/Ia4HOCTH, U OBLT TOJIBKO OIHMH TPOIIECCOD,
B3aMMOJICHCTBHE AUCIIETYEpa BBOIa-BhIBOA ¢ (pyHKIMEH Startlo Obut0 Ob1 JOCTATOYHO
MPOCTHIM:

— IIpu nmocranoBke IRP B ouepens B monme CancelRoutine crpykrypsr IRP

3a”Hocutcd aapec GyHkuuu orMmensl. [Ipu u3Bneuenun IRP u3 ouepenu nomne

CancelRoutine 3agaercs paabim NULL.
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— Oyukmus loCancellrp ycranaBnmuBaer ¢aar Cancel B Irp. 3arem onHa
npoBepsieT, He paBeH yiu NULL ykazarens CancelRoutine B IRP. IToka IRP
Haxonutcs B ouepenu, CancelRoutine oromuen ot NULL. B atom ciyuae
Bb130oB l0oCancellrp mpuBomUT K BBI30BY YCTAHOBJICHHOW (D)YHKIIMA OTMEHBI.
Oyukmus otMmenbl ynanser |IRP w3 ouepenu, rne oH B JaHHBIA MOMEHT

HaxoauTcs, u 3apepiaet IRP ¢ kogom 3aBepmienns STATUS CANCELED.

— Ilocne uspneuenuss IRP u3 ouepeau ¢yukums loCancellrp obnapykuBaer,
yro ykaszareiar CancelRoutine pasen NULL, u BbI3bIBaeT (YYHKIIHIO OTMEHBI.
IRP o6pabaTsiBaeTcs 10 3aBEpIICHHUS.

Korna nam mpuxomutcst paboTaTth B pEaJbHBIX YCIOBUSX MHOT033JaYHOCTH U
MHOTONPOIIECCOPHOCTH, B KOTOPBIX CIEACTBUSA (OpPMaJbHO MOTYT OIEpPEkaTh
NPUYUHBI, MOKET BO3HHKATh MHOXKECTBO CHUTYaIlMil «TOHOK» MEXTY MOCTAaHOBKOW B
ouepenp, yAaleHueM U3 ouepenu U QYHKIUSIMHA OTMEHBI.

[IpoOneMbl TOHOK MOTYT peliaThbes IBYMs MyTsSMH. Bo-miepBbIX, UCTIOIB30BAHKE
coOCTBEHHOM JIOTUKU 00paboTku ovepenei |IRP. Bo-BTopsix, ncnonb3zoBanue QpyHKIUI
cemeiictBa |0CSQXXX, mpemnaraembix ¢upmoii Microsoft. Hcnombs3oBanue 3THx
GyHKIIMI HE TpeanonaracT MOHMMAHUSA MPOTPAMMHUCTOM HMX MEXaHH3Ma padoTHI.
®dupma npejraraeT UCIoJIb30BaTh UX «KaK €CThY.

PaccmoTtpum npumepnsiii Bug Gyukiuu loCancellrp.
BOOLEAN TIoCancellrp(PIRP Irp)

{
IoAcquireCancelSpinLock (&Irp->CancellIrqgl) ; //1
&Irp->CancelIrgl = TRUE; //2
PDRIVER CANCEL CancelRoutine = IoSetCancelRoutine (Irp, NULL); //3
if (CancelRoutine)

{PIO STACK LOCATION stack = IoGetCurrentIrpStackLocation (Irp);
(*CancelRoutine) (stack->DeviceObject, Irp); //4
return TRUE;

}
else

{

IoReleaseCancelSpinLock (Irp->CancelIrqgl);

return FALSE; //5
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IIprmedanus k koxy.

1. Crauama loCancellrp 3axBaTbIiBaeT ri00aIbHYIO CIUH-OJIOKUPOBKY OTMEHBI.
Crappie apaifBepbl 4YacTO HCHOJB30BAIM 3Ty OJOKUPOBKY, IOITOMY HEU30EKHO
BO3HMKAJIM KOJUIM3UU TMIPU TMOMBITKE €€ MCIOJb30BaHUsl B IIpoliecce OOBIYHOM
oopabdoTku IRP. HoBble npaiiBepbl MCHONB3YIOT 3Ty OJOKHPOBKY JHUIIb HA KOPOTKOE
BpeMs 00paboTku oT™MeHbI IRP.

2. YcranoBka (aara Cancel = TRUE cooOrmiaer BceM, 4To Ui 3TOrO MaKeTa
oObuta BeI3BaHa (yskiusa loCancellrp.

3. ®yukmus loSetCancelRoutine momyuyaer Tekymmii —yKasaTenb Ha
CancelRoutine u 3agaer nose pasabiM NULL B TedeHue oHO# onepariuy.

4. loCancellrp BbI3BIBacT (DYHKIHMIO OTMEHBI, €CIM OHA IPHUCYTCTBYET, Oe3
NPEABAPUTEILHON OCBOOOXKIEHUS TJIOOATHOM CHUH-OJIOKUPOBKH OTMEHBI. [loaTOoMy
OJIOKUPOBKY ClIeAyeT OCBOOOIUTh (PyHKUMEH oTMeHbl. CreayeT Takke oOpaTUTh
BHUMaHUE Ha TO, YTO apryMEeHT OOBEKTa YCTpOICTBa, IepenaBacMblii (QYyHKUUU
OTMEHBI, OepeTcss U3 TEeKylled MO3UIUU CTEeKa, IJ€ OH JOJDKEH ObLI OBITh OCTaBJIEH
¢yukuueit loCallDriver.

5. Ecmu ¢yHkuus oTMmeHsl otcytcTByeT, (yHkius loCancellrp cama

O0CBOO0K/Ia€T MI00ATBHYIO CIIMH-OJIOKUPOBKY.

3.19 Cyenapuu oopabomru IRP

HecMoTpst Ha Bce cloKHOCTH, cBsizaHHbIe ¢ oOpabotkoi |IRP, Ha mpakrtuke
BCTPEYAIOTCS JIUIh BOCEMb CIICHAPUEB, CYMIECTBEHHO OTIWYAIONTUXCS IPYT OT Jpyra
[3]. PaccMoTpuM nocieaoBaTebHO 3TH CLIEHAPUHU.

Cyenapuii 1: nepedaua énus ¢ QyHKkyuell 3a8epuietus

IRP, HanpaBneHHbI BalieMy JpaiiBepy, MepeHanpaBiseTcs ApaiBepy HU3IIETO
YpOBHsI B cTeke PNP, mpy 3TOM BBITTOHSIETCS HEKOTOPast 3aKIFOYUTEIIbHAas 00paboTKa B

byHKIIMK 3aBepiIeHus (PUCYHOK 3.8).
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IRP, nocTynuBLLni

U3BHE
—>|
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% pyHKUMA
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Baw

Opyron
Apansep

> loCompleteRequest I

Pucynok 3.8 — [lepenaua BHU3 ¢ (yHKITHEH 3aBEpIICHUS

JJ1st mpUMEHEHHsI 3TON CTpAaTeTuy HEOOXOIUMBI JBA YCIIOBHS:

— IRP wMoxer mnocrynute Ha ypoBHe DISPATCH_LEVEL B koHTekcTe
MPOU3BOJILHOTO TOTOKa (TO €CTh, OJIOKMpOBKa BO Bpemsi oOpabotku IRP
JpaiiBepamMu HU3IIETO YPOBHS HEBO3MOKHA),

— €ClIM HEeOOXOJMMO, 3aKJIIOUUTENIbHas 00paboTKa MOKET BBINOJHATHCS Ha
ypoBue DISPATCH_LEVEL (tak kak ¢yHKUIMA 3aBEpIICHUS MOTYT
BBI3BIBATHCSA HAa STOM YPOBHE).

Kon nucneruepckodt (GyHKUMM W (YHKUAMA 3aBEPILICHUS MOXKET BBIMJISACTD

IIPUMEPHO TaK:
NTSTATUS DispatchSomething (PDEVICE OBJECT fdo, PIRP Irp)
{
PDEVICE EXTENSION pdx =
(PDEVICE EXTENSION) fdo->DeviceExtension;
NTSTATUS status = IoAcqureRemovelock (&pdx->RemovelLock, Irp);
if (!NT SUCCESS (status))
return CompleteRequest (Irp, status);
IoCopyCurrentIrpStacklocationToNext (Irp) ;
IoSetCompletionRoutine (Irp,
(PIO _COMPLETION ROUTINE) CompletionRoutine,
pdx, TRUE, TRUE, TRUE);
return IoCallDriver (pdx->LowerDeviceObject, Irp);

}
NTSTATUS CompletionRoutine (PDEVICE OBJECT fdo, PIRP Irp,
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PDEVICE EXTENSION pdx)

{

if (Irp->PendingReturned)
IoMarkIrpPending (Irp)

//Heobxommmas nocrobpaboTka
IoReleaseRemovelLock (&pdx->RemovelLock, Irp):;
return STATUS SUCCESS;

}

Cyenapuii 2: nepedaua énus b6e3 yHKyuu 3a8epuleus

IRP, HanpaBneHHbIi BalieMy JpaiiBepy, NepeHanpaBisieTcs ApaiBepy HU3IIETO
ypoBHs B cteke PnP, npu sToMm nanee ¢ IRP Huyero nenate He Hazio (pUCYHOK 3.9).

J1Jist IpYMEHEHUsI 3TON CTpAaTeruu HEeOOXOIUMBI JBA YCIOBUS:

— IRP nonyden u3BHe (a HE CO3/1aH BaMu),

— Bam jApaiiBep He oOpabOatwiBaeT |IRP, HO, BO3MOXHO, 3TO 3aXx0o4eT caenarhb

ApaiiBep HU3IIETO YPOBHS.

OTOT cueHapuil 4acTo NpUMEHsAeTcd B (QUIBTPYIOMIMX JpailBepax, KOTOpbIE

npocTo nepenaroT Bee |IRP, He npencrapistonye nuaTepeca i JaHHOTO JipaiBepa.

Kon dyHkumu, peansyomiei 3Ty CTpaTeruio, MOXET BBITISIIETh MPUMEPHO TaK:
NTSTATUS ForwardAndForget (PDEVICE EXTENSION pdx, PIRP Irp)
{
PDEVICE EXTENSION pdx =
(PDEVICE EXTENSION) fdo->DeviceExtension;
NTSTATUS status = IoAcqureRemovelock (&pdx->RemovelLock, Irp);
if (!NT SUCCESS (status))
return CompleteRequest (Irp, status);
IoSkipCurrentIrpStackLocation (Irp) ;
status = IoCallDriver (pdx->LowerDeviceObject Irp);
IoReleaseRemovelLock (&pdx->RemovelLock, Irp);
return status;

}
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IRP, nocTynuBLLni

U3BHE
—>|

Baw
Apansep

Opyrow
Apansep

loCompleteRequest

Pucynok 3.9 — Ilepenaua BHU3 6€3 QyHKIMH 3aBEPILICHUS
Cyenapuil 3: 3a6eputeHue 8 Oucnemuepckol QyHKyuu
B sTom cuenapuu npaiiBep HemenieHHO 3aBepmiaeT |IRP, monydeHHBIH W3BHE
(pucynok 3.10). YcioBus aiist mpuMEHEHUs 3TOTO CIICHAPUS:
— IRP nonyden u3BHe (a HE CO3/1aH BaMu),
— BO3MOXKHa HemejuieHHas o0paboTka IRP, kak 3T0 ObIBaeT mJii MHOTHX
YIPaBJISAIONIUX 3ampocoB BBoaa-BeiBoga (IOCTL),
— ¢ maketoM |IRP u4To-TO oueBMIHO (XpaiiBepy) HE TakK, HU3 YEro CIeayeT
HEeMEIJICHHBIN OTKAa3.
Kon nucnierdepckoii GyHKIIMA MOXKET BHITIISACTH IPUMEPHO TaK:
NTSTATUS DispatchSomething (PDEVICE OBJECT fdo, PIRP Irp)

{
PDEVICE EXTENSION pdx =

(PDEVICE EXTENSION) fdo->DeviceExtension;

//Heobxonumasa obpaborka IRP

Irp->IoStatus.Status = STATUS XXX;
Irp->IoStatus.Information = YYY;
IoSetCompletionRequest (Irp, IO NO INCREMENT) ;
return STATUS XXX;

}
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IRP, nocTynueLuni
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Apainsep

loCompleteRequest

Pucynok 3.10 — 3aBepiiieHue B JucreT4epcekoit GyHKIUu

Cyenaputi 4: nocmanogka 6 ouepeos 051 nociedyroujeti oopabomru

B srom cuenapum uszBHe mnonydeH |IRP, kotopelii Baml ApaiiBep HE MOXKET
oOpaboTats HemeIeHHO. |IRP momeriaercst B ouepes A mocieayromeit o0paboTku B
bynkun Startlo (pucynok 3.11). YcnoBus Ay MpUMEHEHUS STOTO CIIEHAPHS:

— IRP nosyden u3BHe (a HE CO3/1aH BaMu),

— BBI HE 3HaeTe 3apaHee, BO3MOXKHA JIM HeMeieHHas: oopaboTka IRP, kak sTo
gacto ObiBaeT Mg ¢ IRP, TpeOyroomumu mocieqoBaTelbHOr0 JOCTyna K
000py10BaHUIO.

Tunu4eeld CcMOCO0 peanu3anuy 3TOTO CICHApHWs OCHOBAaH Ha YIpaBICHUU

ouepenpto IRP npu nomomu o6bexkta DEVIQUEUE. TlpuBoauMeie HUXKE pparMeHThI
KOJIa JIEMOHCTPUPYIOT B3aUMOJECHCTBUE PA3JIMYHBIX YACTEW JpaWBepa yCTPOMCTBA C

IIPOTPaMMUPYEMBIMH NPEPHIBAHUSMHA BBOAA-BBIBOA.

IRP, nocTynmBLUWiA
V3BHe
—’

Baw
Apansep

Ouepeab
IRP

loCompleteRequest

7y
»  DpcForlsr

Pucynok 3.11 — IloctaHoBKa B ouepeipb Jisl OCJIeayIome o0paboTKu
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B IMPUBCACHHOM HHMXXC KOAC 4aCTHU, OTHOCAIIUECCA HCIIOCPEACTBCHHO K 06pa60TKe

IRP BbIIENEHBI )KUPHBIM HIPUGTOM.
typedef struct DEVICE EXTENSION {

DEVQUEUE dgReadWrite;

} DEVICE EXTENSION, *DEVICE EXTENSION;
NTSTATUS AddDevice (PDRIVER OBJECT DriverObject,
PDEVICE OBJECT pdo)

{

InitializeQueue (&pdx->dgReadWrite, StartIo);
IoInitializeDpcRequest (fdo, (PIO _DPC ROUTINE) DpcForIsr);

}
NTSTATUS DispatchReadWrite (PDEVICE OBJECT fdo,PIRP Irp)

{
PDEVICE EXTENSION pdx =

(PDEVICE_EXTENSION) fdo->DeviceExtension;
IoMarkIrpPending (Irp) ;
StartPacket (&pdx->dqReadWrite, fdo, Irp, CancelRoutine) ;
return STATUS PENDING;

}
VOID CancelRoutine (PDEVICE OBJECT fdo,PIRP Irp)

{
PDEVICE EXTENSION pdx =

(PDEVICE EXTENSION) fdo->DeviceExtension;
CancelRequest (&pdx->dgqReadWrite, Irp);

}
VOID StartIo(PDEVICE OBJECT fdo, PIRP Irp)

{

}
BOOLEAN OnInterrupt (PKITERRUPT junk, PDEVICE EXTENSION pdx) ;

{

PIRP Irp = GetCurrentIrp (&pdx->dgReadWrite) ;
Irp->IoStatus.Status = STATUS XXX;
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Irp->IoStatus.Information = YYY;

IoRequestDpc (pdx->DeviceObject, NULL, pdx):;

}
VOID DpcForIsr (PKDPC junkl, PDEVICE OBJECT fdo, PIRP junk2,
PDEVICE EXTENSION pdx)

{

PIRP Irp = GetCurrentlIrp (&pdx->dgReadWrite);
StartNextPacket (&pdx->dgReadWrite, fdo);
IoCompleteRequest (Irp, IO NO INCREMENT) ;

}

Cyenapuu 5: cozdanue acunxponuuoix |IRP

B sTom cuenapuu apaiiBep coznaet acuHXpoHHbIN |IRP, KoTOpbIN nepeckuiaeTcs
Ipyromy apaiiBepy (pucyHok 3.12). YcnoBus aiisi HpUMEHEHUS 3TOT0 CIEHApUS:

— HMMEETCs IPYyTrOr IparBep, BBITOIHSAIOMINMI OIEPALMIO 10 BAIIEMY [TIOPYUYEHHUIO,

— BBINOJHEHUE BEIETCA JTMOO B KOHTEKCTE MPOU3BOJIBHOIO MOTOKA (B KOTOPOM

OJIOKMpOBKa HekenmarenabHa), oo Ha ypoBHe DISPATCH_LEVEL (ma

KOTOPOM OJIOKMPOBKA HEBO3MOIKHA).

loBuildAsynchronousFsdRequest
um G Geme ik loFreelp
IoAllocateIRP Apaiisep 3aBepLueHNs

A

» ‘ loCompleteRequest I

Pucynok 3.12 — Coznanue acuaxponssix IRP

Hwxe nmpuBeneH mpuMepHBIi KOJI, BKIIOYaeMbI B JApaiiBep. DTOT KOA HE 00s13aH
HaxXoJuThcAa B qucneryepckoit pynkuuu IRP, a nieneBoil 00beKT ycTpoiicTBa HE 00s13aH

OBITH CJICTYIOIIUM HUKHUM OOBEKTOM B CTEKE.

SOMETYPE SomeFunction (PDEVICE EXTENSION pdx,

PDEVICE OBJECT DeviceObject)
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{
NTSTATUS status = IoAcquireRemovelLock (&pdx->Removelock,

(PVOID) 42); //A
if (!NT SUCCESS (status)) //A
return <cocTogHME>; //A
PIRP Irp;

Irp = IoBuildAsynchronousFsdRequest (IRP MJ XXX, DeviceObject,
)
558

Irp = IoAllocatelIrp(DeviceObject->StackSize, FALSE);
PIO STACK LOCATION stack = IoGetNextIrpStackLocation(Irp);
stack->MajorFunction = IPR MJ XXX;
<IOMNOJIHUTEeNbHAS MHULIMAIN3ALNI>
IoSetCompletionRoutine [EX] ([pdx->DeviceObject,] Irp,

(PIO COMPLETIOM ROUTINE)CompletiomRoutine, pdx,

TRUE, TRUE, TRUE);
ObReferenceObject (DeviceObject) ; //B
IoCallDriver (DeviceObject, Irp):;
ObDeReferenceObject (DeviceObject) ; //B
}

NTSTATUS CompletionRoutine (PDEVICEOBJECT junk, PIRP Irp,

PDEVICETXTENSION PDX)

{

<3aumcrtka IRP>

IoFreelrp(Irp);

IoReleaseRemovelLock (&pdx->Removelock, (PVOID) 42); //A
return STATUS MORE PROCESSING REQUIRED;

}

BeizoBel  I0AcquireRemovelLock wu |oReleaseRemovelLock (BetBr A)
HEOOXOJMMBI TOT/Aa, KOTJa YCTpoHMcTBO Ha3HaueHusi |RP sBnseTcss ycTpoiicTBOM
HIKHETO YPOBHSI B CTEKeE. 42 — MPOCTO MPOU3BOJIbHBINA MapKeED.

BrizoBe ObDeReferenceObject u ObDeReferenceObject no u mocie Bbi3oBa
¢yukuun  loCallDriver  (BetBb B) HeoOxoammbl Tornma, Kornma — (YHKIHS

loGetDeviceObjectPointer wucnoas3oBamack i noaydenuss DeviceObject, u
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byHKUMS 3aBepUIeHUs OCBOOOXKIAET MOJTYYEHHYIO CCBUIKY Ha OO0BEeKT (aila wuiu
YCTPOMCTBA.

Betu (A) u (B) He UCIonb3yr0TCs OJTHOBPEMEHHO — B KOJI€ MPUCYTCTBYET JIUOO
OJ[HA BETBb, JINOO HU OJTHOM.

Cyenapuu 6: cozdanue cunxpounvix |IRP

B sTom cuenapum gpaiiBep co3maet cuHxpoHHbI |IRP, kotopslit nepeckuiaercs
npyromy apaiisepy (pucyHok 3.13). YcnoBust st IpUMEHEHHUS 3TOTO CIICHAPHS:

— HMMEETCsl IPYyTrOU IparBep, BBITOIHAIOIIMMI OIEPALMIO 10 BAILIEMY ITIOPYUYEHHUIO,

— BbI JOJUKHBI JOKIAATHCA 3aBCPIICHUA OIICpalun AJIA IMTPOJOJIZKCHUA pa6OTBI.

Aucnetyep
P BBOAA- loFreelrp
BbIBOAA

loBuildSynchronousFsdRequest Baw
unm ppadizep [ KeSetEvent
loBuildDeviceloControlRequest

A

IRP
Apyroit
Apansep

> ‘IoCompleteRequest‘ I

Pucynox 3.13 — Co3nanne cuaxponusix IRP

Hwxe npuBeneH npuMepHBI KOJI, BKIOYAEMbI B ApaiiBep. DTOT KOA HE 00s13aH
HaXOoJUThcA B qucnerdepckoit pynknuu IRP, a neneBoii 00beKT ycTpolicTBa HE 00s13aH

OBITH CIICTYIOIIUM HIKHUM OOBEKTOM B CTEKE.
SOMETYPE SomeFunction (PDEVICE EXTENSION pdx,
PDEVICE OBJECT DeviceObject)

{
NTSTATUS status = IoAcquireRemovelLock (&pdx->Removelock,

(PVOID) 42); //A
if (!NT_SUCCESS (status)) / /A
return <cocTosgHME>; / /A
PIRP Irp;

KEVENT event;
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IO _STATUS BLOCK iosb;
KeInitializeEvent (&event, NotificationEvent, FALSE);
Irp = IoBuildSynchronousFsdRequest (IRP MJ XXX, DeviceObject,

&event, &iosb);
558
Irp = IoBuildDeviceIoControl (IOCTL XXX, DeviceObject,
&event, &iosb);
status = IoCallDriver (DeviceObject, Irp):
if (status == STATUS PENDING)
{

KeWaitForSingleObject (&event, Executive, KernelMode,
FALSE, NULL);
status = iosb.Status;

}
IoReleaseRemovelLock (&pdx->Removelock, (PVOID) 42); / /A

Kak wuw B cumenapum 5, BboBel  lOAcquireRemoveLock wu
loReleaseRemovelLock (komvenTapun A) HEOOXOAWMBI TOT/A, KOT/IA YCTPOWCTBO
HazHaueHusa |RP sBisieTrcs ycTpolicTBOM HMXKHEro ypoBHSI B cTeke. 42 — MPOCTO
MPOM3BOJILHBIA MapKep.

OTOT cUeHapuil 4YacTO HCIOJIb3YeTCs JJIi CHUHXPOHHOM OTHpaBKH OJOKOB
zarpocoB USB (URB — USB Request Block). O6s194H0 3T0 IpOUCXOAUT B KOHTEKCTE
nucnerdyepckoit pynkuuu IRP, HezaBucumo ycranapnuBaronieil 0JJOKUPOBKY yIaleHUS.
3auncTtka 3a Takumu |IRP He BeimonHsiercs. Jucneruep BBOJa-BbIBOJA BBIMOIHSET €€
aBTOMATUYECKHU.

Cyenapuii 7: CUHXPOHHAS nepeoaya 6HU3

B stom crienapuu uzBHe nosyded |IRP. Bam npaiiBep cMHXpOHHO Tiepenaer ero
BHU3 10 CTEKY U POJ0JKAET paboTy (pucyHok 3.14). YcnoBus 11 TpUMEHEHUS 3TOTO
CLEHapHUs:

— IRP nonyyen u3BHe (a HE CO37aH BaMu),

— BeimosiHeHue BeaeTcs Ha ypoBHe PASSIVE LEVEL B dukcupoBanHOM

MIOTOKE,
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— Bama 3aKiIoudTeNibHas oOpabotka »toro |IRP  gomkHa BeIMOTHATBCS Ha
ypoBae PASSIVE_LEVEL.
TUnUIHBIM TPUMEPOM CUTYyaIluH, B KOTOPOW HEOOXOJUMO HCIIOIh30BaTh 3TOT

crieHapuii — oopaboTtka 3ampocoB PnNP noasuna IRP_MN_START_DEVICE.

IRP, nocTynueLnin
M3BHe

>

Gl KeSetEvent I ............... Balua dyHkuma I
Apaiiep 3aBeplUeHNA

A

Opyron
Apansep

> loCompleteRequest I

Pucynok 3.14 — Cunxponnas nepenaun IRP BHU3 110 cTeky

I[Be BCIIOMOI'aTCJIBHBIC (bYHKIII/II/I, IIOKAa3aHHBIC HHWKC, CHIBbHO YIIPOCTAT

BBITTOJIHCHUC CHHXpOHHOﬁ nepeaadmn.

Tot, xT0 BBI3BIBACT 3Ty (PyHKIIMIO, Mo/bKeH BbI3BaTh loCompleteRequest ms
IRP, 3axBaTtuTh 1 0CBOOOANTH OJIOKUPOBKY yaaieHus. JIOTHMKy OJOKUPOBKU U yIaleHUs

He cinenyer pasmemiath B ForwardAndWait, moromy d9TO 3TO MOXKET BBI3BATh

KOH(MDJIMKT ¢ BBI3BIBAIOIIECH CTOPOHOM.
NTSTATUS ForwardAndWait (PDEVICE EXTENSION pdx, PIRP Irp)
{
KEVENT event;
KeInitialize (&event, NotificationRoutine, FALSE);
IoCopyCurrentIrpStackLocationToNext (Irp) ;
IoCompletionRoutine (Irp, (PIO COMPLETION ROUTINE)
ForwardAndWaitCompletionRoutine, &event, TRUE, TRUE, TRUE);
NTSTATUS status = IoCallDriver (pdx->LowerDeviceObject, Irp);
if (status == STATUS PENDING)
{
KeWaitForSingleObject (&event, Executive, KernelMode,
FALSE, NULL);
status = Irp->IoStatus.Status;
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}

return status;

}
NTSTATUS ForwardAndWaitCompletionRoutine (PDEVICE JBJECT fdo,

PIRP Irp, PKEVENT pev)

{

if (Irp->PendingReturned)
KeSetEvent (pev, IO NO INCREMENT, FALSE);
return STATUS MORE PROCESSING REQUIRED;

}

Cyenapuii 8: cunxpounas oopabomra acuruxponrnvix |IRP

B sToMm cuienapuu apaiiep cosnaet acunxpoHHslil IRP, nepeckuiaet ero qpyromy
npaiiBepy u oxumaer 3asepiieHus |IRP (pucynok 3.15). YcnoBust mjisi npumeHeHUs
3TOTO CLEHApPHUS:

— HMMEETCs IPYyTrOU IparBep, BBITOIHSAIOMINN ONEPALUIO 110 BAIIEMY ITOPYYECHUIO,

— BBI JIOJDKHBI JTO’KJATHCS 3aBEPILICHUS OTIEPAIUH JIJIs TIPOIOJDKEHUS paboThI,

— BBINOJHEHUE ocymecTBiasiercss Ha ypoBHe DPC_LEVEL B koHTekcte

(pUKCHPOBAHHOTO OTOKA.
TunuuHbId OpUMEp CUTyallMH, B KOTOPOM LEIECOO0pa3HO HCIOIb30BaTh 3TOT

CIIEHAapUi — BBITIOJTHEHUE CUHXPOHHOM OIepalvu MocJie 3aXxBaTa ObICTPOro MBIOTEKCA.

loBuildAsynchronousFsdRequest
nnm a
loAllocatelRP Apaveep

Baw Bawa ¢yHima
3aBepLUeHNA

7 S

I KeSetEvent I

loFreelrp

» loCompleteRequest I

Pucynok 3.15 — Cuaxponnas o0paboTka acuHXpoHHbIX |IRP
B npuBeneHHOM KO/l COYETAIOTCS YK€ BCTPEUABIINECS paHEe DJICMCHTEHI.

SOMETYPE SomeFunction (PDEVICE EXTENSION pdx,
PDEVICE OBJECT DeviceObject)
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{
NTSTATUS status = IoAcquireRemovelLock (&pdx->Removelock,

(PVOID) 42); //A
if (!NT SUCCESS (status)) //A
return <cocTogHME>; //A
PIRP Irp;

Irp = IoBuildAsynchronousFsdRequest (IRP MJ XXX, DeviceObject,
)
558

Irp = IoAllocatelIrp(DeviceObject->StackSize, FALSE);
PIO STACK LOCATION stack = IoGetNextIrpStackLocation(Irp);
Stack->MajorFunction = IPR MJ XXX;
<IOOMOJIHUTENIbHAST MHULMANU3ALMT>
KEVENT event;
KeInitializeEvent (&event, NotificationEvent, FALSE) ;
IoCopyCurrentIrpStackLocationToNext (Irp) ;
IoSetCompletionRoutine [EX] ([pdx->DeviceObject,] Irp,

(PIO COMPLETIOM ROUTINE)CompletiomRoutine, &event,

TRUE, TRUE, TRUE);
status = IoCallDriver (DeviceObject, Irp);
if (status == STATUS PENDING)

KeWaitForSingleObject (&event, Executive, KernelMode,

FALSE, NULL) ;
IoReleaseRemovelLock (&pdx->Removelock, (PVOID) 42); //A
}

NTSTATUS CompletionRoutine (PDEVICE OBJECT junk, PIRP Irp,

PKEVENT pev)
if (Irp->PendingReturned)

KeSetEvent(pev,EVENT_INCREMENT, FALSE) ;
<z3aumcrtka IRP - cm. Bpuue>
IoFreelrp(Irp);
return STATUS MORE PROCESSING REQUIRED;
}

dparMeHThl, OTIIMYAIOIINECS OT CICHAPHUSA S, BBIICICHBI KUPHBIM MIPU(PTOM.

3mech, Kak W B MPEAbIIYIIMX ClieHapusX, Bb3oBbI |0OAcquireRemovelLock wu
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loReleaseRemovelLock (kommeHTapuu A) HEOOXOAMMBI TOIJA, KOTJa YCTPOMCTBO
HazHaueHus |RP sBasercs ycrpoilcTBoM HMKHEro ypoBHS B cTeke. 42 — mpocTo
MIPOU3BOJIbHBIN MapKep.

3nech Takke HEOOXOAMMO MOMHUTH O 3a4MCTKE, TaK KakK JUCIETYep BBOJA-

BbBIBOJA HC BBIINMOJHACT ABTOMATUYCCKYIO 3aUUCTKY AJIA ACHMHXPOHHBIX IRP.

3.20 Bonpocwl 0115 camonpogepku

Yro Takoe maker 3arpoca BBoAa-BeiBojaa IRP?

KakoBa cTpykTypa nakera 3anpoca BBoga-BbiBojia |IRP?

Jiis gero HyxHO nojie MdIAddress B makere 3ampoca BBoa-BeiBojia IRP?
Jlns gero HyxHo nosie Flags B makere 3anpoca BBoja-BbiBoa IRP?

Jliis gero HyxHO mojie Associatedlrp B makere 3ampoca BBoaa-BeiBoja IRP?
Jlns gero Hy>xHO moJie 10Status B makeTe 3ampoca BBoga-BeiBoa |IRP?

Jlnst gero HyxHO nose RequestorMode B makerte 3ampoca BBoga-BeiBoja IRP?
Jlis gero HyxHO nosie Cancel B makere 3ampoca BBoja-BeiBoga IRP?

© oo Nk wWNRE

. Hns wero nyxHo none PendingReturned B makete 3anpoca BBoma-ssiBoaa |RP?
10. s gero Hyxno mosie Cansellrgl B makete 3anpoca BBoa-eeiBoja IRP?

11. s gero myxHo nosie CancelRoutine B makeTe 3anpoca BBojxa-BeiBoja |RP?
12. lnsa gero myxHo none UserBuffer B makere 3ampoca BBoga-BeiBoga IRP?

13. liis yero HyxHO toJie Tail B makeTe 3ampoca BBoja-BeiBoa IRP?

14. B kakoMm ciydae co3naercs MDL?

15.Yto onuceiBacT MDL?

16. Yto Takoe cTek BBO/Ia-BhIBOA?

17.Yto coboii mpencrasmsiet crpykrypa |O_STACK_LOCATION?

18. Jlns wero HyxHo mosie MajorFunction B ctpyktype 10_STACK_LOCATION?
19. Ins wero myxno mosie MinorFunction B ctpykrype |O_STACK_LOCATION?
20. s wero ny»xHo noje Flags B ctpykrype IO_STACK_LOCATION?

21. s wero nyxHO noae Control B crpykrype I0_STACK_LOCATION?

22. Jlnsa uero nyxHo nosie Parameters B crpykrype |O_STACK_LOCATION?

23. i uero nyxHo none DeviceObject B ctpykrype IO_STACK_LOCATION?
24. s uero nyxHo noje FileObject B ctpykrype IO_STACK _LOCATION?

25. lnis wero nyxHo noae CompletionRoutine B ctpyktype I0_STACK_LOCATION?
26. JInsa gero nyxxno nosie Context B ctpykrype |O_STACK_LOCATION?
27.KakoBa Tunu4Hasi Mojieilb 00pabOTKH MaKeTa 3ampoca BBoja-BbiBojia IRP?

28. C yero HaunHaeTcs )Ku3HeHHbIH ki1 IRP?

29.Yewm 3aBepinaetcs xKu3HeHHbIHN 1uki IRP?
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30. Kakas ¢ynknus cozmaet |IRP?

31.Yem ornuuarOTCs CHHXPOHHBIE U aCUHXPOHHBIE |IRP?

32. KoMy npuHajIekuT CMHXpOHHBIN |RP?

33. KakoBbl ocobeHHOCTH cuHXpoHHOTrO IRP?

34.Kakue mpoOjaemMbl MOTYT BO3HHKATh W3-32 HEMPABWIBHOTO YPOBHS 3ampoca
npepsiBanuit IRQL?

35. Korga nnanupyeTtcst aCMHHXpOHHBIN BBI30B MPOLIETYpPhI?

36. Kem miianupyeTcsi aCHHXPOHHBIHM BBI30B IPOIEAYPHI?

37.3aueM MIaHUPYETCSE ACHHXPOHHBIN BBI30B IPOLIETYPHI?

38. B xakom citydae MOKeT BO3HUKHYTh OJOKHpOBKa mpu 00padboTtke IRP?

39. Kak u36exaTh BO3HUKHOBEHHS OJI0KUpOBKHU Ipu o0padboTke [IIK3&

40. Kakue tunel cuaXpoHHBIX IRP cymectByror?

41. Kakumu QyHKIMSIMU MOTYT OBITh CO3/1aHbl CHHXpOHHBIE |RP?

42. Kakumu QyHKIMSIMA MOTYT OBITH CO3/1aHbI aCMHXpOHHBIE IRP?

43. KakoBbl 0COOEHHOCTH aCUHXPOHHBIX IRP?

44, Kakue tunsl acuHxpoHHbIX IRP cymectByroT?

45. Ha xakux ypoBHsix IRQL moryTt co3naBathcsi acuHxpoHHbIe IRP?

46. Ha xakux ypoBHax IRQL moryT co3naBatbcs cuaxponsbie |RP?

47. lnsg uero HyxHa ¢pynkius loFreelrP?

48. Kto momxeH BbI3bIBaTh GyHKIuI0 [0FreelrP?

49, Kak makert 3ampoca BBoga-BbiBojia |RP nepemaercs qucneruepckoi pyHKumu?

50. Kakas dyHKIMs gaeT ykazaTeiab Ha MEPBBINA JJIEMEHT CTeKa BBO/Ia-BbIBOIA?

51.Tlouemy muisi TOSydeHMs] yKa3aTelsi Ha TMEPBBIA AJIEMEHT CTeKa BBOJIa-BBIBOJA
cienyet Bbi3biBaTh QpyHkuio l0GetNextlrpStackLocation?

52. B kakoM citydae HeoOxoaumo 3anoaHenue mosst MajorFunction IRP?

53. Uto npoucxoauT mociie MHUIMAIN3alUN CTeKa BBOIa-BbIBOIa?

54. Kakas ¢ynkuus noceuiaet IRP npaiisepy?

55.Yro comepxxut mnepsbrit apryment ¢pynkuuu loCallDriver?

56. [lyis uero ucnonb3yercs Gpyukius l0AttachDeviceToDeviceStack?

57. KakoB tunmunsiii Bua ¢ysakiuu loCallDriver?

58.Yro genaet ¢pyukuus loCallDriver?

59. KakoBa tTunuuHas nucreryepckas QyHKIus?

60. Kak onpenensroTcst mapamMeTphl U JTOTIOJTHUTEIbHbBIN KO (PyHKITUN?

61. Kak nonmy4yaercs JOCTYI K paCIIMPEHHUIO 00BEKTa yCTporucTBa?

62. Komy nucnieruepckas pynkius Bo3Bpamaet kog NTSTATUS?

63. Kakue emie neiicTBys 10DKHA BRIMIOJHUTH AUCTIETYEpCKas PyHKIH?

64. B kakux ciy4dasx IRP 3aBepinaercs B qucneTdepckoi GyHKimmn?

65. K uemy cBonurcs 3apepiienue |RP?
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66. Uem 3anonusetcs none Status B 6;oke IRP loStatus?

67. KakoBbl cTaHapTHbIE 3HaUYeHUS 1o Status?

68. Kak Beirnsaut ¢pynkuus 3asepiienus IRP?

69. Uro nenaet ¢pyukuus CompleteRequest?

70. Ans gero B Qynkuuu loCompleteRequest mepemaercs Benmm4MHA TpPUPANICHHS
npuopurTera’?

71.K yeMy OTHOCHUTCA BEIMYMHA NPUPAIICHUS MPHOPHUTETA, KOTOpas MepeaaeTcs B
¢yukmum l0CompleteRequest?

72.Yt0 Heobxoaumo caenath nepes Bei3oBoM Gyakiuu loCompleteRequest?

73. Kakwue 3amaun permaer pynknus loCompleteRequest?

74.Yto Takoe UTOroBas 3a4MCcTKa?

75. Kak IRP nepenaercst BHU3 1O CTEKY BBOJIa-BbIBOJA?

76. Kakas ¢pyHKIMS 00ecriedrBaeT CO3/IaHUE CTeKa YCTPOMCTRB?

77.Kakue 00513aHHOCTH BO3JIAraloTCsl Ha MporpaMMHcCTa ApaiiBepa npu nepenaye |IRP
Ha HU3IIUN ypOBEHb CTEKA?

78. Kakue nonst |IO_STACK_LOCATION o6sryH0 Komupytotces npu nepenade IRP Ha
HUBIINI YPOBEHb?

79. Kax IRP craBuTcs B ouepens amns mocieayromieit oopadotku?

80. Yro npencraiseT codoit 0o0bexT DEVQUEUE?

81. JIns wero nyxxen oorexT DEVQUEUE?

82.Kakyro QyHKIMS cienyeT BcerJa BbI3bIBaTh, €CIM AUCIETYepcKas (QyHKUUA
Bo3Bpamaer STATUS _PENDING?

83. Kakas ¢ynkuus nomeniaet IRP B ouepens?

84. Kakas (hyHKIIMS BBI3BIBACTCS, €CIIM YCTPOMCTBO HE 3aHATO?

85. O uem rosoput Bo3Bpatr STATUS_PENDING?

86. [{s1 uero o0bruHO Bcnionb3yercs ¢pynkius Startlo?

87.KaxkoBa rinaBras 3amada Gynkiuu Startlo?

88. Ha xaxom ypoBue IRQL monygaer ynpaBnenue ¢pynkmus Startlo?

89. Jlns yero HyxkeH 00paboTuuk npepriBanus ISR?

90. Ha xaxom ypoBHe IRQL paboTtaet 06paboTunk mpepriBaHms?

91.Yro Takoe ciuH-0JIOKMPOBKA?

92. Kak peanuzyeTcsi CIMH-0JIOKMPOBKA JIJI1 MHOTOIIPOLIECCOPHBIX CUCTEM?

93. Kak peanuzyeTcsi CiMH-0JIOKMPOBKA JIJIs1 OJTHOTIPOIIECCOPHBIX CHCTEM?

94. Kak BBITIISAUT TUNTHYHBI Ko ISR?

95.Yto conepxut niepBbIii aprymeHT ISR?

96. Yto conep:xut BTopoi apryment ISR?

97. lns gero ISR mnanupyet oTJIOKEHHBIN BHI30B mpotieaypsl DPC?

98. Ha xakom ypoae |IRQL nonyuaer ynpasinenue pyukius DpcForlsr?
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99.Uro nomxkna caenats ¢ynkius DpcForlsr?

100. Yo Ttakoe dyHKIUS 3aBEpIICHUsA?

101. Kak npaiiBep BBILIENEKAIIETO YPOBHS MOJMydaeT MH(OPMALHUIO O pe3yibTaTax
BBITMIOJTHEHHUSI KOHKPETHOTO 3arpoca BBoAa-BeiBoIa IRP npaiiBepoM HIbkenexaiiero
YpOBHS?

102. Yro genaet pyukmus loSetCmpletionRoutine?

103. Kakossl aprymentsl ¢pyakmn 10SetCmpletionRoutine?

104. Jlns gero HeoOxomuM niepBbid aprymenT ¢ynkmmu l0SetCmpletionRoutine?

105. st yero HeoOxoaum BTOpoii apryment ¢ysnkiuu l0oSetCmpletionRoutine?

106. Jlns gwero HeoOxomum Tpetuit apryment ¢ynkiuu loSetCmpletionRoutine?

107. st yero HeoOXoAuM 4eTBepTHIN aprymenT ¢yukiuu loSetCmpletionRoutine?

108. Jlns gero HeoOxomuM Tk aprymeHT Gynknuu loSetCmpletionRoutine?

109. Jlns gero HeoOxoauM miectoit apryment ¢pynkiuuu l0SetCmpletionRoutine?

110. Yro o3nauvaer 3HadeHue aprymenTa InvokeOnSuccess?

111. Yro o3HauaeT 3HaueHHe aprymenta InvokeOnError?

112. Yro o3HauaeT 3HaueHue aprymenta InvokeOnCancel?

113. KaxoBsl TpeOOBaHUS K TPEM MOCIEAHUM apryMeHTam QyHKIUU
loSetCmpletionRoutine?

114. B xakom IRP coxpansercs ykazaTenb Ha QYHKITUIO 3aBEPILICHUS IPU BBI30BE
¢ynknuu loSetCmpletionRoutine?

115. Yro Oyzet, ecnu ApaiiBep YCTBHOBUT (DYHKIIMIO 3aBEPUICHUS JUIsI KOHKPETHOTO
IRP u 3aBepummt ero?

116. Ha xaxom ypoBHe IRQL BbI3bIBacTCS (PyHKIINS 3aBepIIcHUs?

117. Yto momxHa caenaTh (yHKIUS 3aBEpIICHUS, €Cliv JpaiiBep co3naBai HoBbie |IRP
JUTSI TIepeIavyyl HIDKeTexKaliemy apaBepy?

118. Kaxkue 3HaueHHs] MOXKET BO3BpalIaTh (PyHKINS 3aBEPUICHHS?

119. Kak BbI3bIBaIOTCS (PYHKIIMU 3aBEPILEHNUS, YCTAHOBIICHHBIE IpaliBEpOM B
JJIEMEHTAaX CTEeKa BBOJa-BLIBOAA?

120. Kakas pyHKIHS OTBEUYAET 32 BHI30B (PYHKITUHN 3aBepIIICHUs?

121. Korga 3aBepiaeTcsi UK BbI30Ba (GYHKITHI 3aBepIIeHuUs apaiiBepa?

122. B xakom ciyqae ¢pynkuus loCompleteRequest mepemeraer ykazarenb creka
BBOJIa-BBIBO/Ia HA OJIUH YPOBEHb BBEPX M MPOJOIIKAET paboTy?

123. B kakom ciyuae ¢pynknus loCompleteRequest mpekparmaer paboty u
BO3BpAIIIACT yrpaBicHUE?

124. Yro mpemycmotpeno aist BeiBoAa |IRP 13 «moiBemeHHOro» CoCTOSHUS B ClTydae
npekpaiienus padotsl pyHkunu loCompleteRequest?

125. Yro menaet ¢pynkuus loCompleteRequest mepen Bb130BOM (HyHKIIMM 3aBEPIICHHUS,
U 3a4em?
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126.

Yro nenath, €ciu apaiiBep HE MOXKET cpa3zy oOpaborats noayueHHbIl IRP?

127. Kak opranuzywotcs ouepeau IRP?

128. Kyna 3anmuceiBaeTcs MepBbId AJIEMEHT criucka ouepeau IRP?

129. Kakas pyHkIusa ucrnonb3yetcs st noctaHoBkH IRP ouepenn?

130. Kaxkas ¢ynkuus ucnonssyetcs 1 u3Biedenus |RP u3 ouepean?

131. Jns gero ucnonb3yetcss Makpoc CONTAINING _RECORD?

132. [Ins gero nyxeH oosext DEVQUEUE?

133. Kaxkosa noruka o6pabotku IRP ¢ yaactuem o6nexta DEVQUEUE?

134. Kak MOXXHO OIpeAeIuTh OOIIYI0 TUCTIETYCPCKYIO (PYHKITUS JIJIs 3aIIPOCOB UTCHUS
U 3anucu?

135. Jlns gero nyxen makpoc PAGED _CODE?

136. Jus gero ucnonbdyercs pynkius loMarklrpPending?

137. Jlns gero ucnonb3yetcs pyHkius StartPacket?

138. [l wero ucnonb3yetcs npeninoxkenue #pragma PAGEDCODE?

139. [lns yero nyxxen makpoc LOCKED_CODE?

140. Jlns gero ucnonb3yercs npeaioxkenue #pragma LOCKEDCODE?

141. Kakoi nocieanuii aprymMeHT 3aaaetes B pynkuun StartPacket?

142. Kaxkas ¢ynkuus Bei3piBaeTcs mnpu 3aBepuieHuu IRP 8 DPC?

143. B kakom ciyuae Bbi3biBaeTcs GyHkius StartNextPacket?

144. Korna Bo3HUKAET HEOOXOJUMOCTh B OTMEHE 3arpoca BBOAa-BbIBOAA?

145. Kak oTMEHHTH 3ampoc BBOJIa-BBIBOIA B PEKUME sipa?

146. Kak oTMEHHTH 3aIpoc BBOJIa-BBIBOIA B TIOJIE30BATEIIBCKOM peKuMe?

147. Kak MOXXHO pemuTh NpoOaeMbl «TOHOK» TTpu oT™MeHe IRP?

148. KakoBsl 0OCHOBHEBIE clieHapu# 00padoTku IRP?

149. Tlpwu xakux ycnoBusx |IRP nmepenaercs BHU3 ¢ QpyHKIMEH 3aBepiieHUs?

150. TIlpwm xakux ycioBusix |RP nmepenaercs BHU3 6€3 GyHKINH 3aBEpIICHUS ?

151. TIpwm xakux ycnoBusix IRP 3aBepiiaetcs B qucneTdepckoi GyHKIuu?

152. Ilpm xakux ycrnoBusix IRP craButcs B ouepens ais mocnenyromnieii o0padoTku?

153. Tlpu Kakux yclOBUSIX CO37at0TCs acCMHXpoHHbIE |IRP?

154. Tlpm xakux ycnoBusx IRP co3marorcst cuaxponnsie IRP?

155. Tlpu Kakux yclIOBUSIX BBITIOJHSIETCS CHHXpOHHAas nepenaya |RP BHu3?

156. Ilpu Kakux yclIOBUSIX BBINIOJIHSIETCS CHHXPOHHASI aCHHXPOHHBIX |RP?
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