MockoBcKkasi Tocy1apCTBEHHAs akaJeMusi IPUOOPOCTPOCHUS U
uH(popMaTUKH

Kadenpa "Ilepconansusiec IBM"

A. B. Pomiun

OPTAHU3ALIMSI BBOJA-BBIBOJIA

Yacts 1

BUPTYAJILHBIE JIPAVIBEPHI
U BUPTYAJIBHOE OKPYXXEHUE WINDOWS

Mocksa 2002



VJIK 681.3

Opranu3zaius BBoAa-BbiBoJa. Yacth 1. BupTyanbHbie [paliBepbl U BUPTYaIbHOE
okpyxkeHue WINDOWS. YuebGHoe nocooue/ A.B.Pouun. — M.: MI'AIIHA, 2002.
— 82 c.: n.

ISBN 5-8068-0248-5

PexomennoBano Yuensim CoBetom MI'AIIN B kauecTBe yueOHOTO
rnmocoous i cnenuansHoct 2201.

PeuenseHTsl: npodeccop 3enenko I'.B.
JIOLIEHT Tymanos M.II.

[Ipennaraemas paboTa MOXKET paccMaTpuBaThCcsl Kak IMocoOue-
COPAaBOYHMK  JJISI  CTYACHTOB, OCBAaWBAIOIIMX  OCHOBBI  CHCTEMHOTO
nporpammupoBanusa nojg WINDOWS 95/98 (B panbHeileM Bech KIIOH
onepannoHHbix cucteM WINDOWS 95/08 6yaer HaswsiBathest WINDOWS 95).
B mocobum paccMaTpuBarOTCs BOMPOCH OpraHu3anuyd pabOThl MPHUIOKEHUM,
KaK C YCTpOMCTBaMM BBOJA-BbIBOJA, TaK M C ammaparypoii 9BM B nenom.
JloctatouHo ~ TOAPOOHO  pacCMAaTPUBAIOTCS ~ BOMPOCHI  OpPraHU3AINH
BUPTYAJIbHOTO OKPYXKEHUS TPWIOKEHHUS, KaK OCHOBBI B3aWMOJICHCTBUS
arrmapaTHOM U MPOTPAMMHON YaCTEW BBIYMCIUTEIIBHON CUCTEMBI.

g ycnemHon paboTel ¢ 3TUM MOcoOuMeM HeoOXOIWMO 3HaHHWE OCHOB
HamycaHusi JpanBepoB yctpoiictB mox DOS wunmm apyroii omeparmoHHOM
cucremoit. HeoOxoauMel Takke 3HaHus s13bika Cu 1 accemoOirepa 80x86.

1402010000
j]ﬂP020418—97 0e3 00BABI.

ISBN 5-8068-0248-5 © A.B.Pomun. 2002.



1.1.
1.2.
1.3.
1.4.
1.5.
1.6.
1.7.
1.8.

2.1.
2.2.

2.3.
2.4.
2.5.

2.6.
2.1.

3.1.
3.2.
3.3.
3.4.
3.5.
3.6.

3.7.

3.8.
3.9.
3.10.
3.11.
3.12.

BBEJIEHUE

OKPYXEHUE WINDOWS U BUPTY AJIbHBIE
JIPAIBEPBI

Buptyansusiii mup Windows

Yro Takoe BUPTyaJIbHAsI MalllMHA?

PexxumMbl paboThl nponeccopa
3alMIEHHBIA PEXUM

Pexxum V86

HcnonaurenpHoe okpyxerne Windows
Pesrome

KoHTpOIBHBIE BOIIPOCHI

KAK WINDOWS PEAJIM3YET BUPTYAJIbHOE
OKPYXEHUE

3axBaT JOCTyIa K MOpTaM BBOJa-BbIBOJA
[lepexBat oOpalleHui K yCTpOUCTBAM, pa3MEIIEHHBIM
B aJIPECHOM MPOCTPAHCTBE MaMSITH
[lepexBar npepbIBAHUIN U UCKITKOYEHAN
Peructpsl npoueccopa

Y noBneTBopenue 3ampocoB aapecoB Win32,
Win16 u npunoxxenuit DOS

Pesrome

KoHTposnbHBIE BOIPOCHI

BBEJIEHUME B VxD

3arpyska VXD

bazoBas ctpykrypa VXD

biiok neckpunropa ycrponcTsa

[lopnepxka CTpyKTYp AaHHBIX
YBenomMieHue o COOBITUH

Coo0111eHHs] THUITUATU3ALUN U 3aBEPILICHUS
CTaTUYECKH 3arpyxkaemoro VXD
Coo0111eHHs] THUIUATU3ALUN U 3aBEPILICHUS
JUHAMHAYECKH 3arpyxaemoro VXD
Coo01ieHns 00 u3MeHeHnu coctossHua VM
[TorokoBbIe cooOIIEHUS

OTtmuaue ot Windows 3.x

Pesrome

KoHTpOnBHBIE BOIIPOCHI

o1

18
18

21
22
24

24
28
29
31
32
33
36
39
45

48

50
51
53
55
55
56



4.1,
4.2,
4.3.

4.4,
4.5.

CTPYKTYPA VxD

NHctpyMeHTsl 15 co3nanus VXD

Hcxoansie daiinst Bepcun “ DDK ”

bnok neckpunropa yctpoiictea DDB u ynpasinsroras
npoueaypa ycrpoicta: SKELCTRL.ASM

Pesrome

KOHTpOIBHBIE BOIIPOCHI

Jlureparypa

59
59
62

67
79
79

81



BBEIEHVE

Onepanmonnast cucrema Windows 95 mnpenocTaBisieT MPUIOKEHUIO
OUYEHb CIIOKHOE OKpyxkeHue. Llenap aToro mocoOus 3akitoyaercs B TOM, YTOOBI
IIOMOYb CTYJIEHTY IOHSATb, YTO HMEHHO W3 JTOTO OKPYKECHUS SBISIETCS
CYILLIECTBEHHBIM JIJIs1 PA3JIMYHBIX TUIIOB JIPABEPOB.

B camom mmpokom ompenenennn — "apaiiBep" 310 Habop (PyHKIIHM,
YOPaBISAIOMUX YCTPOUCTBOM. OOUMH TyTh KaTErOpU3alMU ApPABEPOB — 3TO
cnoco0 ymakoBku ¢yHkuuii. B mupe DOS npaiiBepoM MOKeT ObITh KaK MOJ1YJIb,
KOTOPBbIN (DU3NYECKU HAXOAUTCS B MPWIOKEHUH, TaK U MOAYJIb, HE UMEIOLTUHN K
MPWIOKEHUIO HUKAKOTO OTHOIIEHHUs (COOCTBEHHO npaiBep yctpoiictBa DOS
WM pe3ujeHTHas nporpamma). B mupe Windows, npaiiBepom MoKeT OBITH
MOJYJIb, KOTOPBIA TUHAMHUUYECKHU CBS3aH C MPUJIOKEeHHEeM (Ha3biBaeMblii DLL),
WU MOJyJib, HE CBSI3aHHBIA C MPUIIOKEHUEM (HA3bIBAEMBIA BHUPTYaJbHBIM
npaiisepom — VXD).

Jpyroii myTh KaTeropusauuu ApauBepoB — mnpuBwieruud. Hexoropsie
onepannonubie cuctembl, Tunma UNIX wu Windows NT, otcTpansior
MPUJIOKEHUSI OT HEMOCPEICTBEHHOI'O YIPABJICHHS alllapaTHBIMH CPEICTBAMH.
B sTuUX cpepax, TOJNBKO NPUBUIECTUPOBAHHBIM YACTAM KOJA, W3BECTHBIM Kak
"nmpaliBepbl YCTPONCTB", MO3BOJSIOT UMETh JEJ0 C alMapaTHbIMU CPEICTBAMU.
[IpunoxxeHus, KOTOpbIE JOJDKHBI YIPABISTh anmnapaTHBIMU CpPEICTBAMH,
JOJKHBI MOJIb30BaThCS YCIyTraMH 3TUX JIPaiBEPOB.

Windows 95/98 Takske nmojiep>KuBaeT NpUBHICTUPOBAHHBIC NIpaiiBephl. B
Windows, 3Tu npaiiBepsl yCTpOMCTB Ha3biBalOTcs VXD — BUpTyalbHbIE
npaiiBepel. Omnako, Windows 95/98 moszBomsier paboTaTh ¢ anmapaTHBIMH
cpeactBamu u mocpeactsom DLL. B Windows 95/98 DLL-unTepdeiic ¢
annapaTHbIMHM CPEJICTBAMHM TAK)XKE YaCTO HA3bIBAETCS JIPABEPOM.

Tpetuit myTh KaTeropusanuu IpaiiBepoB — HHTEpPeiic, KOTOPHIil ApaiiBep

IIPEACTABIIIET MPWIOKEHUIO U APy ONEPALMOHHOM CHCTEMBI. Bee npaiBepsl



Windows NT ucnons3yoT eanHooOpasubiii unrepdeiic ¢ sapom NT. fAxpo B
CBOIO oYepeqh 00ecreunBaeT CTaHIAPTHBIM MHTEpQEic A BBI30Ba JIFOOOTO
npaiiepa. [lpuBmnernpoBanubiii apaiieep B Windows 95/98 otnugaercs ot
npaiieepa NT. XoTs BupTyanbnbie apaiiBepsl Windows 95/98 ucmonb3yeT TOT
e uHTepdelic sapa CHCTEMBbI, HET HUKAKOTO CTAHIaPTHOTO HHTEpdeiica MEXTy
VxD u npuxknagsaeim ypoBHeEM. BMmecTo 3toro, kaxasii VXD onpenenser cBou

cOOCTBEHHBIN MPUKIIATHON UHTEPENC.



1.  OKPYKEHWE WINDOWS U BUPTYAJIbHBIE
APAUBEPbI

1.1. BupmyanbHbit mup Windows

Windows 95 ynpaBisioT TpeMs pazIUYHBIMU TUIAMU TMPHIOKCHUINA:
npuwinoxkenus DOS, mnpunoxenus Winl6 u npunoxenus Win32. s
IPEOJIOJIEHUS]  MOTEHUHUATbHOM  HECOBMECTUMOCTH  Pa3JIMYHBIX  THIIOB
npuwioxkeHuid Windows BBIIONHSET HMX Ha BHUPTYAJIbHBIX MAalllMHAX B
BUPTyaJIbHOM OKpykeHuu. Ilpm pazpabotke npunoxkenuit nox Windows
IPOTrpaMMUCTBl  MOTYT OOBIYHO UTHOPUPOBATH PA3IU4YUE MEXKY BUPTYaIbHBIM
U peajbHbIM OKpyXeHueM. Jljisi OOJbIIMHCTBA NPHIIOKEHUH, BUPTYaJIbHOE
OKPYXEHHUE COBIAJAET C PEATbHBIM.

DTO, OAHAKO, HE OTHOCHUTCS K HAITMCAHWUIO BUPTYaAJIbHBIX ApaiiBepoB VXD,
notoMy 4ro VXD BbIIONHSETCA B KOHTEKCTE CyIepBam3epa, KOTOPBIN
BBINIOJIHSIETCSI BHE JIIOOOW W3 BUPTyalbHbIX MamuH. @Paktuyecku, VD
CTAHOBUTCS YacThlO MPOTPAMMHOIO OOECHEYEeHHUs, KOTOpPOE pealn3yeT
BUPTyaJIbHYI0 MamuHy. ClienoBaTeNnbHO, MpHU HanmucaHuu JapaiiBepa VD
HEOOXOAMMO TMOJHOE TMOHMMAaHUS TOr0, 4YeM BUPTYAJIbHOE OKpPYKEHUE
oTnuyaeTcs ot pusznyeckoro, u kak Windows co3gaeT WILTIO3UI0 BUPTYyaIbHOU
MamuHbl. [lonHOe MOHMMaHWE BUPTYaJbHOM MAaIIMHBI OCOOEHHO BAXKHO IS
MPOTPAaMMHUCTOB, pa3padaThiBaOMIMX JApaiBepsl VXD, KOTOpbIE JOJDKHBI
YIOPABJISTH PECYpPCAMHU B BUPTYAJIbHOM OKPYXEHUU MPUIOKEHUS, YTO OOBIYHO
Y UMEET MECTO.

B oroli r1y1aBe paccMOTpPEHBI CYIIECTBEHHBIE ACIEKThl APXUTEKTYPHI
Windows, Bkjiro4Yass MeEXaHU3M OCYIIECTBICHHUS BHUPTYalbHOM MAILIUHBI,
OCHOBHBIE XapaKTEPUCTUKH BUPTYAIbHOTO OKPYXKEHHUSA, U XapaKTEPUCTHUKU

OKpYXEHUs cynepBaizepa.



1.2. Umo makoe - supmyarnbHas MauwuHa?

BuptyanpHas MammHa — 3TO coO3JaBaeMasl CHUCTEMOM  WILIIO3HS
amnmapaTHbIX M IMPOTPAMMHBIX CPEICTB Il TNPUIIOKEHUsS. BupTyanbHble
pecypchl — 3TO AMYIIALMY anmnapaTHbIx cpencts 9BM (MHorma u nporpaMMHOTO
oOecrieuenus ). Jyig peanu3alid BUPTYaIbHBIX PECYpCOB, IMYJSLUS JOJKHA
OBITh HACTOJILKO TIOJIHA, YTOOBI JIJIsl HAMMMCAHUSI TUTIOBOW MPOrpaMMBbl OBLIIO BCe
paBHO, peanbHbl annapaTHble cpeacTtBa OBM, win smynupoBanbl. Hanpumep,
CUCTEMa BUPTYAJIBHOM MaMATH WCIHOJB3YET MECTO Ha KECTKOM JIHCKE,
CUCTEMHOE IPOrpaMMHOE oOecreueHune, CelualbHbIe CPEJICTBA MPOLIECCOopa, U
OTHOCUTEIFHO HEOOJBIION 00beM (PU3MYECKOW ONMepaTUBHOM MaMSTH, YTOOBI
AMYJIHMPOBATh CUCTEMY C HEOTPAHMUYEHHBIM O0BEMOM (PHU3MUECKON MaMSTH.
OMyJSIIUs HAaCcTOIBKO yOeIUTeNnbHa, YTO NPOrpaMMbl, 3alyCKaeMble B
BUPTYaJIbHOM cpejle, MOTYT ObITh HamMcaHbl TaK, KaK €ciu Obl MOJHOE
BUPTYaJIbHOE aJPECHOE MPOCTPAHCTBO COBMAJAN0 C (PAKTUYECKU HMEIoUIeics
busndeckoit mamsThio. [Ipo Takyro cucteMy mnaMaTH TOBOpSAT, YTo OHa
eUpmMYAIU306aHA.

Korgma cucrema BupTyanus3yeTr BCE€, WM IOYTH BCE, NOCTYIHBIE IS
NPWIOKEHUS pecypchl, oOpa3zyercss "BUpTyanbHas MamuHa", uimm VM.
JocTynHele 171 MpOrpaMMbl PECYpChl BKIIOYAIOT PETUCTPBI IPOLIECCODPA,
namMmsTh U iepudepuitHpie yCTpOUCTBA (IUCIUICH, KiaBuaTypa, u T.1.). PeanbHas
NpUYMHA UCIOJIb30BAHUS BUPTYAJbHBIX MallMH 1oa Windows COCTOUT B TOM,
yTOoOBl MOJJIepkKaTh cymiecTBytomue npuioxkenus DOS. Ilpunoxenue DOS
CUMTAET, YTO OHO EIWHCTBEHHOE 3aMYIICHHOE MPUIIOKEHNUE, YTO OHO HMEET
HEIMOCPEICTBEHHBIN JOCTYN K almapaTHbIM cpenctBaM OBM, ucnonbs3yer BCro
JOCTYIHYIO aMSTh CUCTEMBI, U TIOJIHOCTBIO UCIIOIB3YET BpeMs npoueccopa. C
Tex nop, kak nmox Windows mnpunoxkenue DOS He siBisieTcsi eIMHCTBEHHBIM
3almynieHHbIM TpuiiokeHueM, Windows co3iaer BUPTYaJbHYIO MAIIUHY IS

3almycka  MPHUJIOKEHHUS. OOpaieHdss K amnmapaTHbIM  CpeACTBaM



NEepPEXBAThIBAIOTCA M MOTYT OBITh IEpeHarpaBieHbl. BMecTo onepaTuBHOU
aMATH MOXET OBITh UCIIOJIB30BAHO MECTO Ha JKECTKOM JHMCKE, U BUPTyaJIbHAs
MallMHa MOXET ObITh "MOTpyK€Ha B CISIUKY' B TO BpeMs, KaK pPecypchbl
npoleccopa NoJIy4aeT Apyras BUpTyalibHAsl MalllkHa.

[lonsiTe BUPTYyadbHOW MAIIMHBI MOXET OBITh CPOPMYITUPOBAHO TaK:
3ajlaya ¢ COOCTBEHHBIM HCIOJIHUTEIBHBIM OKPYKEHHEM, KOTOpPasl BKIIIOYAET
COOCTBEHHBIE

— aJIpeCcHOE MPOCTPAHCTBO,

— TPOCTPAHCTBO MOPTOB BBO/JIA - BBIBOJA,

— TpepbIBaHMUS, U

— PpErucTpsl MpoIEeccopa.

['maBHBIE  mpolecc  cynepBai3epa, Ha3bIBAEMbId  MEHeOHcepom
supmyanvhoix mawiun (VMM), OCHOBaH Ha CHOCOOHOCTHM ammapaTHBIX
cpeacts OBM co3nmaBaTh HE TOJIBKO OJIHY BHPTYaJIbHYK) MAallWHY, HO U
HECKOJIbKO HE3aBUCHUMBIX BUPTYaJIbHBIX MAIIMH C COOCTBEHHBIM BUPTYaJIbHBIM
UCIIOJHUTENbHBIM OKpykeHueMm. Bce npunoxenuss Windows (u Win32, u
Winl6) ynpanstorcs otaenbHoit VM, Ha3zbpiBaeMoi cucteMHo VM, nputom,
4yTO Kaxaoe npuioxkenne DOS BrinonHsieTcs cOOCTBEHHOM He3aBUCUMON VM.
Kaxxioe u3 3Tux BUPTYaJbHbIX OKPY>KEHUI MOKET CYIIECTBEHHO OTJIMYAThCS OT

PCAILHBIX allllapaTHBIX CPCACTB.

1.3. Pexxumbl pabomsi rnipoueccopa

YroObl co3naBaTh U OOCHY)KMBaTh BHUpPTyaJbHble MamuHbl, VMM
MCMOJI3YET CHElHaIbHbIE CBOWCTBA ceMeicTBa TmpoueccopoB 80x86. Itu
MPOIECCOPhl MOTYT paboTaTh B JIOOOM M3 TpeX PEKUMOB: 3allUIICHHBIN,
peanbhblii, 1 V86. Windows 95 wucnonp3yloT JBa peXuMa: 3allUIICHHBIN

peXUM U pexuM V&6.
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Pexxum  paboTel  mporeccopa  ONpeneNsieT HEKOTOpble  Ba)KHBIC
XapaKTEPUCTUKU BBITTOJIHEHUS:

— CKOJIBKO IaMSTH MOXET a/IpecoBaTh MPOLIECCOp,

— Kak IMpoLeccop TpaHCIUPYeT JIOTHMYecKue ajapeca, (opMHpyeMbie
mporpamMMmoi, B GuU3NUECKUe aapeca Ha MUHE,

— Kak MpOoIECcCop 3allUINaeT JOCTYN K MaMsATH U OpPTaM BBOJIa-BhIBOJA
U TIPEJOTBPAIACT BBIIIOJIHEHUE HEKOTOPBIX HHCTPYKITUH.

s Windows 95 HeobOxoaum mporeccop 80386 wunu Bbeime. B
JAJbHEUIIIEM U3JI0KEHUH KOT/Aa, UCIOIb3YETCSI TEPMUH HpoUeccop, UMEETCS B
BUJly MMEHHO TakOW Impoueccop. byayr wucnons3oBaTbCd TEepMHHBI '"32-
pa3psAHBIN 3alIMIIEHHBIA pexxuM' u "16-pa3psaHblil 3alIUMIIEHHBIA pexXuM',
OTHOCAIIIMECS K TMPOIECccopy, padoTaromieMy B 3alllMIIEHHOM pPEXHUME U
BBITIOJTHAONIEMY 32- i 16-pa3psaHOoe MPUIIOKEHHE COOTBETCTBEHHO. XOTS
TEXHUYECKH OHM HE€ SBISIIOTCA "peKUMaMu' B TOM CMBICIE, B KAaKOM HMH
ABIAIOTCS V86 W 3aluIICHHBIN (TO €CTh OHM HE OMNPENeNsioTcs OuTaMu B
peructpe (yiaros), pa3psiAIHOCTD BBHITIOIHIEMOTO KOJIa TaK BIUSET HA MIOBEICHHE
mpoueccopa,  4ro  32-pa3psOHbIA  3alIUMIIEHHBIA  PEXUM  JOJDKEH

paccMaTpHuBaThCs MHAYE, YeM | 6-pa3psiaHbIil 3alUILICHHBIN PEKUM.

1.4. 3awuweHHbIU pexxum

Camoe Oospllioe paziauure MeXay 32-pa3psaHbiM U 16-pas3psaHbIMu
3alMIIEHHBIMU  PEKUMaMU — KOJUYECTBO ajapecyemor mamsatu. B 16-
pa3psAIHOM 3alIUINIEHHOM peXUME anpecyercs nuiib 16M6. B 32-paspsanom
3ALIMIIEHHOM PEXHMME IIPOLEccOp MoxkeT aapecoBath 416 (23%). OObMHO B
cCUCTEeME He ObIBaeT CTONbKO (u3myeckor mamsitu (41°0). [ns peanuzanuu
TAaKOro OONBIIOTO  agpPECHOr0  MPOCTPAHCTBA  OOBIYHO  HCIOJB3YETCS

BUPTYyaJbHas MaMATh.
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XOTs 3TO pa3uyue B pa3Mepe aapecyeMol MaMsITH KOHEYHO BaXKHO,
0oJiee BaXKHBIM SIBJISIETCS pa3jiduMe B pa3Mepe CErMEHTa — MaKCHMAaJIbHOIO
o0BbeMa MaMsTH, aJApPeCyeMoro HemocpeAcTBeHHo. B 16-pa3psaanom
3AIMINEHHOM pEXHME pasMep cermeHra orpanmueH 64K6 (2%%), u
pa3pabOTUMKK OOJIBIIMX MPOrpaMM JOJDKHBI MOMHHUTH O cermMeHTtax. B 32-
pa3psAHOM 3alIUIIEHHOM pPEeXHME pa3Mep CerMeHTa MOKeT jocturatbh 410 —
HACTOJIbKO  OOJBIIOrOo, YTO OoJiblllasg 4YacTh ONEPALMOHHBIX  CHCTEM,
UCIIONBb3YIOIINX 32-pa3psaHblil 3aliuileHHbid, BKioyas Windows 95, nenator
CErMEHTAIMI0 HEBUIMMOM [Jisi MPOrpaMMHUCTa,  CO3/aBasl €IWHCTBEHHBIN
CEerMEHT, KOTOpbld ajapecyer Bce 41'6. B »Tom cnydae mNpuUIOKEHUIO HET
HEO0OXOAMMOCTH MEHSITh CErMEHTBHI.

B Windows 95 wu 32- u 16-pa3psaHblii 3alllUIIEHHBIE PEKUMBI
UCIIOJIB3YIOT OJMH M TOT JK€ CIOCO0 TPaHCISALMHM JIOTHYECKUX AaJpecoB B
¢bu3nueckue, BblJaBaeMble Ha MIMHY. TpaHCcaauus aApecoB NPOU3BOJUTCS B J1BA
srama. Jlormueckuid aapec, COCTOAIIMH W3 CEJIEKTOpa W CMEIICHUS,
NEPEBOAUTCS CHadaja B MPOMEKYTOUHYIO (OpMY, HA3bIBAEMYIO JIMHEHHBIM
aJpecoM, IMyTeM IOMCKa MO CEJIEKTOpPY B TaOJHIEe AECKPUIITOPOB, KOTOpas
coliepkUT 0a30BbIA JMHEHHBIN ajgpec cermMeHTa. BTopoil 3Tam TpaHCISIUU —
TpaHCISIUSL JIMHEWHOro aapeca B (PU3WYECKUl aapec — Ha3bIBaeTCs
dbopmupoBanrem crpanull. [1ogpoOHO 3TOT NBYX3TaMHBIN NPOLECC TPAHCIALUN
Oyner oObsicHeH mo3ke. [loka Hamo Ui MOMHUTH, YTO Ha MEPBOM IIIare
UCIIOJIB3YETCSl TPOCMOTP CEJIEKTOpa, NIl HaXO0XJICHUs JIMHEHHOro ajpeca, 4To
HE COBIIAJIACT C MIEPBBIM IIAroM pexxuma V_86.

TepmuH "3alMIEHHBIA peXUM'" BO3HUK MOTOMY, YTO ATO OBUI MEPBBIM
pexxuMm mporieccopa  80x86, oOecrneuynBaOIIMN  MEXaHU3M  yIpPaBJICHUS
JOCTYIIOM K TIaMSITH M NOpTaM BBOJA-BbIBOJIA — MEXAHU3M, KOTOPBI
OlepallMOHHAsl CHUCTeMa MOIJIA HKCIOJb30BaTh JUIsl 3allUThl  ce0s  OT

HpHHO)KCHHﬁ. Becb 3TOT MeExaHM3M OCHOBaH Ha KOHOCIIIHUKN  YPOBHIA
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MpUBUJICTAN. BBITIOMHIEMBIM KOJ BCErjga HMMEET ONPEACICHHBIN YpPOBEHb
NpUBWIETHI, KOTOpBIM Ha xaproHe ¢upmsl Intel HazpiBaeTcs "KomnbIo",
npuueM konblo 0 — caMoe BHYTpeHHEE W HamOoliee MNPUBHIECTUPOBAHHOE
KOJIBIIO, a KOJIBI0 3 HanboJiee BHELTHEE U HaUMEHEee IPUBIIIETUPOBAHHOE.
YpOBEHb NPUBWIETHM CErMEHTAa KOJA OIpPENEsAeTCs ONEpPaluOHHOU
CUCTEMOI, IIPU 3TOM OIpPEAEISIETCS, K KaKuM O0JIACTSAM MaMsITH U HOpTaM
BBO/Ia-BbIBOJA MOXKET UMETh JOCTYI 3TOT KOJ, a TAK)KE€ KaKU€ MHCTPYKLHH B
HEM MOTYT BbIMOJHATHCSA. Koa konbia 0, KOTOphIM paHee ObUT HAa3BaH KOJOM
cynepBaizepa, MOKET UMETh JOCTYI K J000H 00JlacTh MaMsTH WU JIIOOOMY
NOPTY BBOAA-BBIBOJIA M MOXET BBINOJHATh JIOObIEe HMHCTpYyKUMH. Ecnu
MIPUIIOKEHUE, BBIIOJIHSIONIEECS BO BHEIIHEM KOJIbLIE, IBITAETCS CAENATh YTO-TO,
YTO HE MO3BOJISIET JENaTh €r0 YPOBEHb MPHUBUIIETHIA, IPOLECCOP BHIPAOATHIBAET

HCKIIFOUYCHUC.

1.5. Pexxum V86

Ecnu ydecTh, 4TO 3alIMILIEHHBIA PEXUM ObUT CO3MaH JUISl MOJJEPKKU
OOJBIIMX TPOrpaMM M 00Jiee COBEPUIEHHBIX OMEPALMOHHBIX CHUCTEM, PEXUM
BUPTYaJIbHOM pPEAbHON MAaIIMHbBI V86 UCIONB3YETCA ISl SMYISILAN PEATBHOTO
pEeXMMA — €AMHCTBEHHOTO PEXXUMA, TIOAIEPKUBAEMOr0 NepBoHadainbHbIMu PC,
U EIMHCTBEHHOIO peXHMa, NOAAECpKHUBAaeMoro mnpuioxeHusmu DOS nmaxe
ceronHs. Pexum V86 mmeer TO ke MakCUMAJIBHOE aJIpPECHOE IMPOCTPAHCTBO
IMO, yTo 1 peasibHbIN pexuM. TpaHCIsLusa aApecoB B peskume V86 CBI3bIBaET
peanbHBIM M 3alMIIEHHBIN pexxumbl. Pesxxum V86 mpeoOpaszyer Joruyeckuii
aZpec B JIMHEMHBIN TaK K€, KaK ATO JENAECTCS B PEAbHOM PEKHUME — CETMEHT
IpocTo caBuraercsa BiaeBo Ha 4 paspspa. (CpaBHMTE 3TO € IOUCKOM IIO
CEJIEKTOPY, MHCIIONb3yEMbIM B 3alllMIIEHHOM pexume.) IIpeoOGpasoBanue

JUHENHOTO aapeca B (pu3ndeckuil B pexxume V86 Mpou3BOAUTCS TaK ke, KaK B
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3alIUIIEHHOM PEXHME — METOJIOM CTPaHUYHOTO TpeobpazoBanusi. CTpaHHUHOE
npeoOpa3oBaHue MOTHOCTHIO MTPO3pavHO TSl mpuitoskeruit DOS .

JUiss  mpenoxpaHeHWss OT KPYIIEHHS CHUCTEMbl MHOKECTBEHHBIMHU
npuinoxeHusasmMu DOS, pexxum V86 HCHONB3yeT T€ K€ MEXaHU3MBbI 3aIIMUThI, YTO
U 3alluIIeHHBIN pexuM. Jlrobas mporpaMma, BbIOJNHsEMas B pexume V86,
WHULUHUPYET HCKIOYEHUE (Tepenady YIpaBiI€HUsT ONEPALMOHHOW CHCTEME)
€CIM JIEeNAeTCsd IONBITKA BBITOJIHUTH HEKOTOPBIE 'TPUBUIECTUPOBAHHBIC"
MHCTPYKIMHU, JOCTYIl K HEKOTOPBIM IOpPTaM BBOJIa-BbIBOJA WJIM JOCTYI K

3anpeneHHbM obmactsaM naMiati. B tabmuue 1.1 mpuBeneHbl mapaMeTpsl

HCIOJIHUTEIIBHOTO OKPYKEHUA I mporeccopoB 80386+.

Tadmuma 1.1

BapI/IaHTBI (1)I/I3I/I‘-ICCKOFO HCIIOJIHUTCIIbHOTO OKPYXXCHHA IJIA PA3JIMYHBIX PEKNMOB

nporeccopa 80386+

3awmiyeHHbIn 32- 3awmileHHbIn 16- V86
paspagHbIv paspsgHbIN
MonHoe agpecHoe 4T6 (2%?) 16 MG (224) 1M6 (22°)
NPOCTPAHCTBO
Pasmep cermeHTa 476 64K6 64K6
TpaHcnauus Jlornyecknin B JNlornyecknin B JNlornyecknin B
agpecos NUHENHbIN: NMUHENHbIN: TNIMHENHbIN:
MOWUCK NO CENEKTOPY |MOMCK NO CENEKTOPY |CABMUI CErMeHTa
JInHenHbIN B JInHenHbIN B BEBO Ha 4 paspsiga
dom3n4eckum: oM3NYECKUI: JInHenHbIN B
Tabnuubl CTpaHuy, Tabnuupbl cTpaHuy PU3NYECKUIA:
Tabnuubl CTpaHuy,
YpoBeHb 0-3 0-3 3
npuemuerum
MexaHnam 3aLnThbl eCTb eCTb eCTb

1.6. UcnonHumernbHoe okpyxeHue Windows

Apxutektypa Windows

95 mnoanepKMBaKOT YETHIPE CYIIECTBEHHO

pa3IMuYHBIX THUIIA MPOLECCOB: MPOLECCHl CynepBan3epa, mpuiokenus Win32,
npuinoxkenus Winl6 u npunoxxenust DOS. Windows 95 ynpaBisioT KaxabIM U3

HUX B pa3sjiIM9HOM HCIIOJIHUTCIIbHOM OKPYKCHHHU. HcnonaurensHoe OKPYKCHHC
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MOXET OBITh ONHUCAaHO PEKHUMOM IPOLECCOPA, YPOBHEM NPHUBWIETHHA, U
pazpsaHocteio (16 wim 32). B Tabmuue 1.2 cucremMaTH3WpOBaHBl BapHAHTHI
UCITOJTHUTEIILHOTO OKpykeHus: Windows.

[Ipoueccer  cynepsaitzepa pabotaroT B Kosblie TpuBHieTHid 0
3aIMIIEHHOTO pPeXHMa (CaMblii BBICOKMU YpPOBEHb JOCTyIA), TaK YTO OHHU
CIOCOOHBI BUJIETh U yNPAaBIATH (PaKTUUECKUM alapaTHBIM OKpykeHnem DBM.
[Ipoueccel cymnepBaiizepa BBIIOJHSIOTCS Ha TEKyUIEd MalIMHE, a HE Ha
BUPTYAJIbHOM WJIU, APYTHMMH CJIOBaMH, IPOLIECCHI CylepBaii3epa BBITOIHIIOTCA
BHE 11000 BHUpPTyadbHOM MamuHbl. M3 BceX KOMIIOHEHTOB, KOTOpbIC
coctraBisitoT Windows 95, Tonbko VMM (MeHemkep BUPTyalbHBIX MAIIUH) U
VXD BBIIONHAIOTCS B OKPYKEHUHM CylepBaiizepa. Bce npyrne KOMIIOHEHTBI

paboTaloT B BUPTYyAIbHOUM MallIuHE.

Tabmn. 1.2
UcnonuutenbHoe okpyxeHue Windows, CBsi3aHHOE C Pa3IUYHBIMU THUIIAMHU
IIPOLICCCOB
Twvn npouecca Pexnm Mpusunernn | Pa3pagHoOCTb Mogenb BupTyanbHas
npoueccopa namarTiu MallnHa
CynepBansep | 3aWwMLIEHHbIN Konbuo O 32 nnockas HW B OOHON
Win32 3alUULLEHHbIN Konbuo 3 32 nnockas CucrtemHas
Winl16 3alUULLEHHbIN Konbuo 3 16 CErMeHTUpO- CucrtemHas
BaHHas
DOS V86 Konbuo 3 16 CerMeHTupo- WHausnay-
BaHHas anbHas

OkpyxeHue cyneppaizepa 32-pa3psiIHOE, TaK YTO 3TU MPOLECCHl MOTYT
aapecoBatb 41'0 BupTyanpHOU mamsTH. [Ipolieccsl cyneppaiizepa UCMIOIb3YIOT
TOJIBKO JBa CEJEKTOPa, KaXKIbIi U3 KOTOphIX aapecyeT 41'0. DTu nBa cenexropa
OTIMYAIOTCA TOJBKO aTpUOyTaMU: OJUH TOMEYEH KaK BBINOJHAEMBIM H
3arpyeH B CS, Ipyroi moMeueH HEBBIIOIHAEMBbIM 1 3arpyeH B DS, ES, u SS.
(Ot aTpuOyThl celeKTOpa XpaHATCA B TOW K€ TaOnuIe AECKPUIITOPOB,

KOTOPBIM XpaHUT 0a30BbIA JIMHEHHBIA aJpec CerMeHTa.) DTOT THI MOJIeNn
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naMATH, TA€ CErMEHTBl 3arpy’K€Hbl pa3 W HAaBCErJa, Ha3bIBAETCH IUIOCKOM
MOJIEJIBIO, U JIEJAET CETMEHTALMIO IO CYTH HEBUJIMMOM ISl IPOIPaMMHUCTA.

B To Bpems, kak mporecchl cymepBaiizepa paboTarOT BHE 000
BUPTYaJIbHONW MalIMHbBI (Ha peadbHON MamiuHe), mpoueccsl Win32 pabortaroT B
KoJble 3 (camas HU3Kas MPUBHIETUS JOCTYIA) B BUPTyalbHOU MamnHe. Kpome
TOT0, BCe nporecchl Win32 paboTaroT B OJHOM U TOM e BUPTYaJIbHOM MallluHe,
Ha3bIBAEMOW CHCTEMHOW BUPTyaibHOU MammHou. [Iponecce Win32 gBnstorcs
MpOLECCaMH  3alMIIEHHOTO  32-pa3psaAHOTO  PEXKHMa, HCHOJIb3YIOIMIUMHU
IVIOCKYI0 ~ MOJeldb  HamsTH, MOJOOHO  Ipoleccam  CylepBaii3epa.
HenocpencrBenno aapecys 41'0 mamsiTd, OHM MOTYT IPAKTUYECKHX BCErna
UTHOPUPOBATH CEIEKTOPHI U CErMEHTBHI.

[Ipoueccet Winl6 paboTaroT B TOM XK€ caMOil CUCTEMHOW BUPTYaJbHOM
MaiuHe, 4yto u npoueccbl Win32. Ilpoueccet Winl6é paboTatoTr B KOJIbIE
NPUBUJIETHI 3 3aIMILEHHOIO PeXUMa, HO HE MMEIOT MPEUMYLIECTB IUIOCKOM
Mojiesid naMsTh. [10CKOJIbKY OHM BBINOHAIOTCS B 16-pa3psiHOM 3aIUIIIEHHOM
pexuma, npoueccbl Winl6 Bce emie yBsiznu B 16-merabGailTHOM aJIpecHOM
MPOCTPAHCTBE M JOJKHBI UMETh JEJNO C CeleKTopamMu U 64-KujioO0alTHBIMU
CEerMEHTaMHu.

Kaxapiii mpouiecc DOS monyuaer cBO COOCTBEHHYHO BHUPTYaIbHYIO
mamuny. [Ipouecc DOS He paboTaer B 3allMIIEHHOM pEXMME MOJI0OHO BCEM
ApPYTUM THIIAaM MPOLIECCOB. BMECTO 3TOrO OH BBINOJIHIETCA B pexume V86,
sMmyupytomum B mpoueccope 80386 mpoueccop 8086. Pexum V86 o3nauaer
CErMEHTHUPOBAHHYKD MOJENb MaMATH C TpaHcisinquen tuna 8086 ruitoc
JIOTIOJTHEHUE CTPAHWYHOW oOpraHu3anuu mnamsath. Pexum V86 TaK>Xe
NO/Apa3yMeBaeT KOJbLUO 3 TMPUBUIETHI, Tak 4YTO JOCTYNl K amnmnapaTHbIM
pecypcaMm DBM u npepbIBaHUSIM CKPBIT U BUPTYAJIM30BaH.

ITouemy xaxnpii mporecc DOS monydaer cBOWO COOCTBEHHYHO

BUPTYaJbHYIO MAaIllMHy, B TO BpeMs Kak Bce mpwioxkeHus Win32 u Winl6
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pa3iesioT CUCTEMHYIO BUpPTyanbHy0 MamuHy? [lockonbky mporeccel DOS B
NPUHIUIIE HE TOHUMAIOT, YTO OHU PA3JIENSAIOT CUCTEMY C APYTHUMH MPOLECCAMH,
OHM OOBIYHO "3aHUMAarOT" MamMHy NOJHOCTHIO. /[ mpoueccoB DOS TunuyHo
U3MEHEHHE TaOIUIbl BEKTOPOB MPEPHIBAHUN U HEMOCPEACTBEHHBIN BBIBOJ HA
skpaH. Windows ympaBistor Kaxmod mnporpammoit DOS B oTaenbHOU
BUPTYaJIbHONW MalIMHE TaK, 4TOOBI Ka)KJaash MporpaMma M3MeHsia Obl TOJBKO
CBOI0O COOCTBEHHYI0 BHPTYaJIbHYIO TaOJMIly BEKTOPOB NPEPBIBAHMI, U
OCYUIECTBIIsUIa ObI BBIBOJI HA COOCTBEHHBIN BUPTYaJIbHBIN 3KpaH.

B otnmuuue ot mpunoxenuit DOS, Windows npunoxenust (1 Win32 u
Winl6), 3Ha10T, 4TO 3amylieHbl apyrue npoiecchl. OHU OCYIIECTBISIOT BBIBOJ
TOJIBKO B COOCTBEHHBIE OKHA, & HE HEMOCPEICTBEHHO HA SKpPaH, U MUCHOJIb3YIOT
BBI30B  ONEPALMOHHOW CHUCTEMBI JUIsI HW3MEHEHUsT TaOMulbl BEKTOPOB
NpEPBIBAHUIT  BMECTO HEMOCPEJICTBEHHOr0 €€ Hu3MeHeHus. Windows-
NPUWIOKEHUS HE TpeOYIOT TaKOW 3allUThl APYT OT Jpyra, KaKk OT MPUIOKEHUN
DOS, xoTopsie HE 3HAIOT O Jpyrux npuioxkeHusx. Tak yto Windows moryt
YCIEUIHO yhpaBisaTh BceMH Windows-TIpUIOKEHUSIMU B OJHOM M TOM IKe

BUPTYaJIbHON MAILIMHE.

1.7. Pe3rome

Windows mosxet 3anyckatb Win32, Winl6 u npunoxenus DOS, B ToM
yucjie WM B MHOrosajgadyHoM pexume. Windows jgenaeT 3To,  3amyckas
NPWIOKEHUS HE Ha peajJbHOW MaIlMHE, a Ha BHPTYAJIbHBIX MallWHaX.
MeHemkep BHUPTyadbHBIX MaIllMH (SIBJSIOIIMICSA TPOIECCOM CyTepBaiizepa),
BBITIOJTHSICTCS Ha pealbHOM MaIllMHE M 00eCIeYnBaeT KaKIbIH W3 Pa3InIHBIX

THUIIOB HpI/IJ'IO}KeHI/Iﬁ C pPa3JIMYHBIM BUPTYaJIbHBIM OKPYKCHUCM.
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1.8. KoHmporsibHble 80rpocs!

3adeM HYKHbI BUPTYaJIbHbIC MAIIIMHBI?

Uto Takoe BUpTyaIbHbIE MAIIUHBI?

Uto Takoe cymneppaiizep?

Uto Takoe MeHeKep BUPTYaAJIbHBIX MAIIUH?

Uto Takoe KoJiblla IPUBUJIECTUNA?

Yem oTimuarorcs npuiaokenus Win32, Winl6 u DOS?
I ne BeImOHSIOTCS TpHTokeHus Win32?

" ne BeInOHSIOTCS pHIoKeHuss Winl6?

['ne Boimonnstores npunoxenus DOS?

. [Mouemy npuioxenus Win32 MOTyT BBINOJHITBCS B OJHOW BHPTYAJIbHOM

marauae?

[Touemy npunoxxenust DOS He MOTYT BBITIOJHATHCS B OJHOW BUPTYaIbHOM

MallvHe?

Yro Takoe cucTeMHasi BUPTyabHAsI MalTuHa?

Yro Takoe miockas MOJENb MaMsITH?

Yrto Takoe cerMeHTHPOBAaHHAS MOJICIh MTAMSITH?

Kax dhopmupyercs pusnueckuii agpec B 3alIUIIEHHOM PEKUME?
Kax dhopmupyercs pusnyeckuii anpec B pexxume V867?

B kakux pexxumax moxet pabortats mporeccop 803867
Yro Takoe ucnosHUTENbHOE OKpykeHue Windows?
Kakwue tunsl nporeccos peanusyrorcs B Windows 95/98?
Yro takoe pexxum Win32?

Yro takoe pesxxkum Winl6?

Yrto Takoe MpUBUIICTHPOBAHHBIC HHCTPYKITUU?

UTto Takoe BUpTyaIu3alus anmnapaTHbIX pecypcoB?
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2. KAK WINDOWS PEAJITM3YET BUPTYAJIbHOE
OKPY>XEHUE

B npenpiaymieii rimaBe paccCMOTpEeHa KOHIISIIIUS BUPTYaJIbHON MAIlIMHBI U
YeTBIPEX €€ COCTABJIIONIUX: IPOCTPAHCTBA BBOAA-BBIBOJA, OICPAIIHMA
IIPEPBIBAHKS, PETHCTPOB MPOIIeccopa, U apecHOro MPOCTpaHCTBa. B Helt Obun
OIMKMCaHBI TAKKE PA3JTMYHBIC THUITBI BUPTYAJIBHOTO OKPYKCHHS Pa3IUYHBIX THIIOB
MpOIEeCCOB, KOTopble BbIMOJHAIOTCS moa Windows: Win32, Winl6, DOS, u
cynepBaiizep (VMM u VxD). Temepp 0Oosee moapoOHO paccMOTpHM, Kak
MEHE/DKEp BHUPTYAJbHBIX MAIlMH BUPTYaAJIMU3yeT KaXIblii M3 KOMIIOHEHTOB
BUPTYaJIbHON MAIIUHBI JIJI KaXKJIOT0 TUIIA Tporiecca. (DTa riaBa mpearnoaraet

3HAKOMCTBO 4YHUTATeJIsd C OCHOBHBIMH OCOOEHHOCTSIMU APXUTCKTYPbI Intel

80x86.)

2.1. Baxeam docmyna K nnopmam egoda - 8bigoda

W 3amuineHHbIl peXuM, U pexXuM V86 MO3BOJSIIOT ONEPAlMOHHON
CUCTEME TepexBaThiBaTh WHCTPYKIIMKM BBOJA M BBIBOJA, U, TAaKUM OOpazoM,
Mpe0TBpaIaTh HEMOCPEACTBEHHOE OOpallleHUe MPUIIOKEHUS YCTPOMCTBAM,
pacmoJIOKEHHBIM B TMPOCTPAHCTBE  BBOJAa-BhIBoja. K ycTpoiicTBawm,
pacIoJIOKEHHBIM B  aJpECHOM IMPOCTPAHCTBE TMaMSITH, oOOpamalTcs IpH
MOMOIIU JIFOOOW WHCTPYKIIMHU, HCIONB3YIONIEH oOpalieHne K mamsiTH, B TO
BpeMs KaK K yCTPONCTBaM, PacIlOJIOKEHHBIM B MPOCTPAHCTBE BBOJIa-BBIBO/IA,
oOparmiarTcs TOJBKO MPU MOMOIIUA WHCTPYKIUK BBOJA U BhiBoja. Windows 95
UCIIOJIB3yeT KOMOWHAIMIO JBYX BO3MOXHOCTEH YIpPaBICHHUS JOCTYIIOM K
aJgpecaM BBOJIa-BbIBOAa — Ypoeenv npusunezuii eeooda-eévieooa (10PL) u
Kapmy paspewenus e6ooa-eévi600a (10PM).

B 3ammuiieHHOM peXume, KaKIAbld CETMEHT KOJa MMEET CBS3aHHBIN
Yposenwv npusunecuit oeckpunmopa, xpansuuiics B Ta0IUIE ECKPUITOPOB.

Kaxnprii cermMeHT KoJa HWMEeT TakKe OTACNbHBIN aTpuOyT s YpoeHus
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npueunezuii  66ooa-e¢vieooa (IOPL), Taxke Xxpausmerocs B TaOuuile
neckpunropoB. Korma WHCTpyKIMS BBOJAa WM BbIBOJA BBINIOJHACTCS B
3alMIIEHHOM pexume, npoueccop cpaBHuBaeT IOPL cermeHTta ¢ Tekymmm
YPOBHEM TPUBUIIETUNA BBINOJIHAEMOr0 cermMeHTa koja (HaspiBaeMmblii CPL-
current privilege level, tekymmuii ypoBens npusmieruii). Ecmu CPL < IOPL,
CErMEHT HMEEeT JOCTaTOYHO IPUBWIETHM, M IPOLECCOP  BBITOIHACT
uHctpykuuto. Ecomu CPL > = [OPL, npoueccop ucnonszyer IOPM kak BTropou
ypoBeHb 3amuTbl. [OPM — moOurtoBast kapta nmoptoB: OMT 1 o3Hauaer "HeT
noctyna", 6ut 0 — "noctyn pazpemien”. Tak, ecniu CPL > = IOPL u 6utr [OPM
COOTBETCTBYIOIIETO MOpPTa COPOILIEH, HHCTPYKLMS BhinoJiHsgeTcss. Ho ecnu Out
IOPM »3TOoro mopra yCTaHOBJEH, MPOLECCOP TEHEPUPYET COOTBETCTBYIOIIEE
VCKJIFOYEHHE.

Jns Windows 95 IOPM — noMuHHpyrOnMii MEXaHHM3M OIpEIEICHUS
NPUBWICTHI JJI1 BCEX BUPTyaJdbHBIX MamuH. B BupTyansaeix mammuax DOS,
IOPM omnpenenser NpUBWIETMU BBOAA-BBIBOJA IPHUIIOKEHHUS, MOTOMY 4YTO
MEHEJKEp BHUpTyalbHbIX MamMH VMM ympasiser npunoxenusmu DOS B
pexume V86, rae npoueccop urHopupyet IOPL u yuntsiBaeT Tosbko [OPM npu
00paboTKe MHCTPYKIIMH BBOAA W BhIBOAA. B BUpTyanpHbIX MamnHax Winl6 u
Win32, IOPM omnpenensieT NpUBUIETHH BBOAA-BBIBOJA NMPUJIOKEHHS, TOTOMY
YTO MEHEIKEp BUPTYyAIbHbIX MamMH VMM ympasisger BceMH IpoleccaMu
Winl6 u Win32 ¢ CPL > IOPL. Xots npunoxenuss Winl6 u Win32 pabotatot
B 3allUIIIECHHOM pexXuMe, rie nporeccop nposepsier IOPL, sta mpoBepka Bcerga
KOHYaeTcsl mocieaytouieit mposepkoin [OPM.

Vopasnsass IOPM, Windows 95 MoxeT mnepexBaThiBaTh [IOCTYN K
ONpeJEICHHBIM TOpTaM MpPHU Pa3pelieHHH CBOOOJHOTO JOCTyNMa K JIpYyruM
nopraM. Windows 95 wucnonb3yer 3Ty CHOCOOHOCTh ISl BUPTyaIHU3alUU
(u3NYECKUX YCTPOMCTB, PpACHOJIOKEHHBIX IO aJgpecaM, KOTOpbIE CIEIyeT

nepexBaTuTh. Ilpu 006paboTke nOCTyma K YCTPOMCTBY uepe3 BHUPTyalbHBIN
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npaiiBep ycrporictBa (VxD), Windows 95 moxketr oOCayKuBaTh pa3iaeibHYIO
HH)OPMAITUIO O COCTOSIHUHU I KaKIOW W3 BUPTYAIbHBIX MAIMH, KOTOpas
XoTeJia Obl UCIIOJIB30BATh YCTPOUCTBO.

Menemxep BUPTyalIbHBIX MaiMH VMM OTBETCTBEH 3a MoanepKaHue
IOPM. Bupryanessiii gpaiiep (VxD) BwBbeBaeT cepBuc VMM, dTOOBI
3aMpOCUTh MEPEXBAT COOTBETCTBYIONIEro nopta. [Ipu co3ganuu aroro 3arpoca,
VxD 3agaer (yHKIMIO OT3bIBA, Ha3bIBaeMYyI0 "00pabOTUYMK MepexBaTa MOPTOB
(port trap handler)". Menemxkep BUPTyalibHBIX MamiuH VMM oTBe4aeT Ha
TaKoW 3ampoc ycTaHoBkoil Outa storo mopra B IOPM. Kornma BuptyanibHas
MaligHa oOpalaercs K 3TOMYy MOpPTY, U TaKUM 00pa3oM BBI3BIBAET OLIMOKY,
0o0paboTunk OmMMUOOK MEHEKepa BUPTYalbHBIX MamuH VMM BbI3bIBaeT
3apeructpupoBanHblii B VXD 00paboTuMk mepexBara TOPTOB. OITOT
0o0paboTuMK TmepexBaTa MOPTOB MOXKET CJellaTh 4YTO-HUOYJIh B OTBET Ha
MONBITKY BBOJIa-BbIBOA: VXD MOKET UTHOPUPOBATHh MHCTPYKIIUIO, BBITTOJIHUTD
ee, Wik MOXeT 3aMeHuTh 3Hadenue (Hanpumep. OUT 3F8h, 01h mor ObI cTath
OUT 3F8h, 81h).

Windows 95 u ero crangaptHbiii komnoHeHT VXD mepexBaTbiBaeT mouTu
Bce craHmaptHeie PC  ycrpolicTBa BBOAAa-BBIBOJAa, HO HHUKOrJa HE
NepexBaThIBAIOT HECTaHJAPTHBIE aJipeca BBOJAA-BhiBoja. B Tabmume 2.1
MPUBEICH TNEpPEUYEHb MEePEeXBAYEHHBIX MOPTOB. HecTanmapTHbIE BUPTyaJbHBIC

npatiBepsl (VD) MOryT nepexBaThiBaTh U JPYTU€ MOPTHI.
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Taomuna 3.1

3axBaT MOPTOB BBOJa-BbIBO/IA CTAHIAPTHBIMU BUPTYaldbHbIMU ApaiiBepamu (VD)

it Windows 95

Anpec nopra VxD Onucanue

3FO0 - 3F2, 3F4, 3F5, 3F7 VFBACKUP KoHTponnep rubkmx guckos

1F0 - 1F7 ESDI_506 KoHTponnep XecTkoro
ancka

378, 379, 37A VPD [MpuHTep LPT1

2F8 - 2FE, 3F8 - 3FE SERIAL MocnepoBaTternbHble NOPThI
COM1 n COM2

61 VSD 3BYK

3B4, 3B5, 3BA, 3DO0 - 3DF, |VvDD VGA pucnnen

3CO0 - 3CF

1CE, 1CF, 2E8, x6EC-EF, ATI MwununopT ancnnes PCI

AEC-EF, XxEEC-EF VGA

00-0F, CO-DF, 81-83, 87, VDMAD KoHTponnep npsimoro

89, 8A poctyna

60, 64 VKD Knasuatypa

40, 43 VTD Tanmep

20, 21, AOQ, Al VPICD [Mporpammupyemsbli
KOHTpONep npepbiBaHn

2.2. [lepexsam obpauwjeHul Kk ycmpoucmeam, pasmeweHHbIM 8
adpecHOM ripocmpaHcma namsimu

B 1O Bpewms, kak OOJIBIIMHCTBO CTaHJIAPTHBIX BHEIIHUX YCTPOICTB
pa3meniaeTcas B AaIpPECHOM IPOCTPAHCTBE  BBOJA-BBIBOAA, HEKOTOPBIE
pa3MenieHbl B aJpecHOM mnpocTtpancTBe mnamsatd. Windows 95 momaraercs,
MPEXKJIEe BCEro, Ha MEXaHU3M OTKa3a CTPAHULBl TPU BHUPTYAIM30BAaHHOM
JOCTyNE K YCTPOWCTBaM, Pa3MENIEHHBIM B aJPECHOM INPOCTPAHCTBE NaMSTH.
YtoObl nepexBaTUTh OOpAILEHUE K OJHOMY M3 3THUX YCTPOMCTB, BUPTYaJIbHBIM
npaiieep (VxD) BuUpTyalM30BaHHOTO YCTPOWCTBA TIOMETHUT CTpPAHHUILY,

"

COOTBETCTBYIOIYIO  (DU3UYECKOMY  aJpecy  YCTpOMCTBa,  Kak HE
npeAcTaBieHHas", M 3aperucTpupyeT COOCTBEHHBIH OO0pabOTYMK OTKa30B
CTpaHHUII IIPHU TIOMOIIMA MEHEJKEpa BUPTyaIbHbIX MamiiH VMM. Ecnu nponecc,
BBITIOJIHSAIOIIMICA B BUPTYaJIbHOW MAIlIMHE, MBITAETCS MOJYYUTh JOCTYH K 3TOU

CTpaHuLeC, 3TO BBI3OBCT OTKa3 CTpPaHMUIIBI. Bwmecto CTaHAApPTHOI'O OTBETA U
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NOMBITKA  "TOAKavyaTh" CTpaHuily, oOpabotunk omubok VMM  Tenepb
o0patuTcs K 3aperuCTPUPOBAHHOMY OOpabOTYMKY OTKa3a CTPAaHMIIBI B
BUpTyadbHOM JpaiiBepe (VxD), kOTOpblid BUPTyaIM3yeT JAHHOE YCTPOMCTBO.
Torpa oOpabotunk VXD MOXeT pemmuTb, Kakoe JEWCTBHE COOTBETCTBYET
TpeOOBaHUSMU BUPTYAIIBHOTO OKPY>KEHUSI.

Bupryansnsiid gpaiiep aucruies (VDD) ucnonb3yeT 3TOT MEXaHU3M IS
BUpTyanu3aiuu O0ydepa Buaeoctpanunibl. Korma nporpamma DOS BbINOTHSET
3anuch B BUAe0oOydep mno sorumdeckomy aapecy b000:0000, unpopmanus He
MOSIBJIIETCS HA 3KpaHe, NoToMy 4To VDD momeTun 3Ty KOHKPETHYIO CTPaHHUILY
KaKk "He mnpenacraBieHHas". BMmecto s3Toro, oOpaleHue K BHUACOCTPAHUIIEC
nepexBaThiBacTCsd 00paOOTYMKOM OTKa3za CTpaHUIl BUPTYyaJIbHOIO JApaiiBepa
(VxD) u mepeaapecyercss B ApYyryro 001acTh (PU3HMYECKOM mHaMsITH. OTO
OOBSICHSIET, KaKUM 00pa3oM BHUACOMH(OpPMAIMS BBIBOJUTCS B OKHO, BMECTO
TOTO, YTOOBI OSIBUTHCSA HA MOJHOM dKpaHe. VXD UCnosb3yeT TOT &Ke MEXaHU3M
JUIsl apOUTpaka JA0CTyna K JPYyroMy YCTPOWCTBY, pa3MEIIEHHOMY B aJpECHOM

MPOCTPAHCTBE MAMSITH — MOHOXPOMHOMY aJlalTepy.

2.3. [Nlepexsam ripepbigaHuUl U UCKIIHOYeHUU

Kpome nepexBara oOpaiiieHuii K MaMsITH ¥ yCTPOMCTBAM BBOJIa-BBIBOJIA,
Windows 95 mepexBaThiBacT HEKOTOPHIC "MPUBHICTUPOBAHHBIEC" MHCTPYKIIHH.
K "mpuBuiernpoBaHHBIM" HHCTPYKUHUSM OTHOCSITCS HWHCTPYKIIMH, KOTOpbIE
MOTYT HCIIOJIb30BaThCA I 00X0Ja MEXaHW3MOB 3alllUTHI TIPOIleccopa, WIH
MOTYT HapyIIUTh ETOCTHOCTh BUPTYyaIbHON MamnHbl. K npuBUIErupOBaHHBIM
WHCTPYKIUSIM OTHOCATCS T€ WHCTPYKIIMH, KOTOPBIE BO3JEHCTBYIOT Ha Jar
paspemienus npepsiBanus npoueccopa (CLI, STI, POPF, RET), mporpammHubie
npepeiBanus (INT n), a Taxke MHCTPYKIMH 3arpy3Kd TaOJIUIl JECKPUITOPOB
(LLDT, LDGT, LIDT). B ocHoBoom Windows 95 mepexBaTbhiBaeT 3TH

HHCTPYKIUU [JIs1 3alIUTbhl HOCJIOCTHOCTH BHUPTYAJIbHBIX MAlIHWH. B Ciy4dac
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uHcTpykiuu  INT n Windows 95 wucnomp3yer 3axBar mjis oOecredeHUs
npo3padyHocTy nepexsata 3amnpoco BIOS u DOS.

[Iponiecchl, 3amylieHHbIE B BHUPTYaJbHOW MAIlMHE BBIMOJHSIIOTCS C
NPUBWIECTUSIMU KoOJibIla 3 (HauMeHblue npuBuieruu). Koj, BBINMOTHAEMBIN B
KOJIbIIE 3, BRI3BIBACT T'€HEPAIIAIO HCKITIOYEHUH TP BHITIOJTHEHUN JTIO00H U3 ATHX
"MmpuBHIErUpOBaHHBIX" MHCTPYKUMWA. Korna 310 HCKIIOYEHUE CreHEepUpPOBAHO,
mpoleccop mepekiaouaercss B Koablo 0 W 3aTeM IepenaeT ymnpaBieHUE
COOTBETCTBYIOIIEMY 00pa0OTUHKY.

bonmee TouHO, KaXXABIM CErMEHT HMEET CBS3aHHBIHL C HUM
Jleckpunmopnutit ypoeenv npueunezuit (DPL). DTOT cerMeHTHBIN ypOBEHBb
MPUBUJIETHIN OMpeeNsieT YpPOBeHb MNPUBWIETUNA OOJIBIIMHCTBA HUHCTPYKIIUN
(manpumep, LLDT, LGDT). OnHako, HEKOTOpbIE MHCTPYKIUU (T€, KOTOPHIC
BO3JICUCTBYIOT Ha (hjiar pa3pelieHus NpepbIBaHUN MPOIECCOpa) MOTy4YatoT CBOU
ypoBenb mpuBmieruii u3 IOPL, a ve u3 DPL. Ecnu, Hanpumep, npouecc B
kKojplie 3 BemosHSAeT MHCTpykiuio STl mmm CLI, mpomeccop renepupyer
uckiodeHue, Toabko ecim CPL > IOPL.

bosiee cymiecTBeHHbIE pa3UuMs  MEXAY OKPYKEHHEM CUCTEMHOM
BUPTYaJIbHOM MalIWMHBI U OKPYKEHHEM BUPTyalibHOW MammHbl DOS kacarorcs
aTUX TpuBMieruii, ooycnosieHHbix IOPL. B To Bpems, kak apxutektypa 80386
noaaepxkuBaer nepexsar CLI m STl B o0omx 3amIuIEHHBIX peKHMaxX U B
pexume V86, Windows 95 ne mepexmarhiBaeT mHCTpykimu STl u CLI B
pexume V86. MeHemxkep BHUpPTyaldbHbIX MamimH VMM  npegHamepeHHO
ycranaBiauBaeT CPL = IOPL s nmpunoxxeruss DOS, tak uro uncTpykmuu CLI
u STI He BbI3BIBaIOT UCKItoueHus. bonee toro, xors Windows 95 ympasistor
npuiaoxerusmMu Winl6 u Win32 ¢ CPL > IOPL Tak, uto6s1 CLI/STI BbI3bIBAH
UCKIIOUeHHUsT Uit  mpuiokeHnid  Windows, 00paOOTUMK — UCKITIOYCHHI
MEHE/)Kepa BUPTYaIbHBIX MAIIUH HAET BIEPEI U BBHINOJHSIET HUHCTPYKIIUIO,

MMO3BOJIA WJIM 3alpluiasad MNPCpbIBAHUC OT HMMCHH IIPUIIOKCHUSI. O‘-IGBI/II[HO,
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pa3paboTUYUKN PEIIMIM, YTO HAKIAJHBIE PacXoJ]bl Ha MEepeXBaT HMHCTPYKIIHMA
STl u CLI 6bu11 661 O0OMbIIICH MIIATOM 32 OBICTPOICHCTBUE, YEM OHU MOTJIN OBl

3aI1JIaTUTh.

2.4. Peaucmpsbl nipouyeccopa

Buptyanuszanuss TpeThero pecypca — PErucTpoB Ipoleccopa  —
TPpUBHAJIbHA TIO CPAaBHEHHUIO C MEXaHM3MaMH BUPTyalW3alMd IMPOCTPAHCTBA
IIOPTOB BBOJA-BbIBOJIA W IIPEpbIBAHMU. MeHemKkep BUPTYaJIbHBIX MAaIIWH
(VMM) noanepkuBaeT CTPYKTYpy MJaHHBIX BUPTYaJIbHBIX PETHUCTPOB JUIS
KOKIOW BUPTyaldbHOM MamuHbl. Kaxnaplii pa3 nOpu NEPEeKIOYEHUUA OT
BBITIOJIHEHUS OJTHOM BUPTYaJIbHOM MaluHbl (Harpumep, VM) K BBITIOTHEHUIO
JpYrol BUPTyaJbHOM MamwuHbl (Hampumep, VM?2), MeHeIKep BUPTYalbHBIX
MallliH CHA4daJla COXPAHSET COCTOsIHME PEerucTpoB VMI B BupTyanbHOU
CTpyKType peructpoB VMI, 3arem, mepen BbllloJHEHHEM VM2 u3MeHser
TEKyLIE€ COCTOSIHUE PETrUCTPOB NPOLECCOP W3 BUPTYAIBbHOU CTPYKTYPBI

peructpos VM?2.

2.5. YoosnemeopeHue 3arnpocos adpecos Win32, Winl6,
u npunoxeHuu DOS

B ormuune or Windows 3.x, ucnons3yommx wmaiyio yacte 410
JUHEWHOTO aapecHoro mpoctpanctBa, Windows 95 ucnoiab3yer €ro 1eauKkoM.
Windows 95 penut 3t 41'6 Ha HECKOIBKO 00JIaCTEl, HA3BIBAEMBIX apeHAMHU
(puc. 2.1):

— YacTHas apeHa,

— pasmensiemas apeHa,

— CHCTEMHas apeHa, u

— apena DOS.

Yacthnas apena, or 4M6 no 2I'6 (moutu monoBuHa mnosHOro 4106

MPOCTPAHCTBA) HUCIOJIb3YETCs ISl KOJA, JAAHHBIX M PECypCOB MPUIOKEHUU
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Win32. Dta apena uyacTHas, IO3TOMY OHAa pa3IWYHO pACIIONOKEHA B
busznueckoit maMaTu A Kaxzaoro npuioxeHus Win32. Tak, Hanpumep, Korjaa
npwioxenne 1 Win32 olOpamaercss k 4-merabaiiTHOW 00JacTH JTUHEHHBIX
aZipecoB, OHO TMOJIy4aeT B paclopsbKeHHE OJHY (pU3MUecKyro 00JacTh, B TO
BpeMs, Kak mnpuioxkenne 2 Win32, oOpamasce K TOW ke 4-MerabanTHOM
00acTu TUHEWHBIX aPECOB, MOTYYaeT B PACHOPSKEHUE IPYTYI0 (PU3HUECKYIO
obnacte. Windows 95 pocturator storo s3dgdexra, nepekiodas 511 BXoaoB
katayiora crpanuil (page directory entries) 3Toro JIMHEHHOTO MPOCTPAHCTBA OT
4M6 no 21'6. Ilpu BeimonHeHuu npuiiokeHuss 1 Win32, 3Totr Bxoja KaTajiora
CTpaHUIl yKa3bIBACT Ha OJHMH HaOop Tabmwmil ctpanull (page tables) (puc. 2.2).
Ecin Windows 95 nepekitouaeTcst Ha BBIIOJIHEHHE NpuiiokeHus 2 Win32, oHu

YKa3bIBaIOT Ha Apyroi Habop Tabmnuil crpanull (puc. 2.3).

4106 Tabmuip! cTpaHuIl
CucremMHas apeHa
VxD (paznenennoe koibIto 0)
VMM
310 Cucremnsie DLL
@Dalibl, pa3MEIECHHBIE B TaMATH Pazpensemas apena
Bepxwuss yacte riiobanpHOM Kyun Win (paznenenHoe KombIlo 3)
16
210 Koasr Win 32,
JTAaHHBIE U PECYpPCHI YacrHas apeHa
(paznuuHoOeE IMHEIHOE U (pu3nYecKoe (IpOCTPaHCTBO AJIS KAXKJI0TO
pasMeleHre KOHEYHOT 0 Ipoliecca) nporecca)
4 M6| Hwxuss yacts rmobanbHOM kyun Win
16 Apena DOS
MS-DOS
0

Puc. 2.1. Anpecnoe npoctpanctBo Windows 95

N3mensis Bxoasl katanora crpanull (PDE) wactHoit apenbsr, Windows 95
3aImuIaT npuioxenus Win32 apyr ot apyra. Bxoaer Ta6nui ctpanui (PTE),
ucnoiib3yembie s npuiiokeHus 1 Win32 mpocto He coiepKar GU3HUECKUX

aapeCcoB, HCIOJIB3YEMbIX HpI/IJ'IO}KCHI/ICM_z, a BXOJBbI Ta6JII/IHI>I CTpaHu1,
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UCIIONIB3YEMBIX TpuiiokeHneM 2 Win32, He coaepkar (U3WYECKUX aJpecoB,
UCIIOJB3yeMbIX IpuioxkeHueM 1. Ilpunoxenue 1 u npunoxenue 2 mpocTo He
MOT'YT HaBPEAUTh PECYpCcam APy ApyTa.

MHoOrue onepanuoHHbBIE CHUCTEMBI NPEAOTBPAIIAIOT HETOCPEIACTBEHHOE
oOpallleHne K CUCTEMHBIM CTpaHHUIIAM KOMIIOHEHTOB IMOJb30BaTens. s 3Toro
s cucteMHbIx crpanuil B PTE ycranaBiauBaeTcst OUT cynepBaiizepa, KOTOPBIii
BBI3BIBACT OTKA3 CTPAHMUIBI, €CIM K CHUCTEMHOM CTPAHULE MPOUCXOIUAT
oOpalnieHue u3 pexxuma moJib30BaTesl.

Windows 95 BooO11e HE UCTIONB3YIOT OUTHI CyliepBai3epa, 4YTo yIpouiaeT
nepeaady JaHHBIX MEXAY BUPTyalbHbIM ApaiiBepoM (VD) v npuioxeHuem —
VxD MoXeT nuiib nepenath NPUIOKEHUIO YKa3aTellb, KOTOPbIA MOXET OBITh
IIPSIMO UCTIOJIB30BAH IPHUIIOKEHHUEM.

Apena DOS B nuneiliHOM aapecHoM mnpoctpaHcTBe 0-4MO, mepenana
npuioxkeHussMm DOS u HeOonblIoi 4YacTu Kyuu (00JIaCTHM JUHAMHYECKON
namsta — heap) Winl6. Kak yxe roBopwioch, npuioxkeHuss DOS  moynkHbBI
HaXOAUTbCA 31€Ch, TAaK KaK OHHM BBINOJHSKOTCS B pexume V86 u,
CJeIOBaTEILHO, TCHEPUPYIOT JIMHEHHbIE afpeca Hike 1MO. Hebomnbinas yacthb
kyur Winl6 ana  ucnons3oBaHus cucteMHbiMM  DLL  (auHamuyecku
3arpyxaeMbiMu  Oubnuorekamu) Winl6, KOTOpbI€ 3aHUMAIOTCS BBIJCICHUEM

namsiTi 1S cBsizu ¢ DOS, pe3naeHTHbIMU TporpaMMaMH, 1 T.1.
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Karanor dusnyeckas
CTpaHUIL Tabmuier CTpaHUIL aMsTh
Cucremnas
310 He
Paznensemas IpeJiCTaBIeHa
2T6 He
Win 32 MpeJICTaBICHA
npuioxenue |
(dacTHas) Hcnonw3yrotcs
4 M6 TOJIBKO
MpUIOKEHUEM 2
0

Puc. 2.2. Ecnu npunoxenue 1 Win 32 BbIOTHEHO, NTEpe]] MEPEKIIOYCHUEM Ha JIPyroe
pujIokeHue ykaszaresnb 4 MO ci1oTa B KaTanore CTpaHMIl yKa3bIBaeT Ha TaOJIuUILy
crpanul, PTE koTopoii yka3piBaioT Ha 2, 3 1 4 cTpaHuIbl GU3NYECKON MaMsITH

Windows 95 ynpasnistor Bxogamu karanora crpanul (PDE) ana apenst
DOS Ttakum xe oO0pa3zoMm, kak 310 aAenaiu Windows 3.x. C KaxabiM
MEPEKIIOYEHNEM  BUPTYAJIbBHOW  MAIlMHBI, KOMIIOHEHT V86  TeKyleu
BBITIOJIHSAEMON BUPTYaJIbHOM MAIIMHBI KOIUPYETCS B JIMHEMHOE MPOCTPAHCTBO,
U3 aIpecoB, pacHoioKEHHBIX Bbilie 2I'0, B ajapeca, pacnoyiOKEHHbIE HIXKE
1MO, mpoCThIM U3MEHEHUEM MIEPBOT0 BXO/a B KOPHEBOM KaTajaore CTpaHuil.

Windows 95 0osiee akTUBHO HCHOJB3YIOT MEPEKIIOUEHHE KaTajaora
ctpanull, yemM Windows 3.x. Kaxapiii pa3, korjga otaeiabHblid mporiecc Win32
BBINIOJIHEH, MEHEKEP BUPTyallbHbIX MalluH Windows 95 mepekioyaeT BXObI
KaTajora CTPaHMIL JJI1 YaCTHOM apeHbl, OCTABIISISI BXOIbl KaTajlora CTPaHMIL JJis
pas3zenseMor U CUCTEMHOU apeHbl TeMU ke. M kaxapii pa3, Korjga 3akoH4YusIa

pa60Ty OoTACIbHasA BHPTyajlbHad MalllkHA, MCHCIKCP BHUPTYAJIbHBIX MalllWH
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Windows 95 VMM nepekiioyaeT eIMHCTBEHHBIN BXOJ KaTaJllora CTPaHMIL JJIs

nepBbix 4MO.
Karanor Pusnyeckas
CTpaHUIL Tabmuier CTpaHUIL aMsTh
Cucremnas
310 He
Paznensemas peJICTaBIeHa
Hcnons3yrorcs
2T6 He TOJIBKO
Win 32 Mpe/ICTaBICHA
IPUIOKEHNE2 He MIPUIIOKEHUEM?2
IIpeJICTaBIeHa
(dactHas)
4M©6
0

Puc. 2.3. Ecuu npunoxenue 2 Win 32 HauMHAET BBIMOIHATHCS, IOCIIE NEPEKIIOUEHUS

0

ykazarenb 4 MO cioTa B KaTajore CTpaHHIl yKa3blBaeT Ha APYTYIO TaOJIUIly CTPaHMIL,
PTE kotopoii yka3biBatoT Ha 0 u 1 crpanuibl pusnueckoil namsatu. Bxoas! karanora

CTpaHuIl JJIs1 pa3aciIsiCMbIX obmacreii BoIme 2 Gb ocTaroTcs TEMH e CAMBIMH.

2.6. Pe3rome

B »sToli rnaBe ObUIO OOBSICHEHO, KaK MEHEIKEp BUPTYaJIbHBIX MAalluH
(VMM) co3maer COOTBETCTBYIOIIEE BUPTyaldbHOE OKpyxkeHue misg Win32,
Winl6, u npunoxenuit DOS. MeHemxep BUPTyaJIbHBIX MAIllMH HCHOJB3YET
HEKOTOpBhIE BO3MOXKHOCTH TIpOIIECCOpa, CBSI3aHHBIE C TNPUBUIICTUSAMHM, IS
BUPTYyaJIM3allMd JIOCTYyIla K yCTpPOMCTBaM, pacroyiOKEHHBIM B MPOCTPAHCTBE
BBOJIa BBIBOJA WJM B QJPECHOM IPOCTPAHCTBE MaMATH, a TAKXKE YIPABISIET
BBIMIOJTHEHUEM TPUBWJIECTHPOBAHHBIX WHCTPYKUUNA. MeHemkep BUPTyalIbHBIX

MaIIMH HUCIHOJIb3YeT TaKKe BO3MOXXHOCTH CTPAHUYHOTO IPeoOpa3OBaHUS
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nporeccopa, 4To0bl 00€CHEYUTh KKIbIA TUI MPUIIOKEHUN HEOOXOAUMMBIM

€My aJIJpECHBIM MPOCTPAHCTBOM.

o o k~ w bdp e

10.
11.
12.

13.
14,
15.
16.
17,
18.
19.
20.
21,
22,

2.7. KoHMporibHble 80MpPOChI

Yro Takoe 3axBar JOCTyIa K MIOpTaM BBOJa-BbIBOJA?

Yro Takoe ypoBEHb NIPUBHIIETUI BBOJA-BbIBOAA?

Yro Takoe kapTa pa3penieHus: BBOJa-BbIBOAA?

Uto Takoe ypoBEeHb NPUBWIETUN IECKPUIITOPA?

B kakoM ciyyae BBINOJIHAETCS Onepalys BBOIAa-BbIBOJIA TPUIIOKEHUA?
KakoB momunmpyromuii Mexanu3m omnpezaencHus npuswmwiernid B Windows
957

Yem onpenensieTcst ypoBeHb MpHUBHIIETHI npuiioxenus DOS?

Yro Takoe BUpTyan3anus (GU3NYECKOro yCTpOrucTBA?

Kto otBeuaer 3a mognepxanue |OPL?

Urto Takoe 00paboTunK nepexBara nopToB?

Kakx VMM pearupyeTt Ha 3an1poc nepexBayeHHOro ycTpoiicTBa?

Kakue ycrtpoiictBa PC mnepexBaTbiBaeT CTaHIApPTHBIA KOMIIOHEHT VXD
Windows 95?

Kaxk nepexBaTuth oOpanieHue K yCTpoMCTBY, OTOOpa)KEHHOMY Ha MamsiTh?
UYrto Takoe He MpeacTaBiIeHHas cTpaHuia’?

Yro Takoe 00pabOTUUK OTKA30B CTpaHUIL?

Uto Takoe 0TKa3 CTpAHULIBI?

Kak nepexBaTpIBatOTCs IIpephIBaHUS ?

Kak nepexBaThIBatOTCSI UCKITFOYEHHUS ?

Kaxkue nncrpykuuu nepexsatsiBaeT VMM?

3aueM NepexBaThIBAIOTCS NPEPbIBAHUA?

3a4eM NepexBaThIBAIOTCS UCKIIIOYEHUA?

Kakue nnctpykuun nepexsatbisaer VMM B pexxume V867



23.
24,
25.
26.
217,
28.
29.
30.
31.
32,
33.

30

Kak BupTyanusyrorcs peructpsl mporeccopa?
KakoBo aapecnoe npoctpanctso Windows 95?
Urto Takoe apeHa?

Urto Takoe yacTHas apeHa?

Yro Takoe pazaensemas apeHa?

Urto Takoe cuctemMHas apeHa?

Yro Takoe apena DOS?

Kak BeiiensieTcs namsith npuioskenusm Win327?
Kak BeensieTcs namsith npuioskenusm Winl6?
Kak Beigensercst mamste npmioxenusm DOS?
Kak mepenmatorcs gaHHBIE MEXKAY BHPTYaldbHBIM JIpailBEpoM

MIPUIIOKEHUEM?
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3. BBEAEHUWE B VXD

Xotst VXD - cokpaieHue Wil eupmyanvHo2o opaiieepa ycmpoiicmaea,
VxD moxer ObITh 4eM-TO OONBIIMM, YeM HApalBep, KOTOPHIH BUPTYaTU3YET
KOHKpeTHOe ycTpouctBo. Hekoropeie VXD nelcTByroT Kak JapauBep
YCTPOMCTBA, HO HE BUPTyanu3yroT ero. Hekoropsie VXD He B3aMMOJEHCTBYIOT
C KaKUM-JIHOO YCTPOWCTBOM, OHU CYIIECTBYIOT JUIsl TOrO, 4TOOBI 0OECHEUHThH
oOcCy’)KUBaHUE APYTUX BUPTYAJIbHBIX IPAaBEPOB MU HMPHIIOKEHUH.

VXD moxer 3arpyxaTtbcsi BMecTe ¢ VMM (cTaTudecku 3arpyKaemblii)
WU 10 TpeOOBaHUIO (AUHAMHYECKU 3arpykaembiii). Tem He MeHee, B 000UX
cinydyasx VXD akTMBHO B3aMMOJEMCTBYET C MEHEIKEPOM BUPTYAIbHBIX MAIIUH
(VMM) u pazgenseT ¢ HUM KOHTCKCT BBIMOJIHCHHS. Takwe CIeIHaIbHbIC
OTHOLIECHHSI C ONEPAMOHHOM CUCTEMOM AaroT VXD MOoJHOMOYMS, KOTOpBIE
HepoctynHbl npuioxeHusMm DOS u Windows. VXD umeroT HeorpaHUYeHHBIH
JIOCTYI KO BCEM YyCTpoMcTBaM peanibHOM DBM, MoXeT cBOOOIHO MPOBEPATH
CTPYKTYpbl ~J@HHBIX OINEPAllMOHHOM CHUCTEMbl (Takue, Kak TaOJHIIbI
JECKPUIITOPOB U CTPAHMI]), a TAKKE MOXKET MOJYYUTh JOCTYII K JIF0OOH 00nacTu
naMatu. VXD MOXeT TakKe MNepexBaThlBaTh MPOrPAMMHBIE MPEPHIBAHMS,
oOpalieHust K mopram BBOJAa-BbIBOAA M 00JACTsIM NaMATHU U JaXe anmnapaTHble
IpEepbIBAHMUS.

Xots npunoxenust Windows i DOS criocoOHBI BBITOHATE HEKOTOPHIC
3ajayd  "HU3KOro YypoBHA" (HampuMmep, MepexBaThIiBaTh IMPOrPAMMHbBIC
NpepbIBaHMs), BO3MOXHOCTH TPHUJIOKEHHSI BCerja orpanuueHsl. Hampumep,
npuioxenne WINdOwWS MoKeT mepexBaTUTh MPOrPaMMHOE IpEphIBAHKE,
BbI3BaHHOE IpyruM npuiokenneM Windows, HO He mpephIBaHUs, BHI3BAHHBIC
npuinoxenueM DOS. VXD Bunut Bce npepbiBaHus, HE3aBUCUMO OT UCTOYHHKA.

g monnepxkaHus TAaKOro YpPOBHsS HMHTErpauuv ¢ sapom VMM u
CTaTUYECKHU U JUHAMHUYECKHU 3arpyxaembie VXD T0IKHBI

— COOTBETCTBOBAaTh CTAHJAPTHOM CTPYKTYpE,
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— peructpupoBath cBou QpyHKIMU B VMM, u
— 00ciyxuBaTh, MO KpailHEH Mepe, 4YacTh CHEHUAIbHOTO MPOTOKOJA
COOOIIECHUH.
Ota rnaBa oOBsCHSET, Kak VXD 3arpyxaroTcs U Kak Kaxaelii Tan VD
COOTBETCTBYET 3TUM (PyHIaMEHTAILHBIM TpeboBaHusIM. Jlanee OyaeT mokaszaHo,
kak VXD MOXeT HuCHosb30BaThCsa, 4YTOOBI OOECHEYHTh COBMECTHUMOCTH C

Pa3IMYHBIMU YCTPOHUCTBAMU.

3.1. Saepyska VxD

Windows 95 mnoanepkuBaer o6a Tuma VXD — cratudeckun U
JTMHAMUYECKH 3arpykaembie. CTaTudecku 3arpyxaembie VXD 3arpykaroTcst BO
BpeMs uHHIMagu3armu WINdOWS u OocCTaroTCsl 3arpy:KEHHBIMH BCE BpeMs
paboter  Windows. Ecmu VXD wucnosnp3yercss TOJbKO KOHKPETHBIM
MPWIOKEHUEM WM CYIIECTBYET TOJIBKO JJISi TOTO, YTOOBI 00ECTIEUUTh CEPBUC
HEKOTOPBIM TPUIIOKEHUSM, 3aHATasl UM MaMATh TPATHTCS BIYCTYIO, Koraa VXD
dakTruecku He padortaer. CraTuyeckas 3arpy3ka OCOOCHHO paszlpakaet
pa3paboryrikoB VXD, KOTOpbIC TOJKHBI BEIXOAUTH U3 WINAOWS 1 MOBTOPHO MX
3arpy»ath JIsl TOT0, YTOOBI MPOBEPUTH BHECEHHBIE B VXD n3meHeHusl.

Windows 95 nmoanepkuBaeT ABa METO/Ia CTaTUYECKO 3arpy3ku. [lepBoii,
noaaepkuBaeMbiii Takoke WIiNdows 3.x, 3akimrodaercs BO BHECEHHH CTPOKH
device=VxD B daiine System.ini. Bropoii — wHoBbii mms Windows 95,
3aKJTF0YaeTCs B J0OABJIICHUH B PETUCTP CTATUYECKA TOMMEHOBAHHOTO 3HAYCHUS
VxD (mampumep, Static VxD = pathname - nyts), B moakiIoye
\HKLM\System\CurrentControlSet\Services\VxD.

JluHamudecku 3arpykaemble VXD He 3arpyxkaroTcsi aBTOMAaTHYECKU TIPU
uHnnranm3a - WIindows, oOHM  3arpykarmTcs H  BBITPYXKAIOTCS  TOJ
ynpaBieHueM npunoxeHus uinu apyroro VxD. Hanpumep, Plug and Play VxD

JOJDKHBI OBITh JMHAMUYECKH 3arpyxaembiMu, motomy uro Windows 95
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NOJJIEPKUBAET YAAJICHHE U NEPEKOH(UTypalnio anmnapaTHeix cpencts OBM B
peanbHOM BpeMeHUu. BuptyansHbie apaiiBepsl (VXD), KOTOpble NOAIEPKUBAIOT
TaKue anmnapaTHbIE CpPEICTBA, JOJDKHBI MMETh BO3MOXKHOCTH 3arpyKarbCs H
BBITPYKaThCS IO MEpe HEOOXOAMMOCTH.

Junamuuecku 3arpyxaembie VXD yao00HO HCHONB30BaTh B KayeCcTBE
JIpaBEpPOB YCTPOMCTB, MCHOJIB3YEMBIX JIMIIb KOHKPETHBIM IIPHUIIOKECHHUEM.
Korna npunoxkeHue X04eT UCIoJIb30BaTh YCTPOMCTBO, OHO 3arpyxaer VD, no
OKOHYAaHHH pabOThI C yCTPOHUCTBOM — BIrpykaet VxD.

Cratudecku U JUHAMUYECKH 3arpy’KaeMble BUPTyalbHbIE ApaiBepbl VXD
OTBEYAIOT Ha pa3linyHble HAOOpBl COOOIIEHUN MEHEeIKepa BUPTYaIbHBIX
MamiH VMM. Hekotopeie cooOlIeHHsT BHAHBI TOJBKO CTaTH4ecKUM VXD,
HEKOTOpbIE — TOJIbKO JAuHamudeckuM VXD, ogHako Oosiblias 4acTh BHUJIHA U
TeM U apyruMm. Ha mpakTtuke jierko Hanucatb VXD, KOTOpBIM NOAAEPKUBAET

o0a MeTo/1a 3arpy3KHu, MPOCTO 00ECIIEYrB OTBET HA 00a HAOOpa COOOIICHU.

3.2. basoeasi cmpykmypa VxD

Xota VXD ucnonb3yroT miIocKyo 32-pa3psaHyto MOJEIb NaMsITH, KOJbI U
nanHele VXD Bce ele opraHm3oBaHbl B CerMeHTHI. (DaKTHYECKH, MOJEIb
aapecanuu — 0a3a MI0C CMEIIEHNE — SIBJISIETCS HEOOXOIUMBIM apXUTEKTYPHBIM
KOMIIOHEHTOM  MexXxaHu3Ma JS((EKTUBHONW  3arpy3kKd W BBINOJHEHUS
3arpy’KE€HHbIX MOayJiel.) VXD HCHOaB3yIOT CAEAYIOINE TUIIBI CETMEHTOB:

— HMHULOHAIU3ALUN PEATBHOIO PEXKUMA,

— HHULOHAIU3ALWH 3alIHUIIEHHOTO PEXNUMA,

— CO CTPAaHWYHOM OpraHU3alUEH,

— 3a010KkupoBaHHBIC (0€3 CTPAaHUYHOMN OPraHU3aIINH ),

— CTAaTUYECKHue, U

— TOJIBKO OTJIaAOYHBIC.
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JIns KaXZoro u3 3TUX THUIOB CErMEHTOB, MMEETCS CETMEHT KOIa H
CEeTMEHT JaHHBIX, Tak uTo VXD MokeT umeTh B 001ieM ciaydae 12 cerMeHTOB.
CerMeHTBl KOJa W JaHHBIX  pEalbHOro  pexuma  16-pa3psaHbie
(cerMeHTHpPOBaHHAsI MOJEIb), BCE APYIHME€ CErMEHThI 32-pa3psaHble (ILTOCKas
MO/IEIb).

CerMeHT MHULHAIN3AIUU PEATBHOIO PEXUMa CONEPKHUT KO, KOTOPBIH
BBITTOJIHSCTCS. B HAYaJe MmocieaoBaTeib-HocTn nHunmanm3anun Windows mepen
nepeximoyeHueM VMM B 3aluileHHBIA  pexuM. OTa paHHsisS  (Dasza
VHULMATU3AUN TA€T KaXIOMYy CTaTUYECKH 3arpyxkaemMomy VD BO3MOKHOCTB
uccnenoBath npea-Windows okpykeHre peaabHOrO pekKuMa, U 3aTeM PEIIUTh,
CIENYET JU NPOJOIKUTH 3arpy3Ky VxD. BosBpamasce ¢ kogom Bo3Bpata B AX,
VxD moxer cooOmute VMM, cienyer au NpPOAODKUTH 3arpy3Ky CEKLHH
3aIIMIIEHHOTO pexuMa VXD, mpepBate 3arpy3ky dsroro VD, wim naxke
npepBath 3arpy3ky Windows.

bompmmmacTBO VXD HE HyXmaeTcs B MNpoUEAype HWHULMAIU3ALUN
peanbHOTO pexkuma, kpome PAGEFILE VxD sBndromierocst 4actblo MEHEIKEPa
BupTyanbHbIX MammmH VMM. PAGEFILE ucnons3yer Hekotopsie BeI30BEI DOS
(int 21h), 4YroOBI BBIACHWUTH, 3arpykeH I jpaiiBep ycrpoiictea DOS
SMARTDRV. Ecau mner, PAGEFILE Bo3Bpamaercs u3 NOpoUEaypbI
MHULAATM3AIMU PEAIbHOTO PEeXUMa C YCTAaHOBJICHHBIM (pJlarom mepeHoca, Tak
yT0 VMM HuKOT1a HE BBI30BET Ko/ 3amuiienHoro pexxuma PAGEFILE.

[Tocne BBIMOJHEHMS CEKUMH PEATBHOTO PEXUMA KaXJAOTO CTaTHYECKU
3arpykaemoro VxD VMM nepexitoyaeTcs B 3alIUIICHHBIA PEKUM U JAET
BO3MOXHOCTh KQXKJIOMY CTaTUYECKM 3arpykeHHOMy VXD BO3MOYKHOCTb
BBITIOJIHUTh KOJ B €r0 CETMEHTE MHUIIMATU3ALNU 3alIUIIEHHOro pexnma. Kon
VHUALAAIN3AUY  3aIIMIIEHHOIO pPEXKMMa TaKKe MOXKET BO3BpAIATh KOJ

omuOKu, YToOBl coo0muTe VMM, uro VXD mnorepnen Heygady mpu
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nHuimanu3zanuu. Ecin VXD coolmiaer o Heynade uHunNManusamnuu, VMM
oTMeuaeT 3TOT VXD Kak HeaKTHBHBIN, U HUKOT1a OOJIbLIE HE BBI3BIBAET €TO.

Oba cermMeHTa MHUIUANIM3AIMN U PEATLHOTO M 3alIUIIEHHOTO PEeXKHUMa
JUKBUAMPYIOTCA TOCJE 3aBEPUICHUS WHULHMAIM3ALUU. OTU  CErMEHTHI
3arpy:karoTcsi nepel; MHUOHAIM3aluuen nepBoro VD W HE JUMKBUIAUPYIOTCH,
IIOKA HE 3aBEpIIAT MHULHAIn3anuo Bce VXD.

bonbsmmHcTBO VXD pazmemaroTcs B OJHOM U3 CETMEHTOB. B cTtatnuecku
3arpykaeMoM VXD, 3TH CerMeHTHI CYIIECTBYIOT JI0 TeX mop, moka Windows ue
3aBepmialoT pabory. B aunamuuecku 3arpyxkaemom VXD OHM CyIIECTBYIOT /10
Tex nop, noka VxD He Oyzner BeirpykeH. Kak BUAHO W3 Ha3BaHUsI, CETMEHT CO
CTPAaHUYHOW OpraHu3alMedl MOXET OBbITh BBIIPYKEH Ha JUCK MEHEIKEPOM
BUPTYAJIbHBIX MAIlIMH, B TO BpeMsl Kak 3a0JJOKMPOBAHHBII CETMEHT HUKOI/AA HE
OyZeT BhIrpykaTbcs. bobllas 4acTh CErMEHTOB KOJIa M JaHHBIX VXD IOMKHBI
UMETh CTPAHUYHYIO OPTaHU3ALMIO, YTOOBI pa3peIIUTh MEHEIKEPY BUPTYAIbHOU
naMaTH nojakadky crpanull VXD u ocBoO0X1aTh pU3HUECKYIO MaMsITh. TOJIbKO
CJIEIYIOLIUE 3JIEMEHThI MOTYT M JIOJDKHBI BBIMOJHATHCS B 3a0JOKMPOBAHHBIX
CErMEHTaXx:

— mpolieaypa yIpaBicHUs YCTPOHCTBOM (I1aBHas Touka BXxoja VXD),

— 00paboOTUMKM anmapaTHBIX MPEpPbIBAHUNA M BCE JIAHHBIE, K KOTOPBIM

OHU 00OpaIlarTcs,

— (yHKUHUH, KOTOPBIE MOTYT OBITh BbI3BaHbI 00Pa0OTUUKOM anmapaTHbIX
npepbiBanuii  Apyroro VXD, (uX Ha3bIBalOT ACHHXPOHHBIMU
GYHKUIMSIMU).

Cratudeckre  CEerMEHTBl  HCHOJIB3YKOTCA  TOJBKO  JUHAMHYECKU
3arpykaeMbiMu VXD, kotopeie OyayT oOcyxknarbes Huke. CraTuyeckue
CErMEHTBhl KOJa M JaHHBIX JAUHAMUYECKHU 3arpyxkaemMbix VD He Oyayr
BBITPY)KEHbI (OCTaHyTCS B TaMsTH), B TO BpeMs, Kak ocTaibHble VXD

JAUHAMHWYCCKHU BBIIPYKarOTCH.
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VMM 3arpyxaer OTiago4HbIE CETMEHTHI TOJBKO B TOM Cilydae, KOraa
CUCTEMa BBINOJIHAETCS MOJ YIpaBieHUEM OTiIaauuka, Hanpumep WDEB386
i Softlce/Windows. Ilomemias oTnagoyHBIM KOJ B CErMEHT OTJIAJKH,
pa3padOTUMKU MOTYT MOJYYUTh TOT K€ CaMblil BBINOJHSAEMBIA KOJ, BKJIIOYas
KOJl OTJIaJIKU, 0€3 yBeIMYEeHUs pa3Mepa UCHoJHsIeMOoro kojga. VMM 3arpysur
OTJIAJOYHBIN KOJ TOJIBKO MPU HAJTUYUHU CUCTEMHOTO OTJIAJUYMKA, HO OITYCTHUT €T0
B LUKJIE HOPMaJIbHOM 3arpy3ku (TO €CTh, KOIJa CHUCTEMHBIA OTJIAIUUK

OTCYTCTBYET).

3.3. briok deckpunmopa ycmpoticmea

bnok nmeckpuntopa yctpoiictBa, wiiu DDB (Device Descriptor Block),
CIYXUT JUIsl CBS3U JpaiiBepa BUPTyalbHbIXx mamimH VMM c¢ VxD. DDB
coepxkuT uHpopMmanuo, koTopas uaeHtuduiupyer VD u ykazarenb Ha
riaBHyl0 Touky Bxona B VXD. DDB moxer comepkarh Takke ykazaTelnu Ha
JpyTUE TOUKM BXOJa, UCIIOJb3yEMbIC INMPUIOKEHUAMU Wi apyrumu VxD. B
tabn. 3.1 mokazansl moJisi cTpykTypsl DDB, koTOpble MHHIIMANU3UPYIOTCS B
VxD. Menemxkep BuptyanbHbix MammH VMM wnaxonutr DDB VXD, u,
CJIE0OBATENBHO, IJIABHYK0 TOUYKY BXOJ1d, KaK TOJILKO OH 3arpyxaet VxD, wuma
IIEPBBIN DKCIIOPTUPYEMOE CUMBOJIMYECKOE UMS B MOJLYJIE.

Haxe korma VxD nanmcan Ha CH, OH HE MMEET IJIaBHOW MPOLIEAYPHI.
Bwmecto 3toro mone npoueaypsl ynpasiaeHus yctpouctsom B DDB comepxut
agpec TiIaBHOM Toukd Bxoja B VxD. Ilocne wmHMIManv3amuu B PeaibHOM
pexuMe Bee 3anpocsl o VMM npuxozasat B VXD depes oty Touky Bxoga. VMM
UCIIOJIB3YeT 3Ty TOYKY BXOJa, 4YTOOB YyBenoMuTb VXD oTHOCUTENHHO
U3MCHEHUS COCTOSTHUS BUPTyalbHON MammHbl VM u camux Windows, u VxD
BBITMIOJHSIOT CBOIO paboTy, pearupys Ha 3TH coObITUA. (DTH cOOBITHS OymyT

oIpoOHO 00CYXKAAThCS TTO3KE.)
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Tabmuua 3.1.
[Tonst cTpykTyphl 6110Ka JeckpunTopa ycrpoictsa DDB

[Tone Onucanue

Nnms 8-06aiitoBoe ums VxD

Bepcus Bepcus VXD, HE OTHOCUTCA K BEPCHU
Windows

[lonsepcus Bepcust VXD, HE OTHOCUTCA K BEPCHH
Windows

[Iponenypa ynpaBiieHHs] yCTPOUCTBOM | aApec™®) Mpoueaypsl yIpaBIeHUs
YCTPOWCTBOM

Nnentudukatop ycTpoicTaa TOT K€ UAEHTU(DHUKATOP, KOTOPBIN

uMmeercs B VXD uiii yHUKaJbHOE
3Ha4YEHHE, Ha3HAYEHHOE PUPMOii
Microsoft

[Topsi oK MHUITMATA3AIAH oosraro Undefined_Init_Order;
YTOOBI BHIHYJIUTH MPOU3BECTH
WHUIIMATU3AIMIO TIepe1/Tocie
KOHKpeTHOro VXD, crenyer Ha3HAYUTh
Init_Order B Menemkepe
BUPTYAJIbHBIX MalliH VMM u
100aBUTH/BBIYECTD |

Tabnuna Qynkimit aapec™) Tabauibl GyHKIMMA
ITpouenypa API pexuma V86 aapec™) npouenypsl API pexxuma V86
[Tpouenypa API 3amuiieHHoro aapec™) mpouenypst API

pexxnMa 3aIUIICHHOTO PEKUMa

*) 32-OuTHbIH axpec

[Tone wupentudukamuu ycrpoiictea (Device ID) DDB wucnonb3yercs
MEHEKEPOM BUPTYaJIbHBIX MallluH VMM st TOrO, YTOOBI
unentudunmpoBatb VxD. B wactHoct, VMM mnonaraercss Ha YHUKaJIbHBIN
UACHTU(DUKATOP, YTOOBI  ONPENENTUTh JKCIOPTHPYEMbIE TOYKHM  BXOJa
3alMIIEHHOTO pexxuma u pexuma V86 nmma APL. Wmerorca crenyromiue
npaBuia i moadopa uaeHTudrUKaTopa yecTpoicTBa:

— Ecom  Bamr VXD  sBisieTcs  npsAMOW  3aMEHOH,  UCIIOJB3YIOT

uaeHTHPHUKaTOp cymecTByomero VxD u3 3aronoska ¢aitna VMM.
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— Ecmm Bamx VXD He sgBisieTcs npsIMOM 3aMEHOM M JKCIIOPTUPYET
KaKyI0-JIn00 TouKy BXxoza npuioxkenuss DOS wimm Winl16 wim nqpyroro
VxD, Bsl gomkubl oOpatuthes k ¢upme Microsoft 3a yHUKaIbHBIM
UIECHTU(DHUKATOPOM.

— Ecmam Bamr VXD He 3amensier ctangapTHbii VXD U He 3KCnopTupyeT
KaKyr0-1100 Touky Bxoza npmioxxenns DOS nau Winl16, Ber moxeTte
HCII0JIb30BaTh KOHCTaHTY UNDEFINED_DEVICE_ID
OTIpe/ICIICHHYIO B 3arojioBke (aitma VMM.

Ecmu VxD obGecnieunBaer APl mns Winl6 wnu npunoxenuit DOS, ero

DDB conepxur aapec API touku Bxoma. DDB comepxut omgHo moje s
kaxaoro tuna API: mose 3ammuiieHHoro pexuma API, sBisroiieecs TOYKOU
BXoJa 16-pa3psaIHOro 3allUIIEHHOTO PEKUMa, UCHOJIb3yEMON MPHUIIOKEHUIMU
Winl6, u none pexxuma V86 API, sBistomeecss TOUKOM BXoja, UCIOIb3YEeMOM
npuioxeHusmu DOS. TTockonbKy umMeeTcst TOJIbKO oaHa Touka Bxoga API ms
Ka)KJIOTO U3 THX THIIOB MPUIIOKEHUH, VXD 00BIYHO UCIIONIB3YIOT KO (hYHKITUN
B pEerucrpe Juisi ONpeesieHHs BbI3biBaeMod GyHKuuM  (HamogoOue
nporpammHoro npepsisanus nog DOS).

VXD MOXkeT Takke 3KCIOPTUPOBATh TOYKY BXOJA MJI MCIOJIb30BaHUA
npyrumu VxD. B noxkymenTarnuu VD 3To 00b1HO Ha3bIBAIOT "cepBrUCcOM", a HE
API. CepBuc otimuuaercs ot APl, B xotopom DDB copepxut mnone ais
Tabnuipl GyHKIWNA, a HE €IWHCTBEHHYIO CEPBHUCHYIO TOUKY BXoja. Tabmwiia
GyHKIIHA 0OBIYHO COJIEPKUT MEPEUCHb KOJIOB aIPeCcOB (PYHKITUH.

Hpyroe none B DDB wmuorma ucnonsdyercs VD, xors VXD u He
uHUIManu3upyet 3to noiie. [Tone ceputok (Reference_Data) mo3BosisieT cexiuu
VHULMAJIA3AUA PEAbHOrO pexxkuMa VXD CBA3BIBAaTBCA C JOPYrod CEKUUEH
(3amumienHoro pexkuma) VxD. Korma mnpoucxoauT BO3BpaT U3 Koja
VHULMAJIA3AMA PealibHbIN pexnma, VMM konmpyet 3Hauenue n3 EDX B nmose

Reference_Data 6oka gannbix ycrpoiictBa (DDB) VXD. Ecin ko peanbHOTO
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peXuMa JOJDKEH MepenaTh 0oJblne YeThipex 0alTOB, OH JOJIKEH OTBECTH OJIOK
namsatu npu nomoinu LDSRV_Copy Extended _Memory u Bo3Bpatuth ajapec
omoka B EDX. Cekums 3amuiieHHoro pexuma VD  Moxker Torna

ucnonb3oBatk Reference_Data kak yka3aTens Ha OTBEICHHBIN OJIOK.

3.4. [No0depxxkka cmpykmyp OaHHbIX

DDB — enquHcTBeHHas CTPYKTypa AaHHBIX, pakTuuecku Tpedyemas VMM
ot VxD. Oanako VXD 00b14HO 00CTYXHBaIOT OOJIBIIE, YEM OJHO (PU3HYECKOE
YCTPOMCTBO (HAampHMeEpP MYJIbTHILUIEKCUPYEMBIE MOCIEA0BATENbHBIE MOPTHI) H
B3aMMOJICUCTBYIOT OoJiee, YeM C OJIHOW BUPTYaJIbHOM MAIIMHOW. BOJIBIIMHCTBO
VxD nomkHbl co34aBaTh CBOM COOCTBEHHBIE MEXAHU3MBbI MOJJIEPKKH CTPYKTYP
JAHHBIX, YTOOBI XpaHUTh HHPOPMAILMI0O O KOH(MUIYpallMM M COCTOSHUU
KaXJI0TO YCTPOMCTBA U KAKJIOW BUPTYaJIbHOW MAIIMHBI.

VxD 00bIYHO HMCHOJIB3YIOT OJIHY WJIH OOJbIIEE KOJIUYECTBO CTPYKTYpP
KOHTEKCTa YCTPOMCTB JUIsl XpaHEHUs creuu@uueckol [jsi ycTpoucTBa
uH(popManuu, Takoi, Kak 0a30BbIN aJpec BBOJIAa BHIBOJIA, 3aIIPOCHI MPEPhIBAHUS
IRQ, u T.A. DTH CTPYKTYpbl KOHTEKCTa YCTPONCTBA MOTYT OBITH Pa3MEIICHBEI
CTATUYECKHU B cerMeHTe JaHHbIX VXD (3a0J10KUpPOBAHHOM, €CJIM UCTOJIb3YIOTCS
00pabOTYMKOM MpepbIBaHUS ) WM JUHAMUYECKH TTOCPEACTBOM cepBrca VMM.

Boobmie, ecim KOJWYECTBO YCTPOMCTB 3aBEJOMO  (PUKCHPOBAHO,
pa3MelanTe CTpyKTypbl YCTPOMCTBA CTATUUECKH, €CIIH K€ KOJIUYECTBO MOXKET
M3MEHSATHCS, pa3Mmelaite ux auHamuyecku. Hanmpumep, Bce PC umeror nsa
KOHTpoJUIepa npsiMoro aoctymna kK namsata (DMA), tak uro Buptyansasii DMA
IpaiiBep OOBSABISET CTATUYECKUE CTPYKTYPhl YCTPOHCTBA B CBOEM CETMEHTE
JAHHBIX, OJHAKO, KOJUYECTBO MOCIeqoBaTeNbHBIX MOpTOB PC nepeMeHHo, Tak
4TO ApPalBEpP IMOCIENOBATEIBHOIO NOPTA JUHAMUYECKH Pa3MEIaeT CTPYKTYpPY

KQXKJIOTO YCTPOMCTBA, KaK TOJBKO MOCJEI0BATEIbHbIN NOPT Oy1eT OOHAPYKEH.
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VYpasnsto- Ympasisto- Yipasisto-
JARNG 05| i i
ook VM1 ook VM2 ook VM3
O6pabotunk VM1 JlanHbie O6pabot |lanusie O6pabot | /lanHbIC
VMM gyux VM2 | VMM yuk VM3 | VMM
Cwmernienue A
Cwmemnienue B
JlaHHBIE, JlanHBIE JlanHBIE JlaHHBIE
COXpaHEHHBIE MO VM s VM nng VM s
3anpocy VxDI1 VxD1 VxD1 VxD1
[annble, JlaHHbIE Jlannbie Jlannbie
COXpaHEHHBIE 10 VM s VM mis VM s
3anpocy VxD2 VxD2 VxD2 VxD2
Konrekct Kontekcr
VxD1 yCTpOWCTBA VxD2 yCTpPOWCTBA
Ykazarens Ha Cwmenienue B
VM
Ykazarens Ha Cwmenienue A

VM

Puc. 3.1 Wnnrocmpupyem, kak 6nok ynpaensrouux OaHHbix (CBD) moxem
ucrnosnb3o8ambcs Ofisi COXpaHeHUs1 uHhopMayuu eupmyasibHOU MawuUHbI
01151 KaXkKG020 U3 HECKOJILKUX ycmpolicme

Ecmu Bbel nuHaMu4ecKu pasMelaeTe Bally CTPYKTYPY YCTPOMCTBA BO
BpEMs BBITIOJTHEHHS, UCTIOJB3yHTe cepBucHYIo hyHkimio VMM _HeapAllocate,
koTopast mogooHa ¢ynkun malloc si3eika Cu. OgHako, eciu Balia CTPYKTypa
ycTpoiicTBa BkiIouaeT Oousbmioir Oydep (4KO6 wnm  Oonpimii), ciemyeT

BKJIIOYMTH HENOCPEICTBEHHO B CTPYKTYpPY YCTPOMCTBA TOJIBKO yKa3aTeslb Ha
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Oydep, a 3arem oTBecTtH Oo0mbIIONH Oydep, MCTOMB3YS CEPBUCHYIO (DYHKITHIO
_PageAllocate. Kak mpaBuio, ucnoissyior ¢pynknmio HeapAllocate s
oTBeleHUs HeOonpimmx obOnactedt u _PageAllocate nns orBemeHus OOJBIINX
obOnacteit. ['panunieii Mexmy OOJBIION W MaleHBKOW O0O0JIACTHIO SIBISETCS
3HaueHue 4Ko0.

B 1o Bpems, kak ciayxebHast HHPopMaIus 0 KaXJI0M YCTPOHCTBE XOPOIIO
3HaKOMa pa3paboT4YMKaM JpaliBEpOB YCTPOMCTB, Ciy>KeOHass MHQopmaius o
KQKJI0M BUPTyaJIbHOW MalllMHE, WK O KaXJO0W Mape yCTPOMCTBO/BUPTyabHas
MallliHa MEHee 3HakoMa pa3padoTurkaMm. K cuacteio VXD MOXKeT MONpOCUTb,
yTOOBl MEHEIKep BUPTyaslbHbIX MalMH (VMM) XpaHui 1aHHbIE BUPTYaIbHOM
MamuHbl OT WMeHH VxD. Menemxkep BupTyanbHbix MammH (VMM) cam
OTBOAUT W WCHOJIB3YET YOPABISAIOMIMN OJOK I KaXJ0W BHUPTyaJbHOU
MamuHbl. VXD MoOXeT wucnosb3oBath cepBuc VMM pe3epBHPOBaHHS €O
COOCTBEHHOM 00JacTM J@HHBIX O BHUPTyaJbHOW MallMHE B Mpeienax
YIOPABJISIIOLIETO 0JIOKa BUPTYyalbHOU MamnuHbl VM.

Jlns  pesepBUpOBaHMS ASTOTO MecTa B ymOpapistomiem Onoke, VxD
3ampamiBaeT cepBucHyo ¢ynkuuio VMM  Allocate Device CB_Area Bo
BpeMsl HMHMIMAIW3alWM, 3ampaimmBas OJOK COOTBETCTBYIOLIETO pa3Mepa.
Menemxep BupTyanbHbix MamuH (VMM) Bo3BpaiiaeT cMenieHne 0TBEICHHOTO
0510Ka B mpenenax Bcero ympasdistomiero 6iaoka. Kak Tonsko VxD 3ampocui oty
00nacTh, MEHEKEp BUPTYyalnbHbIX MamuH (VMM) Oynet pe3epBupoBaTh €€ mo
OJTHOMY U TOMY K€ CMEILIEHHUIO B YIPaBISIONIEM OJIOKE KaXXAOW BUPTYaJIbHOM
mammmsbl (VM). Ilockonbky VXD Bcerna Oyaer uMeTh 1OCTyH K 00pabOTUHKY
TEKyIIeH BUPTyalbHOW MalIuHBI, a 00paboTUYnK BUpTyaabHOH MaruHbl (VM)
(baKTHYeCKHU SBIISETCS CTApTOBBIM aJpecoM yrpasisitomero 6ioka VM, VxD
OyAer MMeTh JOCTYyN K JAaHHBIM 3TOro ympasisioniero oOmoka. Ha puc. 3.1
MOKa3aHo, Kak JaHHbIe ympasistomero 6imoka (CBD) MoryT mcmonb3oBaThes

JUIS COXpaHEHUs! THPOPMaIIMK O COCTOSSHUU BUPTYaIbHOU MaIIHHBI.
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KpoMme gaHHBIX 0 BUPTyaJlbHOW MalluHe, HEKOTOPbIM VXD HeoOXxoauMbl
TaKXe JaHHble O moTokax. [IpmumHa 3akmouaercs B Tom, uro Windows 95
VIOPABISIET MOTOKaMU, a HE BHUPTyaJIbHbIMM MAaIIMHAMH, a CHUCTEMHasd
BUpTyaJbHAasl MalllMHA MOXET HUMETh Ooyiee OJHOTO TOTOKa. MeXaHu3M
XpaHEHUS! JAHHBIX O IOTOKE IOXO0XX Ha TOT, KOTOPBIA HCIONB3YETCS I
XpaHEHHUs! JaHHBIX O BUPTyaJIbHOM MalnHE. VXD OTBOAUT MECTO JUIsl XPAHEHUS
JAHHBIX O MOTOKE B MPOILIECCE CBOECM MHMIIMAIM3ALMU, BbI3bIBAsS CEPBUCHYIO
¢yukuuto _AllocateThreadDataSlot. Dta ¢yHKIMS BO3BpalacT CMEIICHUE
CJIOTAa JIaHHBIX II0TOKa OTHOCHUTEIBHO CTPYKTYpPbl JaHHBIX, Ha3bIBAEMOU
ynpasistonuMm  Ookom motoka wim  Thread Control Block (THCB).
Menemxep BupTyanbHbix MamuH (VMM) ob6ecneunBaer THCB Tekymero
BBINIOJIHSIEMOTO  MMOTOKA, KOIJAa BBI3BIBACTCA YIPABIAOIIAsS MpoLEaypa
ycrporictBa VXD ¢ coolOmieHusiMu, CBSI3aHHBIMU € TMOTOKOM. VXD MoxkeT
MOJIYYUTh TAKXKE YNPABISIIOUIMN OJIOK TeKyilero BeinoyiHsemoro noroka THCB
nyTeM BbI3oBa cepBucHoi ¢pynkuuun VMM Get_Cur_Thread_Handle.

B ormmume or _Allocate Device CB_Area, koropas MOXeT
pe3epBUPOBATH o0Onactu JAHHBIX Pa3IMYHOTO pasmepa,
_AllocateThreadDataSlot Bcerna otBoauT 4 GaiiTa 111 COXpaHEHUS JTaHHBIX O
notoke. Ecim moTtokoBele januble Bamiero VXD He nmomemiarorcs B 4 OaiTax,
UCHoNb3yiTe 3TH 4 OaiiTa I XpaHEHUs yKaszaTelld Ha CTPYKTYpYy OOJIBIIEro
pasmepa. Bam VxD gomkeH OTBOAWTH CTPYKTYpy OOJBIIEro pasMepa, Koraa
MOTOK yKe co3/iaH (puc. 3.2).

YtoO6bl MpoCcMaTPUBATh WM U3MEHATH COCTOSTHUE BUPTYaIbHON MaIIUHBI,
VxD npocmaTpuBaeT WM U3MEHSET IOJS B IPYTOU BAXKHOU CTPYKTYPE JaHHBIX
— CTPYKTYpPE pErucTpa KJIueHTa. ITa CTPYKTypa COJEPKUT TEKYIIHE PETUCTPHI U

¢aru BUpTyalbHON MAIlIWHBI.
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Yupasisomuii 6J10k notoka 1 Ynpasistromuii 670K MoToKa 2
Jannbie JlaaHbie
VMM VMM
A A
B B
TDS mns TDS mis
VxD1 VxD1
JlanHBIE JlaHHBIC
TDS gna moToka 1 TDS mis IIOTOKA 2
VxD2 i VxD1 VxD2 mst VxD1
Jlannbie JlanHbie
moroka 1 MMOTOKa 2
it VxD2 st VxD2
Konrekct ycrpoiictBa VxD1 KonTekcr yctpoiictBa VxD2
Ykazarenb
VYkazarens Ha CwMmemenne B Ha NOTOKO-
Cwmenrenue A ITOTOKOBBIE BEIE JAHHBIE
JaHHbBIE

Puc. 3.2. Tloka3siBaeT, Kak cIOT AaHHBIX MOTOKa (TSD) MOXeT ObITh MCIONB30BAH IS
XPaHEHHUs TOTOKOBBIX JaHHBIX

O6bpruHO VXD mHTEpecyeTcss COCTOSHUEM BUPTYaJIbHOW MAaIIMHBI, €CIU
oH obecrieunBaeT API mpumokeHu# 3alMIEHHOT0 PeXXruMa WK pexkuma V86.
Taxoit VXD nomnyuaer ero Bxoa 1 o0ecneunBaeT ero BbIBOJ IPH MOMOIIH 3TOTO
peructpa kiauenra. [Ipexne, yuem VXD BbzoBeT Touky Bxoga API, meHemxep
BUpTyanbHbix MamiuH VMM ycranaBnuBaer B EBP ykazarens Ha cTpykTypy

peructpa kineHTa. VXD MOXKET TakKe HaWTh aJpec CTPYKTYypbl PErucTpa
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knenta depe3 CB_Cllent Pointer B ympaBnstonem O5oKe BUPTyalbHOU

MamnHbl. Ha puc. 3.3. moka3zansl 3TH B3aMMOCBS3U.

3HaueHus perucTpa,
€CJI BbI3BaHa
yIpasisonas VYnpasisto-
npoieaypa Ui 6JI0K
Tekymen VM
EBX
Texymuii
obpabotunk VM Crpykrypa
perucrpa
CB_Client_Pointer KJINCHTA

EAX
Kon
COOOIIEHNSA

EBP

Crpykrypa peru-
CTpa KJIMEHTa

He Bce
COOOIIEHNS

Puc. 3.3. MmmocTtpupyeT B3aUMOCBsA3b  Mexay oOpaGoTruukoM  Tekymied VM,
YIpaBIAOIMM 0510koM VM U CTPYKTYpOi perucrpa KiIueHTa
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3.5. YeedomneHue o cobbimuu

Kak Tonpko MHHMIIMANM3alMa PEAIbHOTO PEKUMa 3aBepllieHa, MEHEKep
BUPTYyaJIbHbIX MamuH VMM yBegomisier VXD 0 3HaUMMBIX COOBITHAX Yepes
crenuaIbHbIM uHTEpdec coobmennit. Utobwl mocnathk coobmieHue VxD,
VMM nonydaer aapec ympasisonied npoueaypsl yerpoicrsa VXD ot 6oka
neckpunrtopa yctpoiictea (DDB) VXD u BbI3bIBaeT 3Ty NpolEaypy C KOIOM
coobmennss B EAX wu oOpabGotumkom Tekymeir VM B EBX. Torna
yOpaBJSIIONIas MpolLeaypa OCYHIECTBISIET MEPEeXO0Jd, COOTBETCTBYIOIIMIA
coobmienuto. VMM wucnonb3yer 3T1oT uHtepdeiic mius yBemomieHus VD o
BBITIOJIHEHUH UHUITUATN3ALUN, 3aBEPIICHUS] K U3MEHEHHUSI COCTOSIHUS VM.

Xotsi wuHTepdeiic coobmenut VD KOHIIETITYaJIbHO  MOJJ00€H
uHtepdeiicy coodmennii WINProc, ux peajinsaius COBEPIICHHO pa3jinyHa U
HECOBMECTHMA.

['py60 nBe ArOXKUHBI COOOIIEHUN MOTYT OBITh pa3eieHbl HA BOCEMb
OCHOBHBIX Kareropuil. CooOIIeHUS M MX KaTeropuu TOKazaHbl B Tadm. 3.2.
Coo0111eHHs B KaTETOpUsIX MHUIIMATU3AINK 1 3aBEPIIICHUS BCET/1a MOChUIAIOTCS
B YKa3aHHOM B CIIMCKe mopsjke. boiiee moapoOHbIN CTMCOK COOOIIEHUM U UX
PETHCTPUPYEMBIX TIApaMETPOB W KOJOB BO3BpaTa MOXET ObITh HalJeH B
nokymenTarun kK DDK Windows 95.

Muorue VxD 00paGaThiBalOT TOJBKO HEOOJBLIYIO YacTh 3THUX
coobmenuii. [Ipumep VD B crepyromeil TiaBe WUIIOCTPUPYET 0OpabOTKY
Hanbojee dYacto oOpabaThIBaeMbIX COOOIECHHUM. BONBIMMHCTBO — 3THX
COOOIIEHUI 0OTMeYaeT BakHbIe cOObITH B xku3HN VXD mim VM. B cnenyromem
paszene OOBICHSETCA, KaKoe OTHOIIEHHWE JTH COOOIIEHUS UMEIOT K

HOpMaJbHOMY HMKITY ku3HU VXD u kak VM ux o6ciyKkuBaer.
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TabOmuma 3.2.

Coo011eHus yBeIOMJICHHS 0 COOBITUAX, TiepenaBaecMbie VMM B VD

Kareropus coobmennit

Coo01enue

Omnucanue

Nuaunmanu3anyst CUCTEMEL

Sys_Critical_Init

C >TOro MOM€EHTA U Jajiee
[IpepBLIBaHUS 3aMPECILCHBI.
MunumanbHaast 00paboTka

Device_Init

Cucremnas VM yxe
3arpykeHa. bosipyro 4acTth
uHAIManu3anuu VD
BBIIIOJIHSIOT 3/I€Ch.

Init_ Complete

O06paboTka HeoOXoaUMAas
ocJjie Toro, kak Bce VxD
BeinosiHAT Device Init.

3aBepiieHue padoThI
CHUCTEMbI

System_EXxit

CucremHas VM yHHUTOXKEHa,
HO BCE €I1I€ B aMATH.

Sys_Critical_Exit

CucremHoit VM 0osbliie HET
B nnamaATH. [IpepriBanus
3apeIeHBbI.

Muannunanuzamusgs VM

Create_VM VxD ununuanuzupyer
nagaele VM.

VM_ Critical_Init [TpepbiBaHust 3aMPEIICHBI.

VM_Init VM 1nosHOCTBIO CO3/aHa.
VxD moxer reneps
BBI3BIBATh KOJ VM.

Sys_VM_Init DkBuBanerntHo VM_Init, Ho

VM cucremuas.
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Tabnuna 3.2. (mpoaoIKEeHHE)
Coo011eHus yBeIOMJICHHS 0 COOBITUAX, TiepenaBaecMbie VMM B VD

Kareropus coobmenmit

Coo0uienune

Onucanue

3aBepiienue pabotsl VM

Query_Destroy

HenopmaibHOe 3aBepIieHue
pabotel VM. Eciu VM He
JIOJDKHA OBITh YHUYTOXKEHA,
BO3BPAIIACTCS YCTAHOBIICH-
HBIU uIar nepexHoca.

VM_Terminate

HopmanbsHoe 3aBepiiienne
pabotel VM. VM Bce emie
CYyILLECTBYET, Tak 4To VXD
MOJKET BEI3BIBATh KO VM.

Sys_VM_Terminate

OKBUBAJIEHTHO
VM_Terminate, no VM

CHUCTCMHaAas.

VM_Not_Executeable

[TockunaeTcs u 111 HOpMasb-
HOT'0 U JIJI1 HEHOPMaJIbHOTO
3aBepiieHus. VM Bce emie B
IMaMsTH, HO HE MOXKET BBI-
MMOJTHATHCS.

Destroy VM VM 0OoJibliie HET B NaMSITH.
N3smenenue cocrosuus VM | VM_Suspend VM BpeMEHHO ITPUOCTAHAB-
muBaetcs apyrum VXD. VXD
JIOJKEH 0CBOOOIUTH pecyp-
Chbl, CBI3aHHBIE C 3TOH VM.
VM_Resume VM B0300HOBISET paboTy

TMOCJIC IPUOCTAHOBKH.

Set_Device_Focus

VM umeet pokyc KIaBuary-
PBI/MBILIH.

Begin_PM_App VM 3anycruia npuioxeHue
3aIUIIEHHOTO peXUMa.
End_PM_App VM 3aBepiuniia NpUioKeHUE

3aMUIICHHOTI'O PC)KUMaA.




48

Tabnuma 3.2 (oKoHYaHHE)
Coo011eHus yBeIOMJICHHS 0 COOBITUAX, TTepenaBaecMbie VMM B VD

Kareropus coobmenmit Coo0urenune Omnucanue
Nuanimanusanys noToxa Create_Thread Co31aeTcsa HOBBIH MTOTOK.
OtBeneHrEe U MHALIMATTA3ALUS
THCB na"HEBIX.
Thread_Init HoBbli1 TIOTOK CO31aH U B

HACTOAIICE BPEMA
BBIITOJIHACTCA.

3aBeplieHue MOToKa Terminate_Thread [Totok cobupaercs
3aBepIUThCsI. OCBOOOKACHHE
MTOTOKOBBIX PECYPCOB.

Thread_Not_Executeable |Ilorok 3aBepiaercs u He
Oyzet 60JbIe BBITOIHATHCS.

Destroy Thread [TOTOK YHUYTOXEH.
Paznoe Reboot_Processor OO6pabatbIBaeTCs TONBKO
BUPTYaJIbHBIM JIpaiiBEepOM
KJIAaBHATYPBIL.
Debug_Query [Tpou3BoaUTCS OT UMEHHU

oTiramuynka. VxDs
MOKAa3bIBAeT COCTOSIHHE.

3.6. CoobuweHus uHuyuanusayuu u 3asepuleHust
cmamudyecku 3azgpyxaemoao VxD

Cratuuecku 3arpyxkaemplii VXD 3arpyxaercs NOpyM HHHIMAIU3ALUU
Windows u Beirpyxaetcs, koraa Windows 3aBsepimaior cBoro padoty. Bo Bpems
uHunmamm3an - Windows cratudecku 3arpyxkaembiii VXD momydaer Tpu
COOOINEHHUs, OTMEYAMOIINX KakKIyr craauio uHunuaiusamuua Windows. B
OTBET Ha J000€ U3 3TUX Tpex cooliieHuit, VXD MoXeT coo0uuTh 0 Heynaue,
BO3Bpalllasi yCTaHOBJICHHBIN (iar mepeHoca. [Tocie aroro Windows BeITpy3sT
VxD, n VXD He noiay4yuT 00Jbl1e HUKaKUX COOOIIEHUH.

[lepBast cramgus wHunuaausaiud WINdows orMedeHa B COOOIICHUHU
Sys_Critical_Init. B 3To BpeMs mpepbIBaHMsI 3ampeIieHbl, TaK YTO, €CIU Ballle
YCTPOMCTBO TpeOyeT HEMpephIBaeMON WHUITUATHM3AIIMU, BBHIIOTHINUTE €€ 37eCh.
Ecmun VXD skcnoprupyer ycnyru apyruMm VXD, OH IOMKEH BBIITOJIHUTH BCIO
WHUAATTN3AIII0, HEOOXOIUMYIO JIJIsl BBITTOJIHEHHS THUX YCIYT B 00paboT4mKe

Sys_Critical_Init, moromy uto apyrue VXD MOTyT 3alpOCUTh 3KCIIOPTUPYEMbBIE
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YCIYyTH Cpa3y TMociie TOro, Kak Hskcmoptupyrommii VD o6paboraer 310
coobmenne. Ecniu VxD Buprtyanusyer anantep, pa3MEICEHHBIM B IMaMSTH,
UCTIONB3YyeMbIi npuinoxeHussiMu DOS, To oH JOKEH 3/ech 3ape3epBUPOBAThH
CTpaHHMIIBI B apecHOM IpoctpaHcTBe V86. (Hanmpumep, BUpTyalbHBIN anantep
JUCIUIES PE3EPBUPYET CTPAHUIIBI I BHIe0Oydepa B alpeCHOM MPOCTPAHCTBE
Ka)KJI0W BUPTYaIbHOW MaNIuHbI, 00bIdHO 1Mo agapecam AOOOOh-COOOOh.)

Bce VXD A0/KHBI OTJIOKUTH JtOOBIE ApYyrue AEUCTBUS 1O CIIEIYIOIIEH
craquu. OOpaTuTe BHUMaHMe Ha To, 4uro (yHkimu tuma Simulate_Int wim
Exec_Int, koTtopsie BeIMONMHAIOT KOA B VM, HEOCTYIHBI B 3TO BpeMsl, IOTOMY
YTO HUKAKO€ BHUPTYaJbHbIE MAIIMHBI enie co3aaHbl. (OOBSICHEHUE pOH
¢yukunuii Simulate_Int u Exec_Int 6ynet naHo B Hroke.)

Cnenyromee coobmenne, Device Init, yeBemomuser VXD o aze
UHUIIMAIN3AINN, KOTOpas BBINOJHIETCS TIOCIE€ TOro, KaK MEHEIKep
BUpPTyaJdbHbIX MammmH VMM co3man cucremHyro VM. bosnpmas dyacts
ycraHoBkd VXD Beimonusiercs B 3Toil ¢daze. B aro Bpemsa VxD nomxken
pa3MecTUTh KOHTEKCT YCTPOICTBA U OJ0Ka YIpaBICHHs MaMsIThIO, IEPEXBATUTH
MOPTHI BBOJIa-BHIBOJIA U TIPEPHIBAHMSI.

Init_Complete otmedaeT mocneaHo0 (Gasy HHUIHATH3AIMUA CHCTEMBI.
OOb14HO TONBKO VXD, KOTOpBIE OTBOAAT CTPAHMIIBI B aJpECHOM MPOCTPAHCTBE
V86, I0JKHBI OTBEYATH HA OTO COOOIIEHHE.

3aBepienue padoTsl WINdOwWs takke mpoucxoauT B Tpu ¢asel. Koraa
CHCTeMa HOPMAaJIbHO 3aBepIlIaeT padoTy (TO €CTh, HE HACTYMAET Kpax CUCTEMBbI),
CHavajia 3aBepmiaer pabotry cuctemHas VM, BbgaBas —cooOlieHue
Sys_VM_Terminate. Tak kak cuctemHass VM He Oblia pa3pyliieHa, CepBUCHBIC
¢yuxknun Simulate_Int u Exec_Int Bce eme moctymHsl, ecan VXD Hamo
BBINIOJHATh KOJ B cucteMHo VM. Crenyromiee cooOlieHue B
HOCJICIOBATEILHOCTH 3aKpbiTUs — System_EXit, kortopoe BblgaeTcs W TpHU

HOPMAJIbHOM M NpPU HEHOPMaJbHOM 3aBeplleHuU. B 3TO Bpemsi mpepbiBaHUs
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paspelieHsl, OJJHaKO cucTeMHass VM yxke paspyiueHa, Tak yto Simulate_Int u
Exec_Int 6onpmie HemocTynHbl. boapmmHcTBO VXD 3aKpbhIBalOTCS BO BpeMs
System_EXit, 3akpeBas cBoum ycrpoictBa. [locmemnee cooOmieHue —
Sys_Critical_Exit  mockutaercst ¢ 3ampemieHHBIMH  MPEPHIBAHHUSIMHU.

bonpmacTBO VXD He 00pabaThiBalOT 3TO COOOIICHUE.

3.7. CoobuweHus uHuyuanusayuu u 3agepuweHusi
OuHamu4ecKu 3azpyxaembix VxD

Jlunamudecku 3arpyskaembii VXD He BUAUT COOOIIEHUN HHUTTUATU3ALIUN
cuctemsl (Sys_Critical_Init, Device_Init, u Init_Complete) motomy uto oH He
ObUl 3arpykeH, Korja 3TH cooOuieHus BblIaBanuck. OnHako, VMM
o0ecnieunBaeT aHaJIOrMYHOE cooOIIeHne s fuHamudeckoro VxD B mpouecce
nporeaypsl ero 3arpy3ku — Sys_Dynamic_Device_Init, u gpyroro cooOmeHus,
xoraa VxD Beirpyxkaercs — Sys_Dynam ¢_Device Exit.

JIlnHaMu4eCcKuil VxD oOpabaThIBacT coo0IIeHue
Sys_Dynamic_Device_Init Tak e, kak crarmyeckuii VD oOpabGotan Obl
COOOIIEHUS! HMHUIMAIM3ALUMA CUCTEMbl — BBINOJHSS  WHULHAIA3ZAIUIO
OCHOBHOT'O YCTpPOMCTBa, IMEpexBaThiBasi MOPThl BBOAA-BHIBOJA, YCTaHABIMBAs
00paboTUMKM anmnapaTHbIX MpepbiBaHui U T.4. CienyeT oOpaTUTh BHUMaHUE HA
TO, YTO HEKOTOpbIE cepBUCHBbIE PyHKIMM VMM n0CTynHBI TONBKO B IpoLiecce
WHULMAATU3AIMN ~ CUCTEMbl W TMO3TOMY HE MOTYT  HCIOJIb30BaThCA
nuHamMudeckumu VD (cM. epedenb cepBucHbIX ¢yrakimii DDK Windows 95).
Junamuueckniit VXD moker cooOHIMTH O HEyJayHOW NOMBITKE 3arpys3KH,
BO3BpamasiCh u3 oOpaborunka coobmenus Sys _Dynamic_Device_Init ¢
YCTaHOBJICHHBIM (hJIarom mepeHoca.

XoTs crathyecku 3arpyxaemble VXD MOIy4yaroT HECKOJIBKO COOOIICHHIM
3aBEpUICHHs] CHCTEMBI, cTtathndeckue VXD uacTto HEOpeXHbI B OTHOIICHHH

OCBOOOKIICHUSI PEeCypCcoB B TpoIlecce 3aBepileHus, Tak kak camu Windows
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3aBepmialoT cBoro paboty. HampotuB, auHamuueckuit VXD [0MKEH OYEHb
aKKypaTHO OCBOOOXIATh JIIOOBIE PeCypChl, KOTOPBIE OH 3aHUMaJl. DTO KacaeTcs
OCBOOOKJICHUSI TIOPTOB BBOJA-BBIBOJA, BBHITPY3KH OOpaOOTUYMKOB ammapaTHbBIX
npepeiBaHUil, W OCBOOOXIeHUs cepBUCHbIX (¢yHKIUA. Kpome Toro,
JVHAMUYECKUN VXD NOIKEH OTMEHHTh BCE HE3aBEPUICHHBIC TaWM-ayTbl U
coObITHs, BO3HHKIIHE BO Bpems Sys Dynamic_Device Exit, unavze VMM
3aKOHYMUT TEM, 4TO OYJET BBI3BIBATh KOJI, KOTOPHIN YK€ BBITPY>KEH, U CUCTEMA,
BEPOSITHO, ITIOTEPIIUT KPaxX.

Cratudeckre CErMeHTbl KOJa M JAaHHBIX MOTYT HCIOJb30BaThCAd IS
pelieHuss HEKOTOPhIX MpooJieM, C KOTOPBIMM MOXET CTaJIKUBAThCS
nuHamuueckuit VxD npu ocBoboxkaeHuu pecypcoB. Hanpumep, nnorna VMM
HEe o0ecneynBaeT cepBHuca "OCBOOOXKIEHMS" I Kakoro-To pecypca, H
OCBOOOXKICHUE MOXKET OBITh HEYNauHbIM. B 3THX ciydasx KoJ, UCTIONB3YIOIIUN
JTOT PECYpC, NOJDKEH HAXOIMTBhCA B CTATUYECKOM KOJOBOM CETMEHTE U HE
JIOJDKEH BBIMNOJHATh HMKAaKMX OEMCTBUM, €CIIM OCTajdbHas dYacTh VXD He
3arpykena. Ilpu mocmenyromen 3arpy3ke VXD  [OIDKEH  ITOBTOPHO
UCIIOJIB30BaTh YK€ 3aHATHIM pecypc, BMECTO TOTO, YTOOBI 3aHUMaTh PeCcypc

CHOBaA.

3.8. CoobuweHusi 06 uameHeHuu cocmosiHusi VM

3nech MMEET MECTO Jpyroil HaboOp COOOUIEHWH O J>KU3HEHHOM ITyTH
BupTyanbHoi MamnHbl (VM). Co3nanue HoBol VM Takke MpOUCXOJUT B TPH
da3pl, Kaxmas Cco CBOUM coOcTBeHHbIM cooOuieHuem: Create VM,
VM _Ceritical_Init ¥ VM_Init. O6paboturik VM 111 Ka)X10ro U3 COOOIICHHI
Haxoautcsa B EBX.

Korma VxD monywaer nepBoe coobOmenue, Create VM, on nomkeH
WHUITMAIM3UPOBATh JaHHBIe, cBs3aHHble ¢ VM. VM_Critical_Init ormeuaer

crenyromyio ¢asy. Peaknus ¢ omuOkor Ha coobmiernre VM _Critical _Init
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(BO3BpalaeTcs YCTaHOBJICHHBIN daar nepeHoca) WHUIIUUPYET
IOCJICZ0BATEILHOCTh 3aBeplicHus, HauuHaromryocs ¢ VM _Not Executable.
(DTa mocnenoBaTeNbHOCTh HE COBIAJIAET C MOCIEA0BATEIIbHOCTHIO 3aBEPILCHNUS,
nHunuupoBanHo Heyaade VM _Create.) 3akmtounTenbHas CTaaus CO3MaHMS —
VM _Init. B ato Bpemss VM yike co3fiaHa, ¥ B HEHl CTAHOBATCS JOCTYITHBIMH JIJISI
BBI30Ba IIporpamMMHbIe ipepbiBanus Simulate_Int u Exec_Int.

Yuuuroxxenne VM Takke coBepimiaercss B Tpu (asbl, CHOBa C
oopadorunkom VM B EBX. CymectByromas VM H3i0HO 3aBeplaeTcs
coodmerneM VM_Terminate, xotopeiMm VM coobiiaer, 4yto '"coOupaercs
ymupats. (HempaBunbHoe 3aBepiienne cHadana mpoussenaet Query_Destroy, o
yeM Oyner cka3zaHo painee.) 3aech VXD [10omKeH BBINOJHUTL JEUCTBUS,
cesazannble ¢ Simulate_Int wim Exec_Int, moka BupTyanbHas MallvHa eIie
cymectByet. Crienyromas ¢asza — VM_Not_Executeable — BeimonHsiercss u ipu
HOPMAJIBHOM U IIPU HEHOpMaibHOM Bbixoze. Peructp EDX conepxut 3HaueHus
(dbnaroB, KOTOPhIE YKa3bIBAIOT HA (DAKTUUECKYIO MPUUMHY 3aBEPIICHUS.

Otu 3HaueHus ¢aaroB npuseAeHbl B Tadna. 3.3. Ilockonbky VM yxe
3akpeITa, Simulate_Int u Exec_Int memoctynusl. ITocaennss das3a o0o3HaucHa
Destroy_VM. Eciu VxD 3a00TUT MCTMHHAs NMpUYMHA 3aBEpILICHUS PadbOThI
VM, u eMy He Hamo0 MCHojin3oBaTh Simulate Int wiu Exec Int, on moxer
OTBEYATh TOJHKO HA ITO 3aKITIOYUTEIHHOE COOOIIEHNE.

ITpexne, yvem SHELL VxD HenopmanbHO 3akpoer VM (Hampumep, B
OTBET Ha 3alpoc MoJib30BaTeNs1), OH mouuieT coodmenne Query Destroy. VXD
MOXET OTBETUTh Ha 3TO COOOIIEHHE C YCTaHOBJEHHBIM (Jlarom IMepeHoca,
4yT0OBI YKa3aTh, 4T0 SHELL He gomxen yuuuroxats VM. B atom cinyuae, VxD
JIOJDKEH TaKXe COOOIIUTh II0Jh30BATEII0 O BO3HUKHOBEHHHM MPOOJIEMBI,
UCIIOJB3Ys cepBucHbIe coobmenus SHELL.

B nonmonnenne k coObITHSIM 3amycka W 3akpbiTus VM, VD Ttakke

YBECAOMIIACTCA OTHOCHUTCIIBHO IINIAHUPOBAHUA CO6BITPII>'I, KOTOPBIC HN3MCHAIOT
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BBINOJIHAEMYIO B Hacrtosimiee Bpemss VM. CoobOmenus VM_Suspend u
VM_Resume noceutatores VxD, ecnu mnanupoBmuk VMM npuoctaHaBIuBaeT
WJIU BO30OOHOBIISIET BhINOJIHEHUE VM.

Xors B pgokymeHtanmu DDK roBopuTcs 0 TOM, 4YTO cleayer
O0CBOOOXIaTh JIIOOBIE PECYPCHI, CBSA3aHHBIE C BPEMEHHO MPUOCTAHOBICHHBIMU
VM no nonyuenun VM_Suspend, Toipko HekoTopsle u3 VXD, co3maHHBIC Ha
0aze DDK, otBewator Ha coobmenus VM_Suspend u VM _Destroy.
Bupryaneubiii  apaiisep gucmies (VDD) orBewaer Ha VM_Suspend,
pa30siokupys cTpaHullbl Buaconamatu, 1 Ha VM_Resume, cHoBa OioKkupys
3TM  cTpanulbl. Bupryansasiii  COM-ppaiiBep (VCD) oTBewaeT Ha
VM_Suspend, cOpacbiBass OXUIAMOIIKWE MPEPHIBAHUS IOCIECIOBATECIBHOTO

[OpTa, MPUHAJIEHKAILIETO PUOCTAHOBIEHHOU VM.

Tabnuma 3.3.
3nauenus ¢aros, coaepxkanuecs B peructpe EDX, yka3biBaroniye npuunHy
3aBEpUICHUS

Dgar Omnucanue
VNE_Crashed VM norepnena Kpax.
VNE_Nuked VM yHHYTOXKEHA, HO BCE €Il aKTHBHA.
VNE_CreateFalil VxD norepnen Heynauy B Create_ VM
VNE_CrinitFail VXD norepnen Heyaaay B VM_ Critical_Init
VNE_ InitFall VXD norepnen Heyaady B VM_Init
VNE_Closed VM 3akpbiTas OMMKHbIM 06pa3om

YHUYTOXEHA.

3.9. [lomokosbie coobueHus

D10 HaboOp COOOIIEHUN O >KU3HCHHOM IIMKJI€ IIOTOKOB — EIWHUII
yIpaBJICHUs 3ajadyaMH, UCTOJb3yeMbIix miaHupoBimkoM VMM Windows 95.
Oto  coobmenus. Create_Thread, Thread Init, Terminate Thread,
Thread_Not_Executeable u Destroy Thread. Oanako, 3TH cooOLeHUs HE
MOCBUIAIOTCS HayaldbHBIM MOTOKOM VM, a TOJNBbKO NOTOKaMu, CO3/IaHHBIMU

BriocieactBuu VM. Kak yxe roBopusiocsk, BUpTyanbHbie MamuHbl DOS nmerot
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TOYHO OJHMH MOTOK Kaxkaas, Mo3Tomy, XoTs cozganue VM DOS 3aBepmiaercs
CO3JlaHMEeM HOBOTo MoTtoka, VMM He moceiiaer coobmienus Create_Thread
(HO MochLTaeT Tipu 3ToM coobmenue Create VM.)

Tak ke, Kak ®W BHUPTyaJbHBIC MAIWHBI, TOTOKH CO3MAIOTCA U
paspyuatorcs nostamHo. [lepBoe coodmenne — Create_Thread, moceutaercs B
Hayayie mpoiiecca cozfnanus notoka. EDI coxpepxkut o6paborunk (THCB)
CO371aBa€MOro MOTOKa (KOTOPBIM HE SIBJISETCS BBIMOJHSAEMBIM B HACTOSIIEE
BpeMs MoTokoM). VXD MokeT Bo3BpalaTh yCTaHOBICHHBIN (iar mepeHoca, u
VMM He Oyner co3gaBaTh NoTOK. OObMHO 31eck VXD pasmemniaer u
WHULUATM3UPYET TMOTOKO-OPUEHTHPOBAHHBIC JaHHBIE. JTal  BHEIIHEro
OTBEJCHHUS MaMATH HEOOXoauM, eciii 4-X OaliToB pgaHHBIX Ha nmotok B THCB
(oTBeleHHBIX B Tpollecce WHUNManu3anuu VxD) HemocrarouHo. B stom
cllydae, CTPYKTypa JaHHBIX IOTOKa pa3mernaercs Ha atarme Create Thread, u
nannbie motoka B THCB ucnosib3ytoTest A1 TOro, 4ToObl XpaHUTh YKa3aTeslb Ha
9Ty BHOBb OTBEJICHHYIO CTPYKTYPY.

Kakx TONBKO ITIOTOK MOJHOCTBIO co37aH, VMM mnochuiaeT cooOIneHue
Thread_Init. EDI onsats comepxutT 00pabOTYMK BHOBb CO3JJAHHOT'O IMOTOKA, HO
TENeph HOBBIM MOTOK TAKXKE SIBISICTCS MOTOKOM, BBHITIOJIHSIEMBIM B HACTOSIICE
BpeMs. VXD noipkeH 3anepkaTh 00y HMHHUIIMATH3AlUI0, KOTOpas Tpedyer
BBHITIOJIHEHHS] HOBOTO TIOTOKA, TMTOKA OH HE TOJIYYHUT 3TOTO COOOIIEHUS.

Pa3zpymenue nmoroka Takxke BIEYET 32 COO0M MHOTOKPATHBIE COOOIICHHUS:
Terminate_Thread, Thread Not Executeable, u Destroy Thread. Korga
nepBoe coobmenue, Terminate_Thread, mocmano, motok "coOupaercss OBITH
3aBEPIICHHBIM", HO BCE €Ile CIocoOeH BBHIMOJHATHCA. OO0braHO VXD oTBeuaer
Ha 3TO cOoOoOIIeHHe, OCBOOOXKIas JHObIE PEecypchbl, CBSI3aHHBIE C MOTOKOM.
Caenytomiee coobmenne, Thread Not Executeable, moceuraercs, koraa moTok

OoJbllie HE MOXET BBINONHATHCA. Ilocnemnee cooOmenune Destroy Thread
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BBIIA€TCS TIOCTE TOTO, KaK MOTOK (paKkTW4yecku Obul paspylieH U gaeT VD
MOCTEAHUM IAHC A1 OCBOOOKIECHUS TOTOKO-OPUEHTUPOBAHHBIX PECYPCOB.

3.10. Omnuyue om Windows 3.x

Windows 3.X wHcIoONb30BaJidi  TOJBKO TPHU  THIA  CETMEHTOB:
WHULUAJM3UPOBAHHBIC B PCATBHOM PEKHUME, WHHUIIMAIN3UPOBAHHBIC B
3aIIUIIEHHOM PEXHUME, U 3a0JIOKHpOBaHHbBIC (0€3 CTpaHWYHON OpraHU3aIIHH).
VMM Windows 3.X HHMKOrIa HE 3aHUMAJIUCh IMMOJAKAYKON KOJIAa WM JaHHBIX
BUPTYaJIbHBIX JipaiiBepoB (VD).

Windows 3.x He NOAACPKUBAIOT JUHAMUYECKYIO 3arpy3ky VD —
UCIIONIB3YEeTCSI  TOJBKO  CTaTWueckas 3arpy3ka. CraTudeckas 3arpyska
ompezeneHa yepes device = 3asBienue B paszzaene [386Enh] ¢aiina System.ini,
Tak e, kak 1 B Windows 95.

Windows 3.x He MNOIICPKHBAIOT IMOTOKH. IJTO O3HAYAeT, YTO HET
HUKAaKOH HaJ0OHOCTH B MOTOKOBEIX AaHHBIX, HeT Allocate Thread Data Slot,

Y HET HUKAKUX TTOTOKO-OPUEHTUPOBAHHBIX COOOIIICHUH.

3.11. Pe3rome

HecmoTpss Ha cotHu ¢yHKuMi, noaaepxkuBaeMbix VMM u apyrumu
VxD, gna maorux VXD He Hago 3HATH OOJBIIC TOTO, YTO OIMCAHO B ITOH
rinase. Ecnu Bel He nenaere yTo-TO 04eHb crieluanbHOe (HampuMep, He TUIIeTe
3ameHny 1t VMM), Bbl, BEpOSITHO, HUKOTJIa HE OyIeTe HYKAAaThCsl OOJIbIIE YeM

B JMtokuHe QyHKIui sToro API.
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3.12. KoHmporibHble 80rpocsl

Urto Takoe ctatuuecku 3arpyxaeMbiii VXD?
UTto Takoe AuHaMHYECKH 3arpyxaembiii VXD?
Kakue ponomnutenbHbie mnonmHoMouusi umeeT VXD mo cpaBHeHHIO C
MPUIIOKECHUSIMU ?
Mosxet nmu VXD nepexBaTbiBaTh MpOrpaMMHbIE IPEPhIBAaHUS ?
Mosxet nu VXD nepexBaTbiBaTh OOpalieHus K mopTaM BBOAa-BbIBOIA?
Mosxet mu VXD nepexBaTbiBaTh 0OpalieHus K naMsaTu?
Mosxet nu VXD nepexBaTbiBaTh anmapaTHbie TPEPhIBAHUS?
KaxoBbl npenmytiecTBa craTudeckoi 3arpy3ku VXD?
KaxoBbl npenmytiiecTBa quHaMuyeckoi 3arpy3ku VXD?
. KakoBsI 1Ba cioco6a cratudeckoit 3arpy3ku VXD?
Kaxue Tumbl cerMeHToB ucnoib3ytot VXD?
Urto Takoe CerMeHT MHUIIMATU3AINHI PEeaTbHOTO PeKrMa?
Urto Takoe CerMeHT MHUIIMATU3AINH 3aITUIIIEHHOTO peKuMa?
UTO Takoe CErMEeHT CO CTPAHUYHOW OpraHu3aIuen?
UYro Takoe 3a0JI0KUPOBAHHBIN CErMEHT?
UTo Takoe CTaTUYECKUN CETMEHT?
UTo Takoe CerMeHT OTIagKu?
3adeM HYKEH KOJl CETMEHTAa MHUIMATIM3allH PEalIbHOrO pekrma’?
Kaxk mepemaercs ko Bo3Bpara it VMM?
Jlyist wero HyxeH koA Bo3Bpata aiis VMM?
UTo mpOWCXOAUT C CErMEHTaMU WHUIHAIU3AINN TI0C]Ie 3aBEPIICHHUS
WHUIIHATN3AIIN?
Kakue »snementst VXD 1OMKHBI BBITIONHATHCS B 3a0JIOKUPOBAHHBIX
cerMeHTax?
B xakom cinyuae VMM 3arpysxkaet otiago4Hbie CErMEHTHI?

. Anst 9yero HyxeH 010K JECKpUNTOpA YCTpOoicTBA?
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UYro Takoe riiaBHas Touka Bxoqa VXD?

JUIst 4ero HyHO IOJI€ «IOPSAO0K HHULAATU3ALII?

JI1st 9ero HyXHO MMoJie HACHTU(GUKAIIUN YCTPOcTBa?

KaxoBbl mpaBmita mogoopa uaeHTuuKaTopa ycTporncTaa?

Yro Takoe «cepBuc» VXD?

Kak nuHamuyecku pa3MecTUTh CTPYKTYpPbl YCTPOMCTB?

Kakyto QyHKIUIO Jyylle WCIOiIb30BaTh Ui OTBEACHUS HEOOJIBIION
o0JyacTu naMsaTu?

Kakyto QyHKIuIo Jydiiie UCHOIb30BaTh sl OTBEACHUS OOJBIION 00MacTu
MaMsTh?

Urto Takoe «0omblias 0071acTh MaMsITH» IPU OTBEJCHUM?

Kak coxpaHuTh gaHHBIC U BUPTyaIbHOUN MamuHe 1t VXD?

Kak otBectu mecto mia nanasix o VM B ynpasistomniem 610ke VM?
Yro Takoe moTok?

Kak coxpaHuTh 1aHHBIE O MOTOKE?

Kaxk oTBecTu mecTo /1151 JaHHBIX O MOTOKE?

Yo Takoe ynpaBIsitoIIUi 0JI0K MOTOKa?

Urto Takoe untepdeiic cooOmeHmi?

Kakx VMM mnocsinaer coobmienne VXD?

Kaxk nepenaercs B VXD ko cooOrieHus?

Kaxk nepenaercs B VXD texymuii 06padoturik VM?

Kareropuu coob1uienuii.

CooO111eHusa MHAIMAJIU3AIAH.

Coo0111eHus 3aBepIICHUS.

Coo0111eHHs] THUIMATN3alil CTaTUYeCcKH 3arpyxaemoro VXD.
Coo0111eH1st THUITMAIU3alud JUHAMU4YeCKH 3arpyxaemoro VXD.
Coo01ieHust 3aBepIleHUs] CTaTUYeCKH 3arpyxaemoro VXD.

Coo01ieHus 3aBeplleHUs JuHaMUYecKH 3arpyxaemoro VXD.
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CooOmienue Sys_Critical_Init.
Coo6mienne Device_Init.

Coo6mienue Init_Complete.
Cooo0menne Sys VM_Terminate.
CooOmienue System_EXxit.

Cooo0menne Sys_Critical _EXit.
Coo6mienne Sys_Dynamic_Device_Init.
Cooo0menne Sys Dynam c¢_Device Exit.
Cooo6menue Create VM.

Coo6menne VM_Critical_Init.
CooGmierre VM _Init.

Cooobmenune VM _Not_Executable.
Coo6mienne VM_Terminate.
Coo6menune Query Destroy.
Coobmenue Destroy VM.

Coo0mienne VM_Suspend.
Coo6menne VM_Resume.

Cooomenue Create Thread.
Coo6mienne Thread_Init.

CooOmienune Terminate_Thread.
Cooomenue Thread Not_Executeable.

CooOmienue Destroy Thread.
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4.  CTPYKTYPA VXD

B »atoit rnmaBe mpexacrtaBien '"ckenmer" VXD, KoTopwiii oOecrieunBaeT
HEMHOT0 (PYHKIMOHAIBHBIX BO3MOXXHOCTEW, HO ONpPEAENsIeT OCHOBHYIO
cTpykTypy Oynymmx VxD. OtoT ckenernbiit VXD OyaeT uiilb KOHTPOJIUPOBATH
co3JaHue U yHUUTOkeHue VM U MOTOKOB, a Takxke Oy/leT BHIBOAUTH HA MEYaTh
uHdopmanmio 0 VM U 0 MOTOKax B XOJE 3TUX MPOLECCOB. DTa BBIXOJHAsS
uHpopmanua OyneT MOChUIAThCS OTIAAYMKY UM B (haliyl — 9Ta TEXHUKA MOXKET
UCIIONIb30BaThcs B VXD g Toro, 4toObl COXpaHUTh HWH(OpMaLUIO s
OTJIAJIKH.

31ech MpEACTaBICHO JIBa Pa3IUYHBIX MojxoJa K pa3padotke VxD Ha
s3pike  Cu: ogun ucnonbdyer DDK Windows 95, npyroii — npoaykT (GpupMbI
Vireo Software VToolsD. VToolsD npenocTaBiseT O0JbIIONH CTAPTOBBIH 3a/1e,
aBTOMaTH4ecKu mpousBoas ¢aiin coopku (makefile) u mporotun ¢aitna Cu.
VToolsD Takxke He TpeOyeT HHUKAKWX MOJIYyJIeH Ha s3bIKE accemoiepa.
Hampotus, DDK-texHomorus tpedyer onHoro ¢aiina Ha si3bike acceMmOiepa. B
9TOM ri1aBe OoJbIINI akieHT Aeiiactcst Ha DDK-TexHosoruio, Tak kak oH 0oJjiee

CJIOKCH.

4.1. MhcmpymeHmsi Onisi co30aHusi VxD

Bo Bpemena Windows 3.x VxD mouru Bcerma ObUI HammcaH Ha
accemOiiepe, pocTto motoMy, uyto VD mpencraBmsiiu cobod mporpammsbl ¢
MJIOCKOW 32-pa3psiAHON MOJIENbIO MaMSITH, U UMEJIOCh HEMHOTO JIOCTYIHBIX 32-
pa3psiAHBIX KOMOWISATOpoB C si3bika Cu. Temepb, korma 32-pa3psigHbie
KOMIWISATOPHI SIBJISIIOTCS. HOpPMOHM, MoOxkHO mnucatb VD Ha Cu. OpgHako,
CTaHAapTHOTO Habopa 32-pa3psaHOTO KOMIOWISITOpPA M KOMIIOHOBIIUKA
HEJIOCTaTOYHO.

HeoOxoaumMel Takxke BKItogaeMbie (.N) daiuter ans VMM u apyrux VxD

GyHKIMA, a TaKkXKe CrienuraibHas OubmmoTeka nis B3auMozeicTsust ¢ VMM u
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apyrumu VxD. OOblYHO B OHOJMOTEKE COAEPXKHUTCA KOJ 'CKjieuBaHuUs'",
KOTOpBI mpeodpasyer ucnonbdyembie VMM u apyrumu VD yHKIusMu
BBI30BBI, OCHOBaHHBIC Ha pErucTpax, B mHTepdeiic Be130BoB Cu. Brirrouaembie
daitnel 1 VMM 6ubnuoTeka JOCTYMHBI U3 IBYX pa3lu4HbIX UCTOUYHUKOB: DDK
Windows 95 (Device Driver Kit) u maker VToolsD.

M DDK Windows 95 u VToolsD uayr ¢ HHCTpyMEHTaMH, KOTOPBIC
HeoOXxoaumbl i HanucaHuss VD nHa Cu — pmobGaBmisitorcst 32-pa3psiaHblid
KOMIWJIATOP U KOMIOHOBIIMK. VToolsD sBHO mopnepKMBaeT KOMITHUISATOPHI
Borland u Microsoft, B To Bpems kak DDK Windows 95 moaaepkuBaeT TOIBKO
Microsoft, XoTs1 ero Mo>kHO BBIHYAUTH padborats ¢ Borland. VToolsD Bkirouaer
HEKOTOpbIe apyrue ocodeHHocTH, KoTopeix HeT B DDK Windows 95. Oana u3
Hux QuickVxD — mactep VxD, kotopslii ObicTpo TeHepupyeT ckener VxD,
BKJIOYAst UCXOIHBIN (aitn Cu, 3aroyioBOUYHBIN ¢aiii, u daiin coopku (makefile).
VToolsD Takke Brimtoyaer runtime Oubmumoreky Cum gns VxD. Dra
JOTIONTHUTEIbHAS OUOJIMOTEeKa TMOoJe3Ha, MoToMy 4To VXD yke He MOXeT
IOJIb30BAaThCA  CTaHAApTHOW  runtime  OubOamoTekoi  32-pa3psaHOro
kommuisstopa Cu. IlpenmonoskeHuss CTaHIAPTHBIX OHOJMOTEK KOMITMIATOPA
OTHOCHTEJIBHO runtime okpy»eHHs He COOTBETCTBYIOT UCTHHE i VXD.

Xors DDK TtexHuueckn oOecmeunBaeT BCE€, YTO HEOOXOIUMO JJId
Hanucanust VXD Ha si3pike Cu, VToolsD nmemaer 3ToT mporiecc CymecTBeHHO
oonee nerkum. "Ckneusaromass'" OunOamoreka VMM, oOecneuuBaromas u
VToolsD u DDK, pemraer Toipko nojgoBUHY npodiembl. OHa mo3Boisier VD,
HancanHoMy Ha Cu, Bei3BaTh VMM u npyrue VXD ¢yHKIIMN, HCTIONB3YONIHE
napameTphl, OCHOBaHHbIE Ha peructpax. Omnako, Tonbko VToolsD pemraer
npoOJjemMy mapaMeTpoB, OCHOBAaHHBIX HA PETHUCTpaxX B JPYroM HaNpaBJICHUHU.
Bce coobmienus, mocnaHHbIE YNPaBISIOUICH Mpolenype YCTpPOWCTBa BaIero
VXD, a Takxe oOpaTHbIE BHI30BHI (TIepexBaT MOPTOB, MPEPHIBaHM, 00PadOTUHK

omuoOOK, W T.1.), MEPENaloT mapaMeTpbl B peructpax. [Ipum ucnonb3oBaHUH
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DDK, Bwl nomkHBl WM OUCaTh MajeHbkUe (YHKIMU Ha acceMOiepe WIn
BKJIFOYATh OIEPaTOpPhl accemoOyiepa HEMOCPeACTBEHHO B TEeKCT CH, dYTOOBI
U3BJIeYb OTU peructpoBeie mapamerpsl. VToolsD xe oOecreunBaeT
cranaapTHyto Aig Cu nepefady napaMmeTpoB Yepe3 CTEK M MO3BOJISIET MUCATh
oOpaboTunku coobuieHnit u ooparueie Be30BHI (callback) pynkumii Ha Cu.

Haxe He ucnonb3yss DDK uHCTpyMEHTHI pa3paOOTKH, MOKHO HAaWTH TaM
MHOro 1neHHoro. DDK comepXuT HCXOAHBIM KOJA IOYTH OIOKUHBI VXD,
KoTOpbIe mocTaBisitorcss ¢ Windows 95 — oT BUpTyanbHOTO JipaiiBepa JUCIUICS
0 BUPTyaJdbHOTO JpaiiBepa mnpsiMoro jpaoctynma kK mnamsitu (DMA) wu
BUpTyaisHOro apaiiBepa NetBios. Ecnu Bwl mnanupyere nucates VD, nms
NOJJIEPXKAHUS HOBBIX AaNlapaTHBIX CPEACTB, MOJOOHBIX CYIIECTBYIOIIEMY
YCTPOUCTRBY, LiesiecooOpa3Ho ucmoias3oBath DDK 1 moAroHaTs cymiecTByromme
VxD noa Bamm yctpoiictBa. [laxe ecinu Bel co3gaete HOBbIN prpmenHbld VXD,
n3ydyeHue cyuiectByrommx VD  Becbma mone3Ho, a DDK  moxoxke
€UHCTBEHHBI HCTOYHUK JJISI M3Y4YCHUS HETPUBUAIBLHOIO PEATBHOTO MHUpa
VxD.

Jlnst paboThl HEOOXOAMM TAKXKE OTIAAUUK, I OTIaAKM Bamux VxD, Tak
KaK OTJIQAUMK TMPHUKIAJHOTO YPOBHS, TMOCTAaBISIEMBbIM CO CTaHIAPTHBIM
KOMIIWJIATOPOM HE B COCTOSIHUM 3TOro oOecmneunTh. TOJBKO [1Ba MakeTra B
coctosHuu oTiaxuBath VXD: orinamuuk WDEB386, BkiatouenHsiii B DDK u
Softlce/Windows ¢upmbr NuMega Technologies. Mcnionas3oats 1u WDEB386
uin Softice — B 3HAYUTENBHOM CTENEHU BOMPOC BKYCA, J€HET, U MPEAINOYTCHUM
pazpaboturka. XoTs 006a J0CTaTOYHO MOIIHBI s oTianku VxD, Softice 6osee
npyxectBeHHblii: WDEB386 TpeOyer Tepmunana, Softice - HeT, kpome TOrO,
Softlce/Windows mo3BoJisseT NpOU3BOAUTH OTJIAJIKYy Ha YpPOBHE HCXOJIHOTO

s3pika Cu, WDEB386 noka3ssiBaeT BaM Tobk0 accemouiep.



62

4.2. icxodHble ¢patinbl eepcuu "DDK "

"DDK" Bepcus ckenerHoro VxD cocTOUT U3 ABYX UCXOJIHBIX (ailioB:

— SKELCTRL.ASM, KOTOpBI COAEPKUT OJI0K  OecKpunmopa
ycempoiicmea (DDB) u ynpasnawwyrw npouedypy ycmpoiicmea,
UMeronmecs B KaxjaoM VxD;

— SKELETON.C, «kotopslii coaepXuT GyHKIUU  00paboTynka
COOOUIEHUH, BBI3bIBAEMBIE YRPAGIAIOUEIl NPOUEOYPOIL YCHMPOIiCIEa.

Kpome toro, ¢upma Vireo (u3roroBurens VToolsD) mpemocraiser
¢daiitn VXDCALL.C, KOTOpBIi CONEPKUT 3aIiaTy, YCTPAHSIOIIYI0 OLIMOKY B
kommusitope Microsoft VC ++ 4.1,

Xota He obsi3atenbHO pazmemiatb DDB u ynpaBisionryio mpoueaypy
ycTpoicTBa B (aitne Ha a3bike accembiepa (VToolsD aroro He aenaer), ayyiie
3T0 nenaTh Tak. OHM OYEHb Mallbl UM JErKO MOTryT OBbITh HAallHMCaHbl Ha
accemOniepe, a mnomenieHue ux B (aitn Cu morpeboBago Obl HamMCaHUS
CJIOKHOTO MaKpOCa U BKIIFOUEHHS acCeMOJIEpHOTO (hparMeHTa.

Kak yxe ropopuiiock, korga Moayib CH BbI3bIBAET CEPBUCHYIO (PYHKIIMIO
VMM wunmu VD, ¢pyHkius Ha s3bIke accemOiiepa JoJKHA OpaTh mapameTphl U3
CTeKa M pa3MellaTh UX B COOTBETCTBYIOLIMX PETUCTPaAX, KaK 3TOr0 OXHIAET
cooTBeTCTBYIOIIasi cepBucHas ¢yukiusa. budmnoreka VXDWRAPS.CLB B
DDK o6ecneunBaer 000JIOYKM [JIsi HEKOTOPBIX YacTO HCIOJIb3YEMbIX
cepBucHbix (pyHkinuit VMM u VD, Ho SKELETON.VXD wucnoms3yer
HEKOTOpbIe (PYHKIINHU, KOTOPbIE HE COJEPKATCS B 3TOM OMOIHOTEKE.

B otoii rmaBe cocpegoroueHo BHUMaHMe Ha ToM, kak SKELETON.C
(uctunr 4.1) ucnonb3dyeT PyHKUMU B OUOIMOTEKE 00O0JOUYKH, a HEe (YHKIUU
000JI0YKH HETIOCPEICTBEHHO.

Ecau Bl ucnonp3yere Microsoft VC++ 4.1 ngna  pa3paborku
cobctBeHHoro VxD, Bam Haj0o OyneT mMpUKOMIIOHOBaTh B Bail VxD erie oauH

daitn — VXDCALL.C. be3 atoro moaymns omurOka B KoMIuisaTope Bepcuu 4.1



63

caenaer co3naHHbld VXD  Oecnone3nbiM. Kopoude roBopsi, KOMIUJISTOP
TEHEPUPYET HEMPABWIIBHBIA KOJ, KOTJIa €nums MCIOJb3YIOTCS BO BIIOXKEHHBIX
orepaTopax accembiepa: mMakpokomanga VMMCall B VMM.H wucnonssyer
enums. VXD, CreHepupoBaHHBIA C 3TUM HENPABWIBHBIM KOJOM BBI3BIBACT
nosiBjieHne runtime cooOmieHus o6 ommuobke, "HemoanepxuBaemas cepBUCHas
¢ynkuusg xx B VxD xx ".

Monyib VXDCALL.C, IIPENOCTABIISIEMBIN (bupmon Vireo
(m3rotoButenieM VToISD) wucnpamnser HempaBWIBHBIA KOJI BO  BpeMs
BBINTOJTHEHNSI. CKOMIMIMPYWUTE KOJ OJHAXAbL, U MPOCTO CKOMNOHYyWTE B OBJ
daiin ¢ moosiM VXD, coznanubiM B VC ++ 4.1. O6patute BHUMaHue, 4TO Bbl
JOJDKHBI ~ TaKK€  BKJIIOYUTh  CONPOBOXKAAIONIMI  3arojOBOYHBIN  (aiin
VXDCALL.H Bo Bce ucxonubie Cu ¢aitnbl Bamero VxD.

®upma  Vireo  npepoctaBiusier VXDCALL.C  nwa  cTpanuie
www.vireo.com. ®aitn VXDCALL.C nyxeH, ecnu ucnonb3yercs VC ++ 4.1,
HE3aBUCUMO OT TOTO0, Mojb3yerech 11 Bet DDK mmm VToolsD.

®aiin SKELCTRL.ASM (nuctunr 4.2) o0ecniedyuBaeT co3/laHue OJIOKOB
s SKELETON.VXD, a nmo3nnee u g VxD. SKELCTRL.ASM moeT OBITH
JIETKO aJanTUPOBaH [JIsl MCMOJB30BaHMUS B ApyroM VxD myreM U3MEHEHHs
noinst DDB  (manpumep, ums VxD) u noGaBieHus/yaajaeHUs KeIaeMbIX
COOOIICHUN B ynpasnawouieni npouedype ycmpoiicmea. Jlpyrou dain —
SKELETON.C - conepxur ¢yHKIMu 0O0pabOTKH COOOIIEHUNH, KOTOPHIC
peanm3yoT crnenuduyeckne (PyHKIMOHAIBHBIE BO3MOXKHOCTH VXD, u
CYIIECTBEHHO PA3JINYHBbI IS pa3inuyHbix VxD.

XOTsl KOHKPETHbIE (PYHKIMOHAJIbHBIE BO3MOKHOCTH HMCXOJIHOTO (pailna
Cu paznmuunbl 1 Kaxnaoro VxD, 31eck W gainee Kaxzaas BEPCHS MCXOJHOTO
¢aitna Cu BKIIIOYAeT OAMH U TOT K€ OCHOBHOW HAaOOp 3arojOBOYHBIX (haiiIioB.

3aroyioBouYHbIe (Pailsibl ¢ KpaTKUM OMUCAHUEM MPUBEIAEHBI B Ta0I. 4.1.
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®aitn coopku (makefile) SKELETON.MAK (muctunr 4.3) ucnonib3yercs
s co3nanus SKELETON.VXD. Makefile kommunupyer, accembmupyer u
CBSI3BIBACT BCE KOMITOHEHTHI, HeoOXoaumele misg co3ganns SKELETON.VXD.
[Tocne cozmanmst SKELETON.VXD, daiin cbopku (makefile) 3amyckaer
yrumuty  MAPSYM, xortopas koHBeptupyeT (mpeoOpasyer) map-daiin
KOMITOHOBIITUKA B CHMBOJIbHBIN (haiijl, TOMHBIN K YIMOTPEOJCHUIO OTIATIUKOM
(WDEB386 nnu Softlce/Win).

Pexxumbl paboThl ((aru) KOMIUIATOpa U acceMOiepa omnpeneseHbl B
makpoonpenenenuax CVXDFLAGS u AFLAGS B nHauvane @aitna coopku

(makefile). Tabnuubt 4.2 u 4.3 OOBACHSIOT LEJb KaXKIOT0 U3 ATUX (hJIaros.

Tabnuua 4.1.
3aronoBounsbie daisl 111 SKELETON.C

3aroJI0BOYHbIHN Omnucanue Karanor
daiin

BASEDEF.H Koncrantel u THIBI, wucmonb3y- | INc32 8 Win 95 DDK
eMble JPYIMMH 3aroJIOBOYHBIMHU

dbaiinamu

DEBUG.H Makpoonpeaeneuus s paspemre- | Inc32 8 Win 95 DDK
HUsI/3anpenieHus Koaa OTIaIK1

VMM.H Kouncrautel u Tunel mms cepsuc- | Inc32 8 Win 95 DDK
HbIX ¢pynkuuit VMM

VXDWRAPS.H | [Iporotumnsl cepBucHbIx ¢yHkuui | Inc32 B Win 95 DDK
mis VMM/VXD, mnpenocrasise-
mbie VXDWRAPS.CLB

WRAPPERS.H [IporoTumnsl cepBUCHBIX (YHKIMI | Wrappers

mir VMM/VXD, upenocrasise-
mbie WRAPPERS.CLB

VXDCALL.H UcnipaBnenus k nporotunam (yH- | Wrappers
kit VMMcall/VVxDcall  dpupwmer
Vireo

INTRINSI.H [IpotoTumnel CTPOKOBBIX (YHKLIMM | Wrappers
Ut Intrinsic
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Tabmura 4.2.

[Tapametpsl u ¢aaru komnuisitopa st VxD

[Tapametpsl u daaru

Iens

C

Tonbko KoM (6€3 KOMITOHOBKH)

Gs 3anpernieHne NpoBEPKH MEPENOJHEHUS CTEKa

Zdp, Zd Nms PDB ¢aiina, KOTOpbId XpaHUT OTIATOYHYIO H
CHUMBOJIBHYIO HH(OPMAITUIO

ZI 3anperieHue AMEHU CTaHAapTHOU runtime
oubmnorekn Cu B OBJ; mpegoTBpaimiaer ciydaiHyro
KOMIIOHOBKY C HeMoiep>kuBaeMbiM runtime Cu.

DIS_32 Omnpenensier 32-, a He 16-pa3psagHblii KO,
UCIIOJIB3YETCS HEKOTOPBIMU 3aroJI0BOYHBIMU
daitnamu VXD.

DDEBUG Pa3pemiaer otnagky makpoornpeaeneHuil u QyHKIHi

B HEKOTOPBIX 3aroyioBOYHBIX (haimax VXD.

DDEBLEVEL=1

YcraHaBIMBaeT HOPMAJbHBIA YpPOBEHb OTJIAAKH B
DEBUG.H (Bo3MOXHBIE BapuaHTbl BBIOOPOYHBIN
retail, wopmanbHbIi nNOrmal wiam MakcHMasbHBIN
max).

DWANTVXDWRAPS

3amnperienne HekoTophix Inline-gyukuuii B 3aroso-
BOUHBIX (ainax VXD, BbIHyXkJIas HMCHOJIb30BaTh
BMECTO HUX QYHKIIUU U3 OUOINOTEKH 000T0UKH
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Tabmura 4.3.

®arn accembuepa st VXD

[Tapametpsl u daaru

Iens

C

Tonbko accemOnupoBanue (063 KOMIOHOBKH)

Coff Breixognoii ¢aiin B dopmare COFF; Temepr MS
KOMIOHOBITUK rcnonb3yeT daitn COFF, a ne OMF.

Cx CoxpaHeHHe perucTpa B nepeMeHHbIX Tumna publics u
externs.

W2 YcTaHOBKA 2 ypOBHS NIPEAYNIPEKICHUM.

Zd BxitoueHne Homepa CTPOKM B OTJIAJIOYHYIO
uHpopmanmo OBJ.

DIS_32 Omnpenenser 32-, a He 16-pa3psaaHblii  KOg;
UCTIONB3YETCS HEKOTOPBIMH 3aroJIOBOYHBIMH
daitnamu VXD.

DDEBUG Pa3pemaer otnagky mMakpoornpeaeneHuii U QyHKIHi

B HEKOTOPBIX 3aroyioBOYHBIX (haiinax VXD.

DDEBLEVEL=1

YcTanaBnmMBaeT HOPMAalbHBIM YpPOBEHb OTJIAIKH B
DEBUG.INC (B0o3MO>HBbIE BapHaHThl BBIOOPOYHBIN
retail, wopmampHbIi NOrmal wiM MakcCHMaabHBIN
max).

DMASM6 Omnpenensercs accembnep MASM 6.X (ucmonb3yeTcs
HEKOTOPBIMH 3arojIoBOYHBIMH (aitmamu VXD)
DBLD_COFF Onpenenser  COFF  dopmar  (ucmosb3yercs

HEKOTOPBIMH 3aroJIoBOYHBIMU (aitiamu VXD)
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4.3. bnok 0eckpunimopa ycmpoucmea DDB u
Ynpasnsarwuwas lNpouedypa Ycmpolicmea: SKELCTRL.ASM

Kopotkuit Mmogynes Ha si3bike accemOnepa SKELCTRL.ASM (iucTtunr
3.2) conepxutr 050K geckpunrtopa ycrtpoiictBa DDB u ynpasnarwuiyro

npoyeoypy ycmpoiicmaea.

.386p

rhkkkkkkkkkkkkkkkkkkkkhhhkhkkkhkkkhhhhhkhhhkhkkkhhhhkhkhhkhkkkhhkhkhkhkhhhkkkkhhkhkhkhkkx
)

X BkntouyeHus
shkkkkkkkkkkkkkkhhkkkkhhhkkhhhkkkhhhhkhhhhhhhhhkhhhhkkhhhkkhhhhhkhhhkkhhhkkkhihkiix
include vmm.inc
include debug.inc

DECLARE_VIRTUAL_DEVICE SKELETON, 1, 0, ControlProc,
UNDEFINED_DEVICE_ID, \

UNDEFINED_INIT_ORDER
VxD_LOCKED CODE_SEG

; Mpouepypa: ControlProc

;  OnucaHwue:

;  Ynpasnsawowas npoueaypa yctponctea ona SKELETON VxD
: Bxopa:

;  EAX = WpeHTndurkatop BbI30Ba ynpaBneHus
;. BbIxoa:

;  €Cnv (pnar nepeHoca O4uLLEeH

; YcnewHo

;  MHauye

; Bbi308 ynpasneHusi Heyda4yeH

; Ucnonb3yroTcs:

;  EAX, EBX, ECX, EDX, ESI, EDI, donaru

BeginProc ControlProc
Control_Dispatch SYS_VM_INIT, _OnSysVminit, cCall, <ebx>
Control_Dispatch SYS_VM_TERMINATE, _OnSysVmTerminate, cCall, <ebx>
Control_Dispatch CREATE_VM, _OnCreateVm, cCall, <ebx>
Control_Dispatch DESTROY_VM, _OnDestroyVm, cCall, <ebx>
Control_Dispatch CREATE_THREAD, _OnCreateThread, cCall, <edi>
Control_Dispatch DESTROY_THREAD, _OnDestroyThread, cCall, <edi>
clc
ret

EndProc ControlProc

VxD_LOCKED_CODE_ENDS
END
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B camoMm Hayaie daiina MaKpOooTpeieICHuEM
DECLARE_VIRTUAL_DEVICEDDB  o0wsBieH  OJOK  JIECKpHUIITOpa
yctporictea DDB. Ilapamerpbl 3TOro MakpoompelneleHUs OIUH K OJIHOMY
COOTBETCTBYIOT MOJIsIM OJioka Jeckpumnropa ycrpoiictBa DDB, ommcannoro B
cekuuu "binok Jleckpuntopa VYctpoiictBa" rnaBel 3. SKELCTRL.ASM
UCIIOJIB3YET TOJIbKO TEPBBbIE IIECTh MaKpomapameTpoB, motoMy yto VD He
skcrioptupyer APl Hum V86, Hu 3amumieHHoro pexuma. [lockoybky
SKELETON ne skcnoptupyetr APl wiu apyrue cepBucHble (GyHKIUU, HE
tpedyercs  VxD  ID, Ttak  u4TO SKELCTRL.ASM  wucnoisb3yer
UNDEFINED_DEVICE_ID mns makponapametpa Device_Num (Device_Num
— 1o xe, uyto Device ID). SKELETON He TpeOyeT cIelUalbHOTO MOpsaKa
WHUIMAIM3AIMK, Tak 4To JjIs Makpomapamerpa Init_Order wucmonb3yercs
sHauenne UNDEFINED _INIT_ORDER.

Bropas mnonoBuna SKELCTRL.ASM omnpenenser ynpaeasawouyro
npoueoypy ycmpoiicmea VXD (Control Proc). Vmpasnstomas mporneaypa
ycrpoiictBa VXD nmomkHa pasmemarbes B 3a0JIOKUPOBAaHHOM CETMEHTE, IS
3TOTO Control Proc OKpY’KCH MaKpOKOIPEACICHUSIMHU
VXD _LOCKED _CODE_SEG u VXD _LOCKED_CODE_ENDS. Control
Proc ucnoss3yer nocienoBareabHOCTh Makpoonpeaenenuit Control_Dispatch

TeHEepalny KoJia OCHOBHOIO orepaTopa nepekitoueHus. Hanpumep, ctpoka

Control_Dispatch SYS_VM_INIT, _OnSysVminit, cCall. <ebx>

TPaHCIUPYETCSd B KOJI, KOTOpPHIM cpaBHUBaeT Koj coobmieHus B EAX ¢
SYS_VM_INIT, u, ecu oHH COBMAmaroT, Bei3biBaeT QyHkiuo ONSysVMInit B
moayie Cu, mpuHumas oopadoturik VM B EBX kak mapamerp.

Oroit  uapopmammu o SKELCTRL.ASM  nmocraTodHo  49TOOBI
monupuimpoBath VXD s o0pabOTKH IpYruxX COOOIIEHHS B HMEIOLIEMCS

JpanBepe.
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OctanoBumMcs Oonee MOAPOOHO Ha peaTbHBIX (PYHKIIMOHATIBHBIX
Bo3MOXHOCTSIX SKELETON.VXD, conepxantuxcs B SKELETON.C.

SKELETON.C (mmctunr 4.1) comepXuT oOpabOTYHUKH COOOIICHUHN s
SKELETON.VXD. SKELETON.VXD o6pab6arpiBaeT mecTb COOOIICHHI,
KACaroIIMXCsl CO3MaHUS W Pa3pyIICHUS BHUPTYAIbHBIX MAIIMH ¥ TIOTOKOB:
Sys VM _Init, Sys VM_Terminate, Create_ VM, Destroy VM, Create_Thread
u Destroy_Thread. Kaxnpiii pa3 npu co3ganuu VM Bcem VXD moceLiaetcs
oaHO u3 aByX coobmenuii: Sys VM _Init mist cucremuoit VM uinu Create VM
st HecucteMHbix VM. Cosnanne VM 3aBepiaercs co3gaHUEM Ha4yalbHOTO
MOTOKa, HO B OTOM CJy4ya€ HE TIOCBUIAETCS HHUKAKOTO COOOIICHHUS.
[Tocnenytonue (HEe HayajdbHBIE) IOTOKH, cO3JaHHBIE B VM, KOHYaroTcs
cooomennem Create Thread. Kak yxke TroBopmioch paHee, Kaxjaas
HecucTeMHass VM orpaHWYMBaETCsl €IMHCTBEHHBIM COOOIICHUEM, ITO3TOMY BCE
coobmenus Create_Thread cBsizansl ¢ cuctemuoi VM.

SKELETON pemMoHCTpUpyeT 3TO IMOBEIECHHUE MPU TIedaTh U3 000ux
oOpabotunkoB VM u 3HaueHHid OOpabOOTYMKOB IMOTOKOB [JISi ATHUX IIECTU
cooOmenuii. O6pabdoTunku coobmenuid VM (OnSysVminit, OnCreateVm,
OnDestroyVm, u OnSysVmTerminate) HCrIoib3ylOT CEPBUCHYIO (DYHKIIUIO
VMM Get_Initial_Thread_Handle, 4To6sI moaydnTh 00pabOTUNK HAYATHLHOTO
cooOuieHusi, coszgaHHoro BMmecte ¢ VM. (Dt1o cepBucHas (QyHKIus He
noaaepxuaercs ouonorexkor VXDWRAPS .CLB DDK, Tak uto ee 060J104Kka
nowkHa HaxoauThesi B WRAPPERS.CLB). O6padoTunku coOOIIeHN TOTOKOB
Create_Thread wu Destroy Thread wusBiekaroTcs BUPTyadbHOW MaIlHHON
(VM), cBsi3aHHO# ¢ MIOTOKOM, U3 00pabOTYHMKa MMOTOKA, KOTOPBIA YKa3bIBacT Ha
peanbHBIA OJOK yrpaBieHus moToka. OaHO W3 moseil B OJOKe ympaBieHUS
moToKa — 00paboTunk VM, CBA3aHHOU C TOTOKOM.

Kaxnas ¢yHknms o06paboTduMka COOOIICHHS] OTHPABISIET COOOIICHHUS

oOpaboTunka TOTOKa B OTIAAYUK M B (aiin. DyHKIUH HCTIONB3YIOT
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makpoornpeaeneaue DPRINTF, utoObl crenepupoBath BBIXOJI OTJIaTYHKA. ITO
MaKpOOIIpeIeICHUEe IMOX0XKe Ha moye3nyo ¢ynkuuo VToolsD dprintf.
MakpoonpeneneHue KOMOUMHUPYET 3ampoc K JABYM CEPBHUCHBIM (DYHKLIMSIM
VMM: _Sprintf, koropas hopmatupyer crpoky, u Out_Debug_String, kotopas
BBIBOJIUT (POPMATHUPOBAHHYIO CTPOKY B OTiamguuk. OOe cepBUCHBIC (PYHKIIHH
BKItoueHsl B 0ubnmoreky VXDWRAPS.CLB DDK.

MakpoonpeneneHiue pa3BOpauuBaeTCs TOJBKO B TOM Ciydae, €CIH BO
BpeMsl TpaHCIAIMU OOHapykeH cuMBoi oTinaguuka (DEBUG). Drtotr cumBon
Jaiie onpenesieTcs KIIYoM KOMITIISATOpa, 4eM cTpokoii #define B ucxomnom
daitne. Hanpumep, ¢ komnunsitopom Microsoft ucnonszyercss DDEBUG=I.
Ecin otnmaguuk (DEBUG) ne o6Hapyxen, makpoomnpeaeneaue DPRINTF
BOOOIIE HE Pa3BOPAUNBACTCA.

Yrobel mockulaTh cooOleHus B (ails, o0padOTUYMKH COOOILIECHHI
UCToJb3yloT cepBucHyro (ynkiuio IFSMgr_Ring0 FilelO. IFSMgr — sto
yCTaHaBJIMBaeMbIii MeHeIKep (aiioBoit cucreMbl VXD, MeHeIKep BBICIIETO
ypoBHs Bcex VxD, koropeie BMecTe GopMHpPYIOT (GaNWIOBYI0 CHUCTEMY.
bonpmmucTBO cepBucHbIX (yHKumid IFSMQr ucmons3yrorces npyrumu VD,
KOTOpPBIE SIBJISIFOTCSI 9acThi0 (PailIoBOM CHCTEMBI, OJJHAKO, CEpBUCHAs (DYHKIIHS
IFSMgr_Ring0_FilelO mnone3na mma moboro VxD: ona mo3Boaser VD
ucnosHATH (aitn BBoaa/BeiBoga B Konbie 0. "Konbuo 0" — 310 BaXkHO, TOTOMY
yT0, panbie VXD Mor ucnonHsaTs ¢aiia BBOAa/BIBOAA TOJBKO, MEPEKIIOYAICH
B KOJIBLIO 3, W KaXJaas MHAUBUAyalbHAsl omepanus BBOAA/BbIBOJA (OTKPBITHE,
3aKpbITHE, U T.J.) TpeOoBaja MOCIeI0BaTEIbHOCTH U3 HECKOJIBKUX CEPBHCHBIX
¢yukuuii VMM. Tlox Windows 95, tpebyeTcsi enuHCTBEHHOE oOpalieHue K
IFSMQr s BeimosiHeHUS Kaka0M (paiiyioBOM onepaiuu BBOa/BhIBOIA.

Cepsucnass ¢ynkuus |IFSMgr_Ring0_FilelO we Oynmer paborath

IIPaBUIIBHO, €CIIM MCIOJb3yeTcs rmepea coodieruem Sys_Init_Complete.
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Xors  ¢aktudyecku cepBucHas  pynkums IFSMQr  ucnonssyer
€MHCTBEHHYIO TOYKY BXOJa HJisi BCEX OIepaluii BBOJA/BbIBOJA (OTKPBITHE,
3aKpBITHE, U T.A.) C KOAOM (PYHKIIMH, UX OTIMYAIOMMM, Oojiee yA0OHO MMETh
OTIIETbHYIO (PYHKIMIO JJI BbI30BA KaxKoil onepanuu. [Ipu coznanuu GpyHKIMMA
000JIOUKH B WRAPPERS.CLB I KaX10T0 COOOIIEHUS
(IFSMgr_Rig0_OpenCreateFile, IFSMgr_Ring0_WriteFile, wu  T.1.)
11eJIeCO00pa3HO HMCIOJIB30BaTh OTACIBHYIO (YHKIMIO, KaK 3TO CACIaHO B
VToolsD.

Bo Bpems cosmanus cuctremHoit VM OnSysVminit otkpeiBaer ¢aiin
VXDSKEL.LOG c¢ BeBoBom IFSMgr_Ring0_OpenCreateFile. Murepdetic
IFSMgr_Ring0_OpenCreateFile moxox Ha uaTepdeiic pynkiuu File Open
INT 21h, ¢ mapamerpamu s uMeHH (aiiia, peKuMa OTKPBITUS (YTEHHE,
3aMuch, U (Jaru pa3aesieHus ), aTpudyToB co3gaHusi (HOPMaJIbHBINA, CKPBITHIN, U
T.1.), U AercTBus (4ToOBI HE OBLIO cOOsl, eciu (paitn He CyIIecTBYET, W T.1I.).
DakTUYECKH, PEKUM, aTPUOYTHI U TTapaMETPbl IEUCTBUS HCIOJIB3YIOT TOUYHO T€
xe 3HaueHust uTo U B INT 21h File Open (otkpsiTe daiina).

IFSMgr noGaBmsier naBa JOMOJHUTENBHBIX TIapamMeTpa K 3ampocy
otkpeitusi (Open), koropeie He Bxomst B uHTepdeiic INT 21h. Omun —
JTBOMYHBIA KOHTEKCT: €CIM OH YCTaHOBJCH, (aili OTKPHIT B KOHTEKCTE
TEKYIIETO MOTOKa, U K HEMY MOXKHO OOpamiaThCs TOJBKO, KOTJIa 3TOT MOTOK
Tekyui. Jlpyroii mapamerp coAaep>XHUT (iaroBblii OUT, YCTAHOBKAa KOTOPOTO
O3HAYaeT 3aIpeT KAIIMPOBAHMS YTCHHS M 3aITMCH JUTS 3TOTO (paiia.

OnSysVmInit wucmone3yer '"co3manwe u yceueHue" IS mapamerpa
NeNCTBUS, TaK, 4TOOBI (halil perucTpauru ObLI CO3/1aH, €CIIH OH HE CYIIECTBYET,
WIH OTKPBIBAJICA W yCeKaycs, eciu cymectByer. OnSysVminit mossossier
K3IIUPOBaTh (aiisl (Tak Kak BBOJ/BBIBOJ B (Dailyl perucTpaiuv He KPUTUUYCH) U
ucnoasdyet 3HaueHue JIOKHO nis 1BOMYHOTO KOHTEKCTA, Tak, 4ToObl VXD

MOI' CO31aBaThb (I)aﬁﬂ BBO,Z[&/BBIBOI[& B 11000€ BpEMs, HE3aBUCHMO OT TOIO,
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KaKoW TOTOK SIBJSIETCS TEKyIIMM. JTo mo3BoyiieT VXD oTkpeiBaTh (haiiin BoO
Bpemst Sys VM _Init, xorma HavaapHBIH IOTOK CHCTeMHOM VM  sBisieTcs
TEKYIIUM, a OCYIICCTBIIATh 3aMuCh B (Daill TeM ke caMbiM 00pabOTYMKOM BO
BpeMs Ipyroro coodmieHuss VM Huii MOTOKa, KOTJa TEKYIIUM SIBISICTCS APYTOM
TIOTOK.

OnSysVmInit mgepxut aiiin OTKPBITEIM M XpaHHUT JecKpuntop (aina B
rnobanpHOl mepemenHoi fh Tak, 4yTOOBI 00pPaOOTYMKK COOOIICHUN IPYroro
SKELETON.VXD w™mornu Takxke nucatb B ¢ain. @aiin 3akpbiBaeTcs
obpaboturkoMm coobmenuss OnSysVmTerminate, npu 3aBepiieHUH PadOTHI
Windows.

Bce oOpaboTumku coobmenuit, Bkarodas OnSysVminit, ocymecTBisitor
3allUCh B OTOT YK€ OTKPBITHIA (aitn, ncnoasdys IFSMgr_Ring0_WriteFile.
Ota (yHKUUS HCIONB3YET MapaMeTpbl, KOTOPblE OOBIYHO HCHOJIb3YIOTCS IJIs
3amucy: JeckpunTop, Oydep um cueruynk. OmHaKo, ecid OoJbIIas 4YacTh
(daiiioBeIX (PYHKIIMM BBOJIa/BBIBOJAa M3MCHSET IOJOKCHUE yKazarens aiina
ABTOMATUYECKU c KaXJ01 onepanuen YTEHUS u 3aIlUCH,
IFSMgr_Ring0_WriteFile tpeOyer sBHOTO 3amaHus mapamerpa IMOJIOKCHHS
ykazarens ¢aiijga. ITO 03Ha4aeT, YTO BbBI3BIBAIOIINI JOJIKEH COXPAHSTH y ceOs
Tekyilee nojioxkenue ykazarens ¢aitna. SKELETON genaet 310, 00HYJSAS npu
MHUIHATM3aME TI00anbHy0 nepeMenHyro file_pos, u uHKpeMeHTupys ee
KOJIMYECTBOM  OalTOB,  3alMCaHHBIX C  KaXIbIM  OOpamieHHeM K
IFSMgr_Ring0_WriteFile.

IFSMgr_Ring0_WriteFile ne BbImonHseT HHUKAKOrO (OpMATHPOBAHHMS,
OHa IPOCTO THIIET CTPoKy Oydepa. ITepen BeizoBom IFSMgr_Ring0_WriteFile
KaKbI 00paboTunk cooOmeHus cHadana dopmatupyer Oydep, HCHOIb3ys

cepBucHylo ¢yHkuio VMM _ Sprintf, npeacraBieHHyro B OHOIMOTEKE

VXDWRAPS.CLB DDK .
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JlucmuHe 4.1. SKELETON.C (8epcusi DDK)

#include <basedef.h>
#include <vmm.h>
#include <debug.h>
#include "vxdcall.h"
#include <vxdwraps.h>
#include <wrappers.h>
#include “intrinsi.h"

#ifdef DEBUG

#define  DPRINTF(buf, fmt, argl, arg2) _Sprintf(buf, fmt, argl, arg2 );
Out_Debug_String( buf)

#else

#define  DPRINTF(buf, fmt, argl, arg2)

#endif

typedef structtcb_s *PTCB;

BOOL  OnSysVminit(VMHANDLE hVM);

VOID OnSysVmTerminate(VMHANDLE hVM);
BOOL OnCreateVm(VMHANDLE hVM);

VOID OnDestroyVm(VMHANDLE hVM);
BOOL OnCreateThread(PTCB hThread);
VOID OnDestroyThread(PTCB hThread);

#pragma VxD_LOCKED_DATA_SEG

DWORD filepos = 0;
HANDLE fh;
char buf[80];

#pragma VxD_LOCKED_ CODE_SEG

BOOL OnSysVminit(VMHANDLE hVM)
{ BYTE action;

WORD err;

int  count=0;

PTCB tcb;

_asmmov ax, 3000h
_asm push dword ptr 21h
VxDCall(Exec_VxD_Int);

tcb = Get_Initial_Thread Handle(hVM);
DPRINTF(buf, "SysVMInit: VM=%x tcb=%x\r\n", hVM, tcb );

fh = IFSMgr_Ring0_OpenCreateFile(FALSE, "vxdskel.log",
0x0002, 0x0000, 0x12, 0x00,
&err, &action);



}
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if (Ifh)

{ DPRINTF(buf, "Error %x opening file %s\n", err, "vxdskel.log" );
}

else

{ _Sprintf(buf, "SysVMInit: VM=%x tcb=%x\r\n", hVM, tcb );

count = IFSMgr_Ring0_WriteFile(FALSE, fh, buf, strlen(buf), filepos, &err);

filepos += count;

}
return TRUE;

VOID OnSysVmTerminate(VMHANDLE hVM)

{

}

WORD err;
int count=0;
PTCB tcb;

tcb = Get_Initial_Thread_Handle(hVM);

DPRINTF( buf, "SysVmTerminate VM=%x tch=%x\r\n", hVM, tcb );
_Sprintf( buf, "SysVmTerminate VM=%x tcb=%x\r\n", hVM, tcb );

count = IFSMgr_Ring0_WriteFile(FALSE, fh, buf, strlen(buf), filepos, &err);
filepos += count;

IFSMgr_Ring0_CloseFile( fh, &err);

BOOL OnCreateVm(VMHANDLE hVM)

{

}

PTCB tcb;
WORD err;
int count=0;

tcb = Get_Initial_Thread_Handle(hVM);

DPRINTF(buf, "Create_VM: VM=%x, tcbh=%x\r\n", hVM, tchb);

_Sprintf(buf, "Create_VM: VM=%Xx, tch=%x\r\n", hVM, tcb);

count = IFSMgr_Ring0_WriteFile(FALSE, fh, buf, strlen(buf), filepos, &err);
filepos += count;

return TRUE;

VOID OnDestroyVm(VMHANDLE hVM)

{

WORD err;
int count;
PTCB tcb;

tcb = Get_Initial_Thread_Handle(hVM);
DPRINTF(buf, "Destroy_VM: VM=%x tcb=%x\r\n", hVM, tcb );
_Sprintf(buf, "Destroy_VM: VM=%x tcb=%x\r\n", hVM, tcb );

count = IFSMgr_Ring0_WriteFile(FALSE, fh, buf, strlen(count), filepos, &err);

filepos += count;
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BOOL OnCreateThread(PTCB tcb)
{ WORD err;
int  count;

DPRINTF(buf, "Create_Thread: VM=%X, tch=%x\r\n", tcb->TCB_VMHandle, tcb);
_Sprintf(buf, "Create_Thread: VM=%X, tcb=%x\r\n", tcb->TCB_VMHandle, tcb);
count = IFSMgr_Ring0_WriteFile(FALSE, fh, buf, strlen(count), filepos, &err);
filepos += count;
return TRUE;

}

VOID OnDestroyThread(PTCB tcb)
{ WORD err;
int  count;

DPRINTF( buf, "Destroy_Thread VM=%X, tcb=%x\r\n", tcb->TCB_VMHandle, tcb );
_Sprintf( buf, "Destroy_Thread VM=%x, tcb=%x\r\n", tcb->TCB_VMHandle, tcb );
count = IFSMgr_Ring0_WriteFile(FALSE, fh, buf, strlen(count), filepos, &err);
filepos += count;
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JlucmuHe 3.2. SKELCTRL.ASM (8epcusi DDK)
.386p

skkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkhkkkkkkkkkkhkkkkkkkkkkkkkhkkkkkkkkk
’

; INCLUDES

skkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkhkkkkkkkkkkkkkhkkkkkkkkkkhkkkkkkkkkkkkkhkkkkkkkkk
’

include vmm.inc
include debug.inc

DECLARE_VIRTUAL_DEVICE SKELETON, 1, 0, ControlProc,
UNDEFINED_DEVICE_ID, \

UNDEFINED_INIT_ORDER
VxD_LOCKED CODE_SEG

; NMPOUELYPA: ControlProc

; OMNCAHUE:
;  Device control procedure for the SKELETON VxD

;. BXOM:
;. EAX = Control call ID

;. BbIXOA:

; ecnu donar nepeHoca cbpoLueH
X YcnewHo

. MHaye

X Bbi3oB HeygayveH

; MCMNOJb3YET:
;  EAX, EBX, ECX, EDX, ESI, EDI, Flags

BeginProc ControlProc
Control_Dispatch SYS_VM_INIT, _OnSysVmiInit, cCall, <ebx>
Control_Dispatch SYS_VM_TERMINATE, _OnSysVmTerminate, cCall, <ebx>
Control_Dispatch CREATE_VM, _OnCreateVm, cCall, <ebx>
Control_Dispatch DESTROY_VM, _OnDestroyVm, cCall, <ebx>
Control_Dispatch CREATE_THREAD, _OnCreateThread, cCall, <edi>
Control_Dispatch DESTROY_THREAD, _OnDestroyThread, cCall, <edi>

clc
ret

EndProc ControlProc
VXD _LOCKED_CODE_ENDS

END
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JlucmuHe 3.3. SKELETON.MAK (8epcusi DDK)

CVXDFLAGS = -Zdp -Gs -c -DIS_32 -Z| -DDEBLEVEL=1 -DDEBUG -
DWANTVXDWRAPS=1

AFLAGS = -coff -DBLD_COFF -DIS_32 -W2 -Zd -c -Cx -DMASM6 -
DDEBLEVEL=1 -DDEBUG

all: skeleton.vxd

skeleton.obj: skeleton.c
cl $(CVXDFLAGS) -Fo$@ -Fc %s

skelctrl.obj: skelctrl.asm
ml $(AFLAGS) -Fo$@ %s

skeleton.vxd:skelctrl.obj skeleton.obj ..\..\wrappers\vxdcall.obj
.\..\wrappers\wrappers.clb skeleton.def

echo >NUL @<<skeleton.crf
-MACHINE:i386 -DEBUG -DEBUGTYPE:MAP -PDB:NONE
-DEF:skeleton.def -OUT:skeleton.vxd -MAP:skeleton.map
-VXD vxdwraps.clb wrappers.clb skelctrl.obj skeleton.obj vxdcall.obj
<<

link @skeleton.crf

mapsym skeleton
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JlucmuHe 3.4. SCELETON.DEF (sepcusi DDK)

VXD SKELETON

SEGMENTS
_LTEXT CLASS 'LCODE' PRELOAD NONDISCARDABLE
_LDATA CLASS 'LCODE' PRELOAD NONDISCARDABLE
_TEXT CLASS 'LCODE' PRELOAD NONDISCARDABLE
_DATA CLASS 'LCODE' PRELOAD NONDISCARDABLE
_LPTEXT CLASS 'LCODE' PRELOAD NONDISCARDABLE
_CONST CLASS 'LCODE' PRELOAD NONDISCARDABLE
_BSS CLASS 'LCODE' PRELOAD NONDISCARDABLE
_TLS CLASS 'LCODE' PRELOAD NONDISCARDABLE
_ITEXT CLASS 'ICODE' DISCARDABLE
_IDATA CLASS 'ICODE' DISCARDABLE

_PTEXT CLASS 'PCODE' NONDISCARDABLE
_PDATA CLASS 'PCODE' NONDISCARDABLE
_STEXT CLASS 'SCODE' RESIDENT
_SDATA CLASS 'SCODE' RESIDENT

_MSGTABLE CLASS 'MCODE' PRELOAD NONDISCARDABLE I0OPL
_MSGDATA CLASS 'MCODE' PRELOAD NONDISCARDABLE IOPL
_IMSGTABLE CLASS 'MCODE' PRELOAD DISCARDABLE IOPL

_IMSGDATA CLASS 'MCODE' PRELOAD DISCARDABLE IOPL

_DBOSTART CLASS 'DBOCODE' PRELOAD NONDISCARDABLE
CONFORMING

_DBOCODE CLASS 'DBOCODE' PRELOAD NONDISCARDABLE
CONFORMING

_DBODATA CLASS 'DBOCODE' PRELOAD NONDISCARDABLE
CONFORMING

_16ICODE  CLASS '16ICODE' PRELOAD DISCARDABLE

_RCODE CLASS 'RCODE'
EXPORTS

SKELETON_DDB @1
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4.4. Pe3ome

SKELETON.VXD, naxe ¢ ero OrpaHMYeHHBIMH (PYHKIIMOHAJIHHBIMU
BO3MOXXHOCTSIMH, HJUTIOCTPUPYET MHOKECTBO MPOOJEeM BO3HHUKAIOUIUX MPH
pazpabotke VXD, TpeOys npaBUIBLHOTO UCIIONB30BaHUS CTPYKTYp, HHTEep(erica,
U UHCTPYMEHTAJIBHBIX  cpeAcTB. Mcmonb3ys  OuOmmoTeky  00oJouek
WRAPPERS.CLB, moxHo nucath BUpTyasibHble ApaiBepsl VXD mams Windows
95 uenocpenctBenHo Ha Cu, gaxe ecnu Bwl umeere Tosibko cpeactBa AP

DDK.

4.5. KoHmporbHble 80rpocsl

1. Yem omimyaercs IMpoHecCcC HallMCaHUA VXD ¢ wucnoibp30BaHuEM CpCaCTB

DDK Windows 95 u nakera VToolsD?

2. Jlns yero HyXHBI acceMOnepHbie PparMeHThl mpu Hanucanuu VXD?

3. Tlouemy VXD Henb3st OTNIaKKUBATh CO CTAHJAPTHBIMH OTIa4UKaMuU?

4. Yro conepxut ¢aiin SKELCTRL.ASM?

5. Jlnsg gero Hy)XHa yRPAGAAIOWAA NPOUEOYPa ycmpoicmea?

6. Jlus gero HyxeH ¢aiin coopku?

7. Yro onpenenstor ¢paaru kKomnuiasTopa?

8. Uro onpenensitoT daru accemoOuepa?

9. ns yero HyxeH OJI0K JECKpUNTOpa YCTpoicTBa?

10. Yo o3nauaet makpoonpeaeneaue VXD LOCKED_CODE_SEG?

11. TTouemy ympaBisoias Mpoleaypa YCTPONCTBa  pacrojiaraeTcs B

3a0JIOKUPOBAHHOM CETMeHTE?
12. Yrto o3nauaet makpoonpeaenecaue VXD _LOCKED_CODE_ENDS?
13. B kakoM ciy4ae Bbi3biBaetcs Gpynkims OnSysVMInit?
14. Kakue coobmenust oopadbarsiBaetr SKELETON.VxD?

15. Kakoe cooOuienne noceutaercss VXD mipu co3nanuu BUpPTyanbHON MaIIMHbI?



16.

17.

18.
19.

20.
21,
22,
23.
24,

25.
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Kakoe coobmenne mnocbutaercs VXD mpu co3maHuM HayalbHOTO TOTOKA
BHUPTYaJIbHOW MaITHHBI?

C kakoil BHMpTyaJbHOM MaliuHOW cBs3aHbl cooOiienus Create Thread,
nocelutaemeie VXD?

Jliis gero HyxHa cepBucHas ¢pyakus Get_Initial_Thread Handle?

Kak mepenarorcs oOpabotunku coobiienuii motokoB Create Thread wu
Destroy Thread?

Yro takoe |IFSMgr?

Jiis gero HyxHa cepBucHas ¢pynkius IFSMgr_Ring0_FilelO?

KakoBo ycioBue npasuiibHoi padotel pynkuun IFSMgr_Ring0_FilelO?
Jiis gero HyxHa cepBucHas ¢pyakius IFSMgr_Ring0_OpenCreateFile?
Yem ommyaercss  QyHKIHS IFSMgr_Ring0_OpenCreateFile ot
cooTBeTcTBYMOIIEH PyHkiuun DOS?

Jlnist gero HyxHa cepBucHas ¢pynkuus IFSMgr_Ring0_WriteFile?
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Yuebnoe nocooue

Powun Anexceui Bacunvesuu

Opranu3aiys BBO/Ia-BBIBOIA.
Yacts 1. Bupryanbnble apaiiBepsl U BUpTyanbHoe okpyxkenre WINDOWS.
VYyebHoe nocoodue.
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